Dan Meyer

From: Flock <security@flocksafety.com>

Sent: Friday, September 25, 2026 9:01 AM

To: Dan Meyer

Subject: Notice of Security Incident Involving Device Location Data

You don't often get email from security@flocksafety.com. Learn why this is important

We are writing to inform you of the following security incident: On Tuesday,
Sept. 22, 2026, a malicious actor published a website with location data of
customer devices, accurate as of December 2025, that included device name,
location, and device type. This data was unlawfully accessed and exfiltrated
from a third party map service. No LPR images, video footage, or CJIS data
were exposed.

The person in question originally reported an exposed map access key to
Flock’s Security Team in November 2025. Flock validated the finding, eliminated
the vulnerability, and closed the issue in December 2025. At the time, there was
no indication of unauthorized access to data.

Based on the recent publication, it is now apparent that the individual exploited
the reported vulnerability in late 2025 to both unlawfully access and unlawfully
retain data.

Flock has notified law enforcement. We are also taking all available measures to
ensure the offending website is taken down. We will provide you material
updates as we have them.

There is no action you need to take at this time. If you have questions please
reach out to security@flocksafety.com.







