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SECURITY AND PRIVACY STATEMENT 

Public disclosure of this document would have a reasonable likelihood of threatening public safety 
by exposing vulnerabilities. It contains sensitive and confidential information not subject to FOIA 
under Virginia Code §2.2-3705.2 (14). Accordingly, the Town of Warrenton withholds this Plan 
from full public disclosure. Refer any request for a copy of this document to the town FOIA officer. 
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PROMULGATION STATEMENT 
The Town of Warrenton's mission is to provide public safety, economic opportunity, and quality 
public services in an attractive, well-planned community with historic character for the benefit, 
enjoyment, and accessibility of all. All essential departments must ensure their operations are 
performed with minimal disruption during all-hazards emergencies or other situations that disrupt 
normal operations to accomplish this mission. This document provides planning and program 
guidance for implementing the Town of Warrenton Continuity Plan and Continuity Program to 
ensure the agency can conduct its mission essential functions (MEFs) under all threats and 
conditions. The agency is committed to the safety and protection of its personnel, contractors, 
operations, and facilities. This Continuity Plan is a recovery plan that works as a companion plan 
with the Town of Warrenton Emergency Operation Plans (EOP), the Information Technology 
Disaster Recovery Plan (ITDRP), the Rappahannock Rapidan Regional Hazard Mitigation Plan, 
and the Fauquier County Emergency Operations Plan (FCEOP), and provides a framework to 
minimize potential impact and allow for rapid recovery from an incident that disrupts operations. 
This Plan encompasses the magnitude of operations and services performed by the Town of 
Warrenton and is tailored to the Town's unique operations and MEFs. 

 

 
This Plan identifies key personnel that perform or manage the performance of MEFs. Upon plan 
activation, key personnel will be notified and assume responsibility for implementing the Plan 
per the guidance provided by the Town Manager or his/her designee. Essential personnel should 
be prepared to implement the Continuity Plan and perform MEFs within the established recovery 
time objectives for a period of up to 30 days or until normal operations can be resumed. 
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The Town of Warrenton prepared this Continuity Plan to develop, implement, and maintain a 
viable continuity capability. In accordance with section 44-146.19(E) of the Code of Virginia, and 
section 20-4 of the Warrenton Town Code, this Plan complies with applicable internal agency 
policy, and state regulations, and supports recommendations provided in FEMA's Continuity 
Guidance Circular 1 (CGC 1) and Continuity Guidance Circular 2 (CGC 2). This Continuity Plan 
has been distributed internally to appropriate personnel within the Town of Warrenton and 
external organizations that might be affected by its implementation. 

 
 
 
 
 
 
 
 
 

 
APPROVALS 
Pursuant to Code of Virginia § 44-146.19(E) 

 
 
 
 

 
 

Carter Nevill, Mayor 

 

 
 

Christopher Martino, Town Manager 

 

 
 

Philip Carter Strother, Town Attorney 
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INTRODUCTION 
 

To the best of their ability, local governments must be prepared to respond to all types of 
emergencies and disasters within their jurisdictions to save lives; protect the public welfare, 
protect property, maintain essential communications, ensure business continuity, and restore 
essential public services. Since September 11, 2001, many localities have become acutely 
aware of the degree to which emergencies and disasters can disrupt or obliterate their ability to 
preserve government institutions and perform essential functions. 

 
The Town Manager has deemed that the Town must establish and implement a 

Continuity of Operations (COOP) Plan. This Plan is designed to develop ways to preserve, 
maintain, or reconstitute the agency's ability to function in the event of a threat or an 
emergency. 

 
The Town of Warrenton COOP Plan has been developed to aid the government in a 

technical, natural, or intentional disaster that disrupts government operations. The Plan presents 
a framework for management, establishes procedures to support essential functions, and 
guides the restoration of normal operations after the emergency. The Plan provides for restoring 
operational capacity within 12 hours and sustaining operations for 30 days or longer in a 
catastrophic event or national security emergency. 

 
PURPOSE 

 
This COOP Plan summarizes how Town departments and offices will continue to 

perform essential functions when an emergency threatens or disturbs their operations. This 
document outlines lines of succession; provides for the maintenance and re-establishment of 
authority; provides for the relocation of key personnel if needed; reconstitutes the key staff 
positions with successor personnel, and provides restoration of Town government functionality. 
This Plan should be utilized in concert with the Town of Warrenton and the Fauquier County 
Emergency Operations Plan (FCEOP). The basic elements of a viable COOP Plan include the 
following: 

 
• Essential Functions; 
• Lines of Succession; 
• Delegations of Authority; 
• Alternate Facilities; 
• Vital Files, Databases and Records; 
• Administration and Logistics; 
• COOP Plan Implementation Procedures; 
• Personnel Issues; 
• Communications; and 
• Training and Exercises. 
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APPLICABILITY AND SCOPE 

This Plan is designed to effectively minimize system outages and downtimes while 
providing the highest possible level of personnel services until normal operations fully resume. It 
is also intended to facilitate the response and recovery process. This document applies to a full 
range of circumstances, from a short-term event that affects only one building or location to an 
extended regional emergency that impacts all of the Town's departments and functions. 

OBJECTIVE 

The objective of COOP Planning is to guide appropriate actions to ensure the capability 
exists to continue core business functions and achieve an orderly recovery from emergencies 
across a wide range of potential incidents—including acts of nature and human-made 
emergencies. 

The objectives of this COOP Plan include: 

• Ensuring continuous performance of a department's essential functions during an 
emergency; 

• Protecting essential facilities, equipment, and records; 

• Reducing or mitigating disruption of operations; 

• Reducing, assessing, and minimizing damage and loss; 

• Identifying alternate locations where operations can be reconstituted in an emergency; 

• Activating and sustaining essential operations within a 12-hour period for up to 30 days; 
and 

• Achieving a timely and orderly reconstitution of operations. 
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COOP ACTIVATION EVENTS 

A variety of events could create conditions in the County that would require activation of 
the COOP Plan. This could be a Town-wide event involving the entire government, or it could be 
an event that impacts only a few agencies or departments. These events can be categorized as 
follows: 

• Infrastructure; 

• Mass Casualty/Mass Fatality Incident; and 

• Workforce/Workplace. 
 

 
Numerous events can disrupt the infrastructure. These events may involve loss of electrical 
power, loss of water, interruption in commodity availability, and technology failure. The Town has 
experienced utility disruptions in the past caused by weather events such as hurricanes, 
tornadoes, thunderstorms, and snowstorms. 

A Mass Casualty/Mass Fatality Incident, such as a pandemic or widespread illness, could 
severely impact the Town workforce. These events can be caused by a naturally occurring 
disease like influenza or caused by terrorism, such as a biological release. These types of events 
could cause widespread death and illness, impacting the Town population and workforce. 

 

 
Numerous types of other natural disasters can destroy or significantly affect the workforce. Other 
possible triggers include workplace contamination, flooding, HAZMAT incidents, or fire. 

These types of events could impact the Town, as well as the county, region, state, or country. 
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CONCEPT OF OPERATIONS 

A COOP Response is activated at the following levels: 

Level I: A Level I COOP Response is for an anticipated event that requires monitoring for 
situational awareness. This response would be activated for an actual or anticipated event that 
may have an adverse impact for up to 12 hours on any portion of the local government. This level 
does not require any specific response beyond what is available using existing resources. 

Level II (Stand-by): A Level II COOP Response is for an event that causes a temporary reduction 
or change in operations; an actual or anticipated event estimated to have a minimal impact on 
operations for 12 to 72 hours and may require assistance beyond what resources are generally 
available. This may be when Town departments/offices are preparing for any incident that might 
prevent Town facilities from opening for normal operations. This situation may require moving to 
a temporary location to continue to meet essential functions. 

Level III (Partial Implementation): A Level III COOP Response is for an actual event estimated to 
disrupt the operations of one or more essential functions or impact vital systems for more than 
three days. The event may require deploying a small force of mission essential personnel from 
departments or offices to their COOP sites to initiate operations to support an actual full-scale 
COOP implementation. 

Level IV: A Level IV COOP Response is for an event with a significant or long-term impact on the 
workforce or workplace. This event may be widespread and significantly disrupt operations that 
impact multiple vital systems. An example would be a major fire at Town Hall that causes 
significant damage to the building and destroys records and equipment. 
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IIII 

 
 
 
 

Full 
Implementation 

 
 
An actual event that significantly 
disrupts the operations of three or 
more essential functions or to the 
entire department that impacts 
multiple vital systems for more than 
seven days. 
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COOP IMPLEMENTATION 
 

The Town of Warrenton COOP Plan can be implemented in a variety of ways. Once the event's 
impact is assessed, Town departments and offices may activate the plan to continue providing 
essential services. Once the determination has been made to implement COOP plans, each 
department and agency affected must ensure that their essential functions continue. A sample 
COOP Implementation Checklist is provided on the next page. 

UNANTICIPATED EMERGENCIES 
 

Some threats to operations may provide advanced warning, which permits the orderly alert, 
notification, evacuation, and relocation of employees, if necessary. A warning may not precede 
other incidents. These incidents may or may not occur during regular operating hours. If the 
incident occurs during normal working hours, it may require the evacuation of all personnel from 
the threatened area. Essential or response personnel will deploy to their pre-assigned duty 
stations within 12 hours to maintain essential functions as the COOP Plan dictates. If the 
incident occurs after hours, activation of the COOP Plan will trigger each department director, 
working with their COOP teams, to activate call-down rosters and notify COOP relocation teams 
to report for duty. 

WIDESPREAD vs. LOCAL EMERGENCIES The distinction between a widespread and local 
emergency is based upon assessing the event's impact on a department or geographic area. 
Generally, if an event impacts a significant number of people or impacts a large enough 
geographic location, the event is considered widespread. Localized events are usually limited to 
a smaller geographic area or one department, agency, or office. 

COOP IMPLEMENTATION CHECKLIST 
 

Implementation of the COOP Plan is based upon three phases of operation: activation and 
relocation, alternate facility operations, and reconstitution of services. The checklist below 
provides a basic outline of actions to implement the Plan. 
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CONCEPT OF OPERATIONS 
A continuity plan must be maintained at a high level of preparedness and be ready to be 
implemented without prior warning.  As such, the Town of Warrenton has developed a concept of 
operations that describes the Continuity Plan's implementation. 

This Plan can be fully implemented within established recovery time objectives and capable of 
sustaining operations for up to 30 days or until normal operations can be resumed.  

Phase 1- Preparedness 
The Town of Warrenton participates in the full spectrum of readiness and preparedness activities 
to ensure the agency can continue to perform MEFs in an all-hazard risk environment.  This is 
accomplished through various means, including the use of professional go-kits by key personnel, 
regular training and exercises of the Continuity Plan (outlined in the Training and Exercise Section 
of this document), the development of human capital management policies that support agency 
staff, and monitoring of government intelligence reports or notices by executive leadership. 
 
Professional Go-kits: 
 
Town of Warrenton's key personnel and executive leadership have the responsibility to create 
and maintain go-kits.  Go-kits should include standard operating procedures, emergency plans, 
operating orders or regulations, and other relevant guidance.  Other documents and materials 
that might be included in a go-kit include: 
 
 Continuity Plan 
 Current contact list of key personnel, external partners and vendors 
 General office supplies 
 Backup communication devices if available. 
 Manual work-around procedures for performing MEFs 
 Compact discs or thumb drives 
 Critical equipment inventory 
 Directions to the alternate facility and a current floor plan 
 Alternate facility contact information and/or keys or access cards 

 
 
 
Human Capital Management: 
 
The Town of Warrenton's key personnel should cross-train back-up personnel capable of 
performing MEFs.  The frequency of cross-training shall be at the discretion of the Division or 
Section Manager, but should occur as often as necessary to ensure proficiency of MEF 
performance.   All cross-training should be documented.  
 
Teleworking is recognized as an alternative method to perform some agency MEFs during a 
continuity event.  Therefore, key personnel may be authorized to telework during activation of 
the Continuity Plan at the discretion of the department or division manager.  Regulations 
outlined in the agency telework policy shall be adhered to at all times.   
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During activation of the Continuity Plan, the Town of Warrenton will attempt to contact and 
account for all agency staff.  Additionally, the agency will provide human capital management 
guidance to employees (pay, leave, staffing, work expectations and other human capital 
policies) and assist the Continuity Coordinator with other staffing related matters. 
 
Agency personnel should develop a family support plan to increase personal and family 
preparedness.  To develop a family support plan, use the templates available at 
http://www.vaemergency.com/ReadyVirginia.  
 

Phase 2- Activation and Notification 
The following matrices are intended to serve as an implementation guide.   It is important to note 
that while an effort has been made to outline implementation levels and notification guidelines in 
these matrices, they are a guide only and do not limit the ability of Senior leadership to make 
decisions and take necessary actions in the event of an emergency.   

Senior leadership will stay informed of the threat environment using all available means, including 
government intelligence reports or notices, national/local reporting channels, and media outlets.  
Activation decisions by Senior leadership will be made after evaluating all available information 
relating to: 

  

  
 

 

  

  

  

  

  
 

  

In addition to the notifications outlined in the matrices, the following notifications may be 
required by the Continuity Coordinator or designee(s) within 12 hours of activation:  
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Phase 3- Continuity Operations 
 
Upon activation of the Continuity Plan during regular duty hours, key personnel will continue to 
perform MEFs if possible until ordered to cease operations by the department director.  At that 
time, MEFs will transfer to the alternate facilities and/or be performed in the manner prescribed 
by the Town Manager.   
 
If, during non-duty hours, the decision to transfer MEFs to the alternate facilities is made, 
previously designated key personnel may be required to arrive at the alternate facilities first to 
prepare the site.  Upon arrival at the alternate facilities, these key personnel will: 
 

  

  

  

  

 

If the decision to perform MEFs via telework or using a reduced workforce scenario is made, key 
personnel will:  

   

  

  

  

 

During continuity operations, the Town of Warrenton may need to acquire additional personnel, 
equipment, and supplies on an emergency basis to sustain operations for up to 30 days or until 
normal operations can be resumed.  The Town of Warrenton maintains the authority for 
emergency acquisition.  Instructions for these actions are found in the current Purchasing and 
Procurement Manual.  
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Phase 4- Reconstitution 
Individual Department Directors are responsible for initiating and coordinating operations to 
salvage, restore, and recover the Town of Warrenton's primary operating facilities, overseeing the 
repair or restoration of systems or equipment, and/or supervising the return to work of personnel.  
It should be noted that in certain circumstances, reconstitution to the primary operating facility 
may require approval from local, State, or Federal law enforcement or emergency service 
agencies. 

During continuity operations, the Reconstitution Manager or designee must obtain the status of 
the facilities, systems, and/or workforce affected by the event.  Upon obtaining the status of the 
facility, systems, or workforce, the Reconstitution Manager will determine how much time is 
needed to repair the affected facility or systems, acquire a new facility or systems, or achieve 
workforce recovery.  These determinations may be made in conjunction with the Town Manager 
or his/her appointee.  

Reconstitution procedures will commence when the Town Manager or other authorized person 
ascertains that the emergency situation or disruption has ended and is unlikely to reoccur.  Once 
the appropriate authority has made this determination, in coordination with other applicable 
authorities, one or more of the following options may be implemented, depending on the situation: 
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MISSION ESSENTIAL FUNCTIONS (MEFs) 
  

The Town of Warrenton has identified mission essential functions (MEFs) and the Recovery Time 
Objective (RTO) required for each function.   

The MEFs listed in the table below are prioritized by RTO to assist the agency and staff in knowing 
which functions must be recovered first.  More information on the business processes identified 
for each MEF can be found in Appendix D – Business Process Analysis. 
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PROGRAM MANAGEMENT AND MAINTENANCE 
 

Town of Warrenton leadership and the Continuity Coordinator are responsible for managing and 
maintaining the Continuity Plan.  While the Continuity Plan serves as the guide during activation 
and recovery, the Continuity Program provides the framework and structure to guide continuity 
planning.   
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ACRONYMS AND DEFINITIONS 
ACRONYMS 

AAR  After Action Report 

BIA  Business Impact Analysis 

BPA  Business Process Analysis 

CEMP  Crisis and Emergency Management Plan 

COOP  Continuity of Operations 

ECO  Emergency Coordination Officer 

EMAC  Emergency Management Assistance Compact 

EMAP  Emergency Management Accreditation Program 

EAP  Emergency Action Plan 

FEMA  Federal Emergency Management Agency 

FOIA  Freedom of Information Act 

HSEEP Homeland Security Exercise and Evaluation Program 

IP  Improvement Plan 

ITDRP  Information Technology Disaster Recovery Plan 

MEF  Mission Essential Function 

MOU  Memorandum of Understanding 

NTAS  National Terrorism Advisory System 

NWS  National Weather Service 

PBF  Primary Business Function 

RPO  Recovery Point Objective 

RTO  Recovery Time Objective 

SVAHS Secretariat of Veterans' Affairs and Homeland Security 
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DEFINITIONS 

Activation – When all or a portion of the COOP plan has been put into motion.  Activation may 
be full or partial. 

After Action Report (AAR) – A report that summarizes and analyzes performance in both 
exercises and actual events.  The report includes lessons learned, best practices, and an 
Improvement Plan (IP).  The reports for exercises may also evaluate achievement of the selected 
exercise objectives and demonstration of the overall capabilities being exercised. 

Alternate Facility – A location, other than the normal facility, used to process data and/or conduct 
mission essential functions (MEFs) in the event of a disaster.  

Business Impact Analysis (BIA) – A method of identifying the effects of failing to perform a 
function or requirement.  A BIA may be a useful tool in helping an agency identify some of its 
primary business functions.     

Business Process Analysis (BPA) – A systematic method of identifying and documenting all of 
the elements necessary to accomplish each organizational MEF.  The BPA ensures that the right 
people, equipment, capabilities, records, and supplies are identified and available where needed 
during a disruption so that MEFs can be resumed quickly and performed as required.  The BPA 
is a method of examining, identifying, and mapping the functional processes, workflows, activities, 
personnel expertise, systems, data, partnerships, controls, interdependencies, and facilities 
inherent in the execution of the MEF. 

Cold Site – An alternate site that is reserved for emergency use, but which requires the 
installation of equipment before it can support operations.  Equipment and resources must be 
installed in such a facility to support the mission essential functions or primary business functions 
of an organization.  Cold sites have many variations depending on their communication facilities, 
UPS systems, or mobility. 

Continuity Coordinator – The individual that serves as the agency's manager for all continuity 
activities.  The Coordinator has overall responsibility for developing, coordinating, and managing 
all activities required for the agency to perform its mission essential functions during an event that 
disrupts normal operations.  Selecting a Continuity Coordinator is the first step in the continuity 
planning process. 

Continuity of Operations (Continuity) – The effort to ensure an organization can continue its 
mission essential functions across a wide range of potential events.     

Continuity Plan – A set of documented procedures developed to provide for the continuance of 
mission essential functions during an emergency. 

Continuity Program – An ongoing, cyclical model of planning, training, evaluating, and 
implementing corrective action for continuity capabilities. 

Crisis and Emergency Management Plan (CEMP) – A plan normally utilized by colleges and 
universities that uses a systematic approach to respond to and manage emergencies or disasters 



 
 

Town of Warrenton | Continuity of Operations Plan  51 
 

that threaten the college or university's students, faculty, staff, and visitors.  A CEMP does not 
encompass continuity planning and should be separate and distinct from the college or 
university's continuity plan.  An emergency action plan (EAP) is the non-academic version of the 
CEMP. 

Delegations of Authority – Identification of statutory or signatory authorities, those individuals 
holding the authority, and the alternate individuals responsible for assuming that authority should 
the primary be unavailable.   

Emergency Action Plan (EAP) – The Plan maintained by an agency or organization for 
responding to a wide variety of potential hazards.  It describes how people and property will be 
protected, details who is responsible for carrying out specific actions, identifies available 
personnel, equipment, facilities, supplies, and resources, and outlines how all response actions 
will be coordinated.  An agency or organization's EAP is separate and distinct from its continuity 
plan. 

Emergency Coordination Officer (ECO) – The individual that serves as the communications 
liaison between the Secretariat of Veterans Affairs and Homeland Security (SVAHS), VDEM and 
their own agency pursuant to Executive Order #41 (2011). 

Emergency Management Accreditation Program (EMAP) – An independent, non-profit 
organization with a standards-based voluntary assessment and peer review accreditation process 
for government programs responsible for coordinating prevention, mitigation, preparedness, 
response, and recovery activities for natural and human-caused disasters.  Accreditation is based 
on compliance with collaboratively developed national standards and is open to all US states, 
territories, and local governments. 

Emergency Management Assistance Compact (EMAC) – Congressionally ratified organization 
that provides form and structure to interstate mutual aid.  During a disaster, it allows a state to 
request and receive assistance from other member states. 

Emergency Preparedness – The discipline which ensures an organization or community's 
readiness to respond to an emergency or disaster in a coordinated, timely and effective manner. 

Essential Records – Records, files, documents or databases, which, if damaged or destroyed, 
would cause considerable inconvenience and/or require replacement or re-creation at 
considerable expense.  For legal, regulatory, or operational reasons these records cannot be 
irretrievably lost or damaged without materially impairing the organization's ability to conduct 
business. 

Facility – A location containing the equipment, supplies, and voice and data communication lines 
to conduct transactions required to conduct business under normal conditions.  

Faculty – The teaching and administrative staff and those members of the administration having 
academic rank in an educational institution. 
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Federal Emergency Management Agency (FEMA) – The federal agency tasked with 
supporting citizens and first responders to ensure that as a nation, the United States works 
together to build, sustain, and improve its capability to prepare for, protect against, respond to, 
recover from, and mitigate all hazards. 

Freedom of Information Act (FOIA) – A federal law, passed in 1966, which allows for the full 
or partial disclosure of previously unreleased information and documents under the control of 
government agencies. 

Homeland Security Exercise and Evaluation Program (HSEEP) – A threat and performance-
based exercise program developed by DHS that provides doctrine and policy for planning, 
conducting, and evaluating exercises. It was developed to enhance and assess terrorism 
prevention, response, and recovery capabilities at the federal, State and local levels.  

Hot Site – An alternate facility that already has in place the computer, telecommunications, and 
environmental infrastructure to recover the mission essential functions disrupted by an emergency 
or disaster.   

Hot Wash – A post-event meeting where executive leadership and key personnel discuss best 
practices of and potential improvements to the agency's overall preparedness.   

Implementation Procedure Checklist – A list of the immediate actions to take once the 
continuity plan is implemented.   

Improvement Plan (IP) – A list of action steps and resources required to correct a deficiency 
identified in an After Action Report, including the individual responsible for the actions and an 
estimated timeline for completion. 

Information Technology Disaster Recovery Plan (ITDRP) – A set of documented procedures 
that identify the steps to restore organizations' IT systems and resources that support its primary 
business functions. 

Key Personnel – Personnel designated by their division as critical to the resumption of mission 
essential functions. 

Memorandum of Understanding (MOU) – A document that expresses mutual accord between 
two parties.  To be legally operative, a memorandum of understanding must identify the 
contracting parties, spell out the subject matter of the agreement and its objectives, summarize 
the essential terms of the agreement, and be signed by the contracting parties. 

Mission Essential Functions (MEFs) – The limited set of department and agency level 
government functions that must be continued throughout or resumed rapidly after a disruption of 
normal activities. 

National Terrorism Advisory System (NTAS) – The system that replaces the color-coded 
Homeland Security Advisory System and provides timely, detailed information to the public, 
government agencies, first responders, airports and other transportation hubs, and the private 
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sector.  NTAS Alerts will only be issued when credible information is available.  More information 
about NTAS may be found at http://www.dhs.gov/files/publications/ntas-public-guide.shtm. 

National Weather Service (NWS) – A division of the National Oceanic and Atmospheric 
Administration (NOAA) that provides weather, hydrologic, and climate forecasts and warnings for 
the United States, its territories, and its adjacent waters and ocean areas, for the protection of life 
and property and the enhancement of the national economy.  

Orders of Succession – A list that specifies by position who will automatically fill a position once 
it is vacated.  Orders of succession should be performed for positions of both executive leadership 
and key personnel. 

Primary Business Function (PBF) – Specific supporting activities that an organization must 
conduct in order to perform its mission essential functions.  Primary business functions are 
typically enablers that make it possible for an organization to perform its mission.  

Promulgation – The process that officially announces/declares a plan and gives organizations 
both the authority and responsibility to perform their tasks.   

Reconstitution – The process by which agency personnel resume normal business operations 
in a rehabilitated or new facility. 

Reconstitution Manager – The individual responsible for all reconstitution activities.  During an 
event, the Reconstitution Manager develops a plan and schedule for resuming normal operations 
and supervises the return of key personnel, essential records, and/or equipment. 

Record Retention – Storage of historical documentation for a set period of time usually mandated 
by state or federal law or by the Internal Revenue Service. 

Recovery – Recovery, in this document, includes all types of emergency actions dedicated to the 
resumption of mission essential functions and operational stability. 

Recovery Point Objective (RPO) – The period of time between backups of essential electronic 
records in which data could be lost.   

Recovery Time Objective (RTO) – The period of time in which systems, applications, or mission 
essential functions must be recovered after a disruption of normal operations.  

Risk – An ongoing or impending concern that has a significant probability of adversely affecting 
business continuity. 

Risk Assessment/Analysis – A process or methodology for evaluating risk by determining: the 
probability and frequency of a hazard occurring, the level of exposure of people and property to 
the hazard, and the effects or costs, both direct and indirect, of mitigating or accepting this 
exposure. 

Risk Management – The discipline which ensures that an organization does not assume an 
unacceptable level of risk. 
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Secretariat of Veterans' Affairs and Homeland Security (SVAHS) – The Commonwealth of 
Virginia's cabinet-level office that serves the Commonwealth's veterans, military, and military 
families, and oversees the Commonwealth's Homeland Security and all-hazards preparedness 
efforts.  

Vulnerability – The susceptibility of an agency or organization to a hazard.  The degree of 
vulnerability to a hazard depends upon its risk and consequences. 

Warm Site – An alternate facility that is only partially equipped. 
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AUTHORITIES 
 

Executive Order #41 (2011) 

Code of Virginia § 44-146.18 

Virginia Information Security Standard (SEC 501-06) 

 

 

REFERENCES 
  

 Virginia Department of Emergency Management Continuity Plan Template, November 
2011, Version 4.0 

 Commonwealth of Virginia Emergency Operations Plan, September 2011 

 Emergency Management Accreditation Program (EMAP) Standards, 2010 

 FEMA's Continuity Guidance Circular 1 (CGC 1),  January 21, 2009 

 FEMA's Continuity Guidance Circular 2 (CGC 2),  July 22, 2010 

 Homeland Security Exercise Evaluation Program (HSEEP) guidelines found at 
www.hseep.dhs.gov.   

 U. S. Department of Homeland Security Continuity of Operations Plan Template, May 2010
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APPENDIX I: HUMAN CAPITAL 

The COOP Plan considers the talents, energy, knowledge, and enthusiasm that staff invests in 
their work. In an ongoing effort to continue mission-essential functions in an emergency event, 
departments and agencies are responsible for developing, implementing, and updating their 
individual COOP Plans to respond to threats to their employees. These plans interact with and 
impact human capital management. Town of Warrenton leaders should be familiar with 
resources and flexibilities to assist managers and employees in emergencies. 

The Town is prepared to implement its COOP Plan or Emergency Operations Plan (EOP) 
during a town-wide, departmental or agency-specific event. 

Dismissals or closures used in emergencies that prevent most employees from reporting to 
work may require: 

1. Designation of emergency employees or special categories of employees (e.g., COOP 
Team, emergency responders, mission critical, etc.); 

2. Adjustments in work schedules; 
3. Use of special compensation tools and flexibilities; 
4. Temporary staffing arrangements such as working from home. 

 
All departments and agencies shall maintain specific protocols for designating and activating 
special needs employees and shall develop, review and update emergency plans as needed. 
 
DESIGNATION OF EMERGENCY EMPLOYEES AND OTHER SPECIAL CATEGORIES OF 
EMPLOYEES 
 
The Town Manager has the authority and responsibility to identify and designate those 
personnel whom he/she judges to be critical to Town operations in any given emergency. 
 
Town departments and agencies have identified key personnel who may be utilized based on 
the Town government's unique mission requirements and based on emergency circumstances. 
Such designations may vary according to the particular nature of an emergency. Such 
designations are part of the Town of Warrenton's EOP and COOP plans and have been 
communicated in advance to those so designated so that they are prepared to support and 
sustain Town operations in an emergency. 
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APPENDIX I: HUMAN CAPITAL CONTINUED 

INCLEMENT WEATHER LEAVE 
 
Following its procedures as outlined in the Town Personnel Policy for Inclement Weather Leave 
in situations that prevent significant numbers of employees from reporting for work on time or 
requiring departments to suspend all or part of their activities. 

The policy's intent is for the Town to remain open during severe weather conditions that 
generally are the result of snow or ice. All offices shall remain open, and all services shall be 
operational and available to the public. Town offices may be declared closed by the Town 
Manager during periods of severe weather or when the health and safety of employees are at 
risk. Town employees will be notified if the Town Manager or their designee closes the Town 
offices during the workday. 

All non-public safety and non-essential employees are not required to work while Town offices 
are closed. A specific closure announcement shall be distributed to local radio and television 
networks as outlined in the Inclement Weather Leave Policy. Closure announcement will also be 
promulgated through electronic communication, social media, and the Town's website. 

STATUS OF EMERGENCY (ESSENTIAL) EMPLOYEES 
 
All sworn public safety (uniformed police officers), Public Works, and Public Utilities employees, 
unless designated to the contrary, must work regular work schedules when Town offices are 
closed. Additional compensation for all hours worked during closure shall be granted according 
to Town Personnel Policies. The Town Manager's closure declaration shall affect all shifts 
working that date from the specified time of the declaration until the Town Manager declares the 
Town open. 

Other employees may be designated as essential by appointing authorities when needed, 
particularly in Information Technology, Finance, and Human Capital, depending upon work 
requirements during periods when Town offices are closed. 

STATUS OF NON-EMERGENCY EMPLOYEES AND NON-SPECIAL CATEGORIES OF 
EMPLOYEES 

In the event of severe hazardous conditions, disruption of public services, or other emergencies 
of short duration, employees may be instructed not to report for work. 

Suppose an employee is prevented from working because he or she has been instructed by his 
or her department head or other authorized officials not to report to work. In that case, the 
employee will usually be excused from work without loss of pay or charge to leave.   Town 
managers may also wish to consider the use of alternative worksites when appropriate and 
feasible. 
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APPENDIX I: HUMAN CAPITAL CONTINUED 
 
In crises, emergency employees and special categories of employees may be activated by the 
Town Manager or designee to perform assigned duties. 

In the event of a prolonged shutdown caused by severe or hazardous conditions, disruption of 
public services, or other emergencies, Town personnel may be requested to work from home for 
those who have access. 

There are no fixed solutions that will automatically apply to the Town in every emergency. 
However, Town department heads and managers will work closely with Human Capital to 
determine the best course of action for employees. 

ALTERNATE EMPLOYEE ASSIGNMENTS 
 
In the event of a prolonged shutdown caused by severe or hazardous conditions, disruption of 
public services, or other emergency situations, Town employees may be required to work in 
Town agencies/functions different from their current job but where their skills are needed to 
ensure the continued functioning of essential Town services. 

PAY FLEXIBILITIES 
 
Department heads have the authority and responsibility to establish work schedules for its 
employees within general legal and regulatory guidelines. The work schedule for most 
employees is determined in advance, but temporary periods of extended work hours in 
emergency situations are usually quite different from the employee's regularly scheduled 
workweek and may require pay flexibilities. 

EMPLOYEE ROLES AND RESPONSIBILITIES 
 
While department heads are responsible for determining employee status, employees also have 
an essential role in ensuring workplace safety. Employees should: 

• Become familiar with Town policies, procedures, and the means of notifications to inform and 
instruct employees; 

• Ask questions about Town procedures and talk to managers about any suggestions that could 
improve safety; 

• Volunteer to assist in evacuation procedures and other duties during an emergency; 
• Create a personal safety kit for emergencies and store it at the workplace. Appropriate items 

might include required medication, bottled water, long-sleeved shirt or jacket, and emergency 
contact numbers; 

• Follow the instructions of designated emergency personnel; and 
• Remain vigilant and report any suspicious circumstance to supervisors or designated 

department head. 


