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System Requirements and Firewall Permissions

Axon Interview is the world's leading digital video interview system. This guide provides
information on the server and client hardware requirements and the firewall ports that must
be open to use Axon Interview.

Server Hardware Requirements

The following table outlines the hardware and software requirements for the server portion
of an Axon Interview installation. This is the system that captures and uploads the interview

sessions.

Recording Server Lite
(Recommended)

Recording Server Pro
(Recommended)

Number of Cameras (Max)

8 Cameras

20 Cameras

Processor 1x Intel Xeon (4-Core) 1X Intel Xeon (8-core)
E-2124 @ 3.3 GHz SILVER 4208 @ 2.1 GHz
8M cache - 71W 11M cache - 85W

Memory 16 GB RAM 32 GB RAM ECC

Internal Drive

1TB Storage
(2x1TBin RAID 1)

47TB Storage
(2x4TBin RAID 1)

Network

Gigabit Ethernet

Gigabit Ethernet

Operating System

Microsoft Windows Server
2019 Essentials Edition

Microsoft Windows Server
2019 Standard Edition

Server Installation Notes

Microsoft .NET 3.5 and 4.7.2 Framework must be installed.

Certain firewall ports and rules are automatically set by the installer application during Axon

Interview installations. See the Firewall Ports section for more details.

Server Virtualization Notes

If running Axon Interview in a virtualized environment, ensure that itis run on a Type-1

Hypervisor, such as Microsoft Hyper-V, VMWare ESXI, and Citrix XenServer. The hypervisor
solution used must be capable of supporting a virtualized instance of Windows Server 2008
R2 or later. Ensure that the resources allocated to the Virtual Machine (VM) aligns with the
hardware requirements listed above, with at least 4 vCPUs allocated to the VM. Allocated
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storage should also align with physical resource requirements to ensure proper recording

buffer functionality.

When virtualizing the servers, it is essential to ensure that the Primary and Secondary
recording server are deployed on independent physical hardware. Additionally, the servers
hosting the Axon Interview VM should be installed within the building that the cameras are
located. A redundant secondary server may be hosted remotely, if network bandwidth and
stability allow. Please work with your Axon representative to determine if your environment

is suitable before pursuing this type of deployment.

The Axon Interview Recording Server requires a USB Key for licensing. As a result, the
selected hypervisor must support USB Passthrough, or USB-over-IP technology, such as
AnywhereUSB, must be available.

Client Hardware Requirements

The following table outlines the hardware and software requirements for Axon Interview
Client. The client is used to access and view interview sessions on the touch panel display or

central interview kiosk.

Minimum Recommended
Processor Intel Celeron J1900 Intel Core i3-3250
(2 GHz) (3.5 GHz)
Memory 4 GB RAM 8 GB RAM
Internal Drive’ 60 GB HDD 128 GB SSD

Network 10/100 Ethernet Gigabit Ethernet
Video Integrated Graphics Integrated Graphics
Monitor XGA (1024 x 768) WXGA (1280x800)
Operating System | \windows 10 loT Windows 10

' Relates to storage for Axon Interview Server and Operating System. It does not include recommended drive for evidence storage.
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Firewall Ports

The following ports are used by Axon Interview and related hardware and software. The
firewall rules are automatically set by the installer application during Axon Interview

installations.

Port Usage
80 e AXxis API

e Wowza service - Axon Interview Server
443 e Axis API

e Axon Evidence - Axon Interview Server

¢ Axon Evidence - Buffer Extractor Tool
445 ¢ Direct Hosted Server Message Block (SMB)
554 e Axis devices — Axon Interview Server

e Axon Interview Server - Axon Interview Client

e Axon Interview Server - Live Streaming application
1935 o Real Time Streaming Protocol (RSTP)

» Axon Interview Server - Axon Interview Client

e Axon Interview Server - Live Streaming application
8086 e Wowza service - Axon Interview Server

e Wowza Live Record
8087 o Wowza service — Axon Interview Server

o Wowza Streaming Engine
8090 e Axon Interview Client - Axon Interview Server
8091 e Axon Interview Client configuration

¢ Axon Interview Client - Axon Interview Server
8092 e Live Streaming application - Axon Interview Server
8093 o Buffer Extractor Tool - Axon Interview Server
8094 o Axon Interview Client - Axon Interview Server

¢ Redundant Server
8881 ¢ Axon Commander Beacon - Axon Interview Server
8896 ¢ Axon Interview Server - Transporter (V1) Protocol
8988 e AXis I/0 module

o AXis devices - Axon Interview Server
8989 e Motion Detector sensor

s Axis devices - Axon Interview Server
18896 e Axon Interview Server - Transporter (V2) Protocol

Axon Enterprise, Inc.

Page 6 of 6



31007 © 318J3U30 01 PAUINDIY S| YIOM JO WAHLARIS Y
310N oYUM 211OXT Ay 31ewis3
+ss PIPN[IU] 10N XE] S1EWNAST SUIIG-UON B S| SIUL ous
96'266°95S £66'555 $1B3J, § J3AQ |210L
65°86T'TTS 25L'sS G leag u1ang
65'86T'TTS 25L°sS ¥ 1834 Ul 3nQ
65°86T°TIS 25L°SS € 1835 W anqQ
65°86TTTS 762768 Z Jeaj ui ang *Suipuiq Aj1e23) 10U DB 33 UMOYS SIIBWINSS || "P31LI3das 3q 10U Ued 1B adeyoed
65861 TS ﬂmmm_ 1 1e3p w1 ang B SE paJ3JJ0 JIE SINAIIS PUB ‘SISUIN| “DIEMPIRY |{E TBYT UONDUINSSE 3Y1 J3PUN LINg S| ABWASI SIUL
[uondo pasueieg [ noooezs SIUNQISI(] [PUOIIOWOLY
000°0TS {uonejeisul) sannag oid 14 ¥ 00SZS {uoniejjeisul} SaJARS 0id
00/S JUEUIUIBW |BNUUR 3IRMYOS J3AIIS Butweas: Z z 0SES 20ULUIWEL [SAUUE JRMLJ0S SRS Sunueans
005'sS 95U} J13AMIAS BUILRANG UOXY 4 [4 0sLT1S 3BU20I] PAISS BUIWIRINS UOXY SINNARS
TSLYS p JSUIINT PaIun WOl 3UIPLA] % v ow /3asuan f 665 DSUIDN PIUWILUAN WD 3IUIPIAT B IeMY0S
00ES 3JuUeUlalUIRW |BNUUR 31BMYOS |3Ued Yanoy 1 T DOES IVUSUIIUIBLL [ENUUR IISMY0S jsued yanol
00515 a1emyos jaued ynoy T T 005°TS asemyos [aued yanoy
09L$ yPums Jod vod-g 1 T 09,5 yaums 30d 1od-g
os YduMms 30d wod-4Z (] 0 0g'TS Yaums 30d Uod-+7
9655 (wool Jad) Ayueliep) paPUaDT & 4 TS {woo Rd) Aiwenepy papuang
006°ES (sesawed g 01 dn - |{eWS) JBAIAS BUIpIOIDY Z 4 056'TS {sesowied g 01 dn - [|ewsS) JIARS SuipJoldYy
oS (281e)) 12MmaG Buipiolay 0 o SSPYS {oue) s1amiag uipoIay
00SS aInpon Aejay Ol T 1 005$ 3(npoy Aei3Y O
sees 13U1GR3 IIUB||IBAING SIXY T ) T STES 13uIqed US| IBAINS SHOY
0zts $a37 SuIp1039Y WNOW |2ued v H_ oss SQT1 Jwpiooay Wnow [Jued
0818 auoydoniy 301noq v ) G618 auoydoH 30N
0s As01) 1enuIp 0 0s (52910038 014 35N ISNW-3URS YINOL OU Ji) %SOIY |BNLIA
008'1S (jeuondo) yaued yanol x-50d T T 008'T$ {1evondo) |aued yanol X-S0d
0s LDA0D - BIIWRD WOOY MIIAIDIU] SIXY 0 0 5969 LIDACO - BIMURD WOOY MAAII]| SIXY
HBT'ES U3A0 - BISWEI WOOY MBIAIBIU| SIXY ¥ _j 961$ USAD - BIMUED UI00Y MBIAIILU] SDOY alempiey
unoury § 2.mea4 papnjoul Alguenp CLE 354 s9dIAIag/alemyjos/aiempaieH
W00y M3IAIBIU|
N &]3ued yanoJ] Juem I2woisn) ssoq
T SIS JO JAWNN
T wool 1ad sepwe)
sjaued yonej YA NOILO ¥ SW0O0J 40 JagWnN
XL - d 3111asuaydalg ORI
sannuenp uonReinsyuo)]

uondQ |dued YonoJ ‘wool/eiswed T ‘Wooy



