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Workplace Accident and Injury Reduction

1033.1 PURPOSE AND SCOPE
The purpose of this policy is to establish an ongoing and effective plan to reduce the incidence

of illness and injury for members of the St. Francis Police Department, in accordance with the
requirements of Minn. Stat. § 182.653.

This policy specifically applies to iliness and injury that results in lost time or that requires medical
treatment beyond first aid. Although this policy provides the essential guidelines for a plan that
reduces iliness and injury, it may be supplemented by procedures outside the Policy Manual.

This policy does not supersede, but supplements any related Citywide safety efforts.

1033.2 POLICY

The St. Francis Police Department is committed to providing a safe environment for its members
and visitors and to minimizing the incidence of work-related illness and injuries. St. Francis
Police Department promotes safe work practices to minimize the risk of occupational exposure
to Hepatitis B virus, Human Immunodeficiency Virus (HIV) and other bloodborne pathogens that
officers may encounter. The Department will establish and maintain a Workplace Accident and
Injury Reduction (AWAIR) program and will provide tools, training and safeguards designed to
reduce the potential for accidents, illness and injuries. It is the intent of the Department to comply
with all laws and regulations related o occupational safety.

1033.2.1 GENERAL
Officers will follow the EXPOSURE CONTROL PLAN that has been adopted by City of St. Francis.

Exposure Control Plan
1.  City wide policy
2. All officers receive copy

3.  Detailed procedure & policy

1033.3 A WORKPLACE ACCIDENT AND INJURY REDUCTION PROGRAM

The Administration Department Supervisor is responsible for developing an AWAIR program that
shall include:

(a) Workplace safety and health training programs.
b) Regularly scheduled safety meetings.

¢) Posted or distributed safety information.

(b)
(c)
(d) Asystem for members to anonymously inform management about workplace hazards.
(e)

e) Establishment of a safety and health committee that will (Minn, Stat. § 182.676; Minn.
R. 5208.0010 et seq.):

1. Meet regularly.
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I

Prepare a written record of safety and health committee meetings.
Review the results of periodic scheduled inspections.

Review investigations of accidents and exposures.

Make suggestions to command staff for the prevention of future incidents.
Review investigations of alleged hazardous conditions.

Submit recommendations to assist in the evaluation of member safety
suggestions.

Assess the effectiveness of efforts made by the Department to meet applicable
standards.

(f)  Establishing a process to ensure illnesses and injuries are reported as required
under Minnesota Occupational Safety and Health Administration (MNOSHA) (29 CFR
1904.39; Minn. Stat. § 182.674; Minn. R. 5205.0010).

(9) Descriptions of the following (Minn. Stat. § 182.653):

1.

4,
5.

How managers, supervisors and members are responsible for implementing the

program and how continued participation of management will be established,
measured and maintained

The methods used to identify, analyze and control new or existing hazards,
conditions and operations

How the plan will be communicated to all affected members so that they are
informed of work-related hazards and controls

How workplace accidents will be investigated and corrective action implemented
How safe work practices and rules will be enforced

The Administration Department Supervisor must conduct and document a review of the AWAIR
program at least annually and document how the program procedures are applied (Minn. Stat.

§ 182.653).

1033.3.1 SAFETY AND HEALTH COMMITTEE

The Administration Department Supervisor will facilitate the safety and health committee and
ensure applicable rules are addressed (Minn. R. 5208.0010 et seq.). The committee’s purpose is
to assist in the implementation of the AWAIR program and to bring workplace safety concerns or
complaints to the attention of the department administration. Members of the committee must be
selected by department members (Minn. Stat. § 182.676).

Duties of the committee should, at a minimum, include (Minn. R. 5208.0050):

(a) Reviewing and making recommendations related to AWAIR.

b

d

(b) Coordinating safety inspections.
(¢) Training members about AWAIR and safe working procedures.
(d) Identifying the hazards associated with a particular task or job.
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Providing input regarding new workplace safety rules.
Preparing AWAIR presentations for staff meetings.
Assisting in workplace accident investigations.

Reviewing and making recommendations for incidents involving work-related deaths,
injuries and illnesses.

1033.4 ADMINISTRATION DEPARTMENT SUPERVISOR RESPONSIBILITIES
The responsibilities of the Administration Department Supervisor include but are not limited to:

(a)
(b)

(e)

(f)

Managing and implementing a plan to reduce the incidence of member iliness and
injury.
Ensuring that a system of communication is in place that facilitates a continuous flow

of safety and health information between supervisors and members. This system shall
include:

1. New member orientation that includes a discussion of safety and health policies
and procedures.

2.  Regular member review of the AWAIR program.

Ensuring that all safety and health policies and procedures are clearly communicated
and understood by all members.

Taking reasonable steps to ensure that all members comply with safety rules in order
to maintain a safe work environment. This includes but is not limited to:

1. Informing members of the AWAIR guidelines.
2. Recognizing members who perform safe work practices.

3. Ensuring that the member evaluation process includes member safety
performance.

4, Ensuring department compliance to meet standards regarding the following:

(a) Bloodborne pathogen precautions (29 CFR 1910.1030; Minn. Stat. §
182.6555; Minn. R. 5206.0600)

(b) Personal Protective Equipment (PPE) (see the Personal Protective
Equipment Policy) (29 CFR 1910.134; Minn. R. 5205.0010)

(c) Appropriate barriers in law enforcement vehicles (Minn. R. 5205.0755)
(d) Emergency Action Plan (29 CFR 1910.38(a); Minn. R. 5205.0010)

(e) Walk-Working Surfaces (Minn. R. 5205.0010; 29 CFR 1910.21 et seq.)
(f)  Personal Fall Protection Systems (Minn. R. 5205.0010; 29 CFR 1910.140)

Making available a form to document inspections, unsafe conditions, or work practices,
and actions taken to correct unsafe conditions and work practices.

Making available a form to document individual incidents or accidents.
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(g) Making available a form to document the safety and health training of each member.
This form will include the member’s name or other identifier, training dates, type of
training, and training providers.

(h) Conducting and documenting a regular review of the illness and injury prevention plan.

1033.5 SUPERVISOR RESPONSIBILITIES
Supervisor responsibilities include, but are not limited to:

(a) Ensuring member compliance with AWAIR guidelineé and answering questions from
members about this policy.

(b) Training, counseling, instructing or making informal verbal admonishments any time
safety performance is deficient. Supervisors may also initiate discipline when it is
reasonable and appropriate under the Standards of Conduct Policy.

(c) Establishing and maintaining communication with members on health and safety
issues. This is essential for an injury-free, productive workplace.

(d) Completing required forms and reports relating to illness and injury prevention; such
forms and reports shall be submitted to the Administration Department Supervisor.

(e) Notifying the Administration Department Supervisor when:

1. New substances, processes, procedures or equipment that present potential
new hazards are introduced into the work environment.

New, previously unidentified hazards are recognized.
Occupational illnesses and injuries occur.

New and/or permanent or intermittent members are hired or reassigned to
processes, operations or tasks for which a hazard evaluation has not been
previously conducted.

5.  Workplace conditions warrant an inspection.

1033.6 HAZARDS

All members should report and/or take reasonable steps to correct unsafe or unhealthy work
conditions, practices or procedures in a timely manner. Members should make their reports to a
supervisor (as a general rule, their own supervisors).

Supervisors should make reasonable efforts to correct unsafe or unhealthy work conditions in a
timely manner, based on the severity of the hazard. These hazards should be corrected when
observed or discovered, when it is reasonable to do so. When a hazard exists that cannot be
immediately abated without endangering members or property, supervisors should protect or

remove all exposed members from the area or item, except those necessary to correct the existing
condition.

Members who are necessary to correct the hazardous condition shall be provided with the
necessary protection.
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All significant actions taken and dates they are completed shall be documented on the appropriate

form. This form should be forwarded to the Administration Department Supervisor via the chain
of command.

The Administration Department Supervisor will take appropriate action to ensure the AWAIR
program addresses potential hazards upon such notification.

1033.7 INSPECTIONS

Safety inspections are crucial to a safe work environment. These inspections identify and evaluate
workplace hazards and permit mitigation of those hazards. A hazard assessment checklist should
be used for documentation and to ensure a thorough assessment of the work environment.

The Administration Department Supervisor shall ensure that the appropriate documentation is
completed for each inspection.

1033.7.1 EQUIPMENT

Members are charged with daily vehicle inspections of their assigned vehicles and of their PPE
prior to working in the field. Members shall complete the appropriate form if an unsafe condition
cannot be immediately corrected. Members should forward this form to their supervisors.

1033.7.2 FREQUENCY OF INSPECTIONS
Safety inspections shall be conducted by the safety and health committee at a frequency decided
by the committee, but at least quarterly (Minn. R. 5208.0040).

1033.8 INVESTIGATIONS

Any member sustaining any work-related illness or injury, as well as any member who is involved
in any accident or hazardous substance exposure while on-duty shall report such event as soon
"as practicable to a supervisor. Members observing or learning of a potentially hazardous condition
are to promptly report the condition to their immediate supervisors.

A supervisor receiving such a report should personally investigate the incident or ensure that
an investigation is conducted. Investigative procedures for workplace accidents and hazardous
substance exposures should include;

(a) A visit to the accident scene as soon as possible.

(b)  An interview of the injured member and witnesses.

(¢) An examination of the workplace for factors associated with the accident/exposure.
(d) Determination of the cause of the accident/exposure.

(e) Corrective action to prevent the accident/exposure from reoccurring.

(f)  Documentation of the findings and corrective actions taken.

(g9) Involved parties should receive medical attention
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Additionally, the supervisor should proceed with the steps to report an on-duty injury, as required
under the Occupational Disease, Personal Injury and Death Reporting Policy, in conjunction with
this investigation to avoid duplication and ensure timely reporting.

1033.9 TRAINING
The Administration Department Supervisor should work with the Instructor to provide all members,

including supervisors, with training on general and job-specific workplace safety and health
practices. Training shall be provided:

(a)

To supervisors to familiarize them with the safety and health hazards to which
members under their immediate direction and control may be exposed.

To all members with respect to hazards specific to each member’s job assignment.

To all members given new job assignments for which training has not previously been
provided.

Whenever new substances, processes, procedures or equipment are introduced to
the workplace and represent a new hazard.

Whenever the Department is made aware of a new or previously unrecognized hazard.

Annually for training related to infectious agents and hazardous substances as
required by MNOSHA (Minn. Stat. § 182.653).

1033.9.1 TRAINING TOPICS
The Instructor shall ensure that training includes:

(@)

Reporting unsafe conditions, work practices and injuries, and informing a supervisor
when additional instruction is needed.

Use of appropriate clothing, including gloves and footwear.
Use of respiratory equipment.

Availability of toilet, hand-washing and drinking-water facilities.

(e) Provisions for medical services and first aid.

()  Handling of bloodborne pathogens and other biological hazards.

(g) Prevention of heat and cold stress.

(n) Identification and handling of hazardous materials, including chemical hazards to
which members could be exposed, and review of resources for identifying and
mitigating hazards (e.g., hazard labels, Safety Data Sheets (SDS)).

(i)  Mitigation of physical hazards, such as heat and cold stress, noise, and ionizing and
non-ionizing radiation.

() Identification and mitigation of ergonomic hazards, including working on ladders or in
a stooped posture for prolonged periods.

(k) Back exercises/stretches and proper lifting techniques.

()  Avoidance of slips and falls.
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(m) Good housekeeping and fire prevention.

(n) Other job-specific safety concerns.

1033.10 RECORDS

Records and training documentation relating to the AWAIR program will be maintained in
accordance with the established records retention schedule.

All safety and health committee recommendations and reports shall be kept for two years. The

reports shall be made available to the Minnesota Department of Labor and Industry upon request
(Minn. R. 5208.0050).
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703.1 PURPOSE AND SCOPE

The purpose of this policy is to establish a system of accountability to ensure department vehicles
are used appropriately. This policy provides guidelines for on- and off-duty use of department
vehicles and shall not be construed to create or imply any contractual obligation by the City of St.
Francis to provide assigned take-home vehicles.

703.2 POLICY

The St. Francis Police Department provides vehicles for department-related business and may
assign patrol and unmarked vehicles based on a determination of operational efficiency, economic
impact to the Department, requirements for tactical deployments and other considerations.

703.3 USE OF VEHICLES

703.3.1 SHIFT ASSIGNED VEHICLES

Officers shall add their assigned squad on their daily log. If the officer exchanges vehicles during
their shift, the new vehicle shall be documented on the daily log.

703.3.2 OTHER USE OF VEHICLES
Members utilizing a vehicle for any purpose other than their normally assigned duties or

normal vehicle assignment (e.g., transportation to training, community event) shall first notify the
supervisor,

This subsection does not apply to those who are assigned to transport vehicles for maintenance
or car wash purposes.

703.3.3 INSPECTIONS

Members shall be responsible for inspecting the interior and exterior of any assigned vehicle
before taking the vehicle into service and at the conclusion of their shifts. Any previously
unreported damage, mechanical problems, unauthorized contents or other problems with the
vehicle shall be promptly reported to a supervisor and documented as appropriate.

The interior of any vehicle that has been used to transport any person other than a member of
this department should be inspected prior to placing another person in the vehicle and again after

the person is removed. This is to ensure that unauthorized or personal items have not been left
in the vehicle.

When transporting any suspect, prisoner or arrestee, the transporting member shall search all
areas of the vehicle that are accessible by the person before and after that person is transported.

All department vehicles are subject to inspection and/or search at any time by a supervisor without
notice and without cause. No member assigned to or operating such vehicle shall be entitled to
any expectation of privacy with respect to the vehicle or its contents.
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703.3.4 SECURITY AND UNATTENDED VEHICLES

Unattended vehicles should be locked and secured at all times. No key should be left in the vehicle
except when itis necessary that the vehicle be left running (e.g., continued activation of emergency
lights, canine safety, equipment charging). Officers who exit a vehicle rapidly in an emergency

situation or to engage in a foot pursuit must carefully balance the need to exit the vehicle quickly
with the need to secure the vehicle.

Members shall ensure all weapons are secured while the vehicle is unattended.

Squads may be kept running while on an incident scene or while in the performance of duties or
when weather conditions pose safety concerns (icing of windows, overheating of equipment, etc).

Squads may be left running for a period of time to charge batteries after an extended shut down
period.

Squads shall not be left running simply to clean off the windows after a snowfall.
Squads shall not be left running while parked unoccupied at the St. Francis Police Department.
Squads left idling shall be locked.

703.3.5 MOBILE DATA TERMINAL
Members assigned to vehicles equipped with a Mobile Data Terminal (MDT) shall log onto
the MDT with the required information when going on-duty. If the vehicle is not equipped with a

working MDT, the member shall notify Central Communications. Use of the MDT is governed by
the Mobile Data Terminal Use Policy.

703.3.6 VEHICLE LOCATION SYSTEM

Patrol and other vehicles, at the discretion of the Chief of Police, may be equipped with a system
designed to track the vehicle's location. While the system may provide vehicle location and
other information, members are not relieved of their responsibility to use required communication
practices to repott their location and status.

Members shall not make any unauthorized modifications to the system. At the start of each shift,
members shall verify that the system is on and report any malfunctions to their supervisor. If the
member finds that the system is not functioning properly at any time during the shift, he/she should
exchange the vehicle for one with a working system, if available.

System data may be accessed by supervisors at any time. However, access to historical data by
personnel other than supervisors will require Department Supervisor approval.

All data captured by the system shall be retained in accordance with the established records
retention schedule.

703.3.7 AUTHORIZED PASSENGERS

Members operating department vehicles shall not permit persons other than City personnel or
persons required to be conveyed in the performance of duty, or as otherwise authorized, to ride
as passengers in the vehicle, except as stated in the Ride-Along Policy.
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703.3.8 ALCOHOL

Members who have consumed alcohol are prohibited from operating any department vehicle
unless it is required by the duty assignment (e.g., task force, undercover work). Regardless of
assignment, members may nof violate state law regarding vehicle operation while intoxicated.

703.3.9 PARKING

Except when responding to an emergency or when urgent department-related business requires
otherwise, members driving department vehicles should obey all parking regulations at all times.

Department vehicles should be parked in assigned stalls. Members shall not park privately owned
vehicles in stalls assigned to department vehicles or in other areas of the parking lot that are not

so designated unless authorized by a supervisor. Privately owned motorcycles shall be parked
in designated areas.

703.3.10 ACCESSORIES AND/OR MODIFICATIONS
There shall be no modifications, additions or removal of any equipment or accessories without
written permission from the Chief of Police.

703.4 INDIVIDUAL MEMBER ASSIGNMENT TO VEHICLES

Department vehicles may be assighed to individual members at the discretion of the Chief of
Police. Vehicles may be assigned for on-duty and/or take-home use. Assigned vehicles may be
changed at any time. Permission to take home a vehicle may be withdrawn at any time.

The assignment of vehicles may be suspended when the member is unable to perform his/her
regular assignment.

703.4.1 ON-DUTY USE
Vehicle assignments shall be based on the nature of the member's duties, job description and
essential functions, and employment or appointment status. Vehicles may be reassigned or

utilized by other department members at the discretion of the Chief of Police or the authorized
designee.

703.4.2 UNSCHEDULED TAKE-HOME USE

Circumstances may arise where department vehicles must be used by members to commute
to and from a work assignment. Members may take home department vehicles only with prior
approval of a supervisor and shall meet the following criteria:

(a) The member lives within a reasonable distance (generally not to exceed a 60-minute
drive time) of the St. Francis City limits.

(b) Off-street parking will be available at the member's residence.
(c) Vehicles will be locked when not attended.

(d) All firearms, weapons and control devices will be removed from the interior of the
vehicle and properly secured in the residence when the vehicle is not attended, unless
the vehicle is parked in a locked garage.
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703.4.3 ASSIGNED VEHICLES

Assignment of take-home vehicles shall be based on the location of the member's residence;
the nature of the member's duties, job description and essential functions; and the member's
employment or appointment status.

Department members shall sign a take-home vehicle agreement that outlines certain standards,
including, but not limited to, how the vehicle shall be used, where it shall be parked when the
member is not on-duty, vehicle maintenance responsibilities and member enforcement actions.

Criteria for use of take-home vehicles include the following:

(a)

Vehicles shall only be used for work-related purposes and shall not be used for

personal errands or transports, unless special circumstances exist and the Chief of
Police gives authorization.

(b) Vehicles may be used to transport the member to and from the member's residence
for work-related purposes.

(c) Vehicles will not be used when off-duty except:

1. Incircumstances when a member has been placed on call by the Chief of Police
or Department Supervisors and there is a high probability that the member will
be called back to duty.

2. When the member is performing a work-related function during what normally
would be an off-duty period, including vehicle maintenance or traveling to or from
a work-related activity or function.

3. When the member has received permission from the Chief of Police or
Department Supervisors.

4.  When the vehicle is being used by the Chief of Police, Department Supervisors
or members who are in on-call administrative positions.

5. Whenthe vehicle is being used by on-call investigators.

(d)  While operating the vehicle, authorized members will carry and have accessible their
duty firearms and be prepared to perform any function they would be expected to
perform while on-duty.

(e) The two-way communications radio, MDT and global positioning satellite device, if
equipped, must be on.

(f)  Unattended vehicles are to be locked and secured at all times.

1. No key should be left in the vehicle except when it is necessary that the vehicle
be left running (e.g., continued activation of emergency lights, canine safety,
equipment charging).

2. All weapons shall be secured while the vehicle is unattended.

3.  All department identification, portable radios and equipment should be secured.

(9) Vehicles are to be parked off-street at the member's residence unless prior
arrangements have been made with the Chief of Police or the authorized designee.
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If the vehicle is not secured inside a locked garage, all firearms and kinetic impact
weapons shall be removed and properly secured in the residence.

(h)  Vehicles are to be secured at the member's residence or the appropriate department
facility, at the discretion of the Department when a member will be away (e.g., on
vacation) for periods exceeding one week.

1. Ifthe vehicle remains at the residence of the member, the Department shall have
access to the vehicle.

2.  If the member is unable to provide access to the vehicle, it shall be parked at
the Department.

(i)  The member is responsible for the care and maintenance of the vehicle.

703.4.4 ENFORCEMENT ACTIONS

When driving a take-home vehicle to and from work outside of the jurisdiction of the St. Francis
Police Department or while off-duty, an officer shall not initiate enforcement actions except in
those circumstances where a potential threat to life or serious property damage exists.

Officers may render public assistance when it is deemed prudent (e.g., to a stranded motorist).

Officers driving take-home vehicles shall be armed, appropriately attired and carry
their department-issued identification. Officers should also ensure that department radio
communication capabilities are maintained to the extent feasible.

703.4.5 MAINTENANCE

Members are responsibie for the cleanliness (exterior and interior) and overall maintenance of
their assigned vehicles. Cleaning and maintenance supplies will be provided by the Department.
Failure to adhere to these requirements may result in discipline and loss of vehicle assignment.
The following should be performed as outlined below:;

(@) Members shall make daily inspections of their assigned vehicles for service/
maintenance requirements and damage.

(b) Itis the member's responsibility to ensure that his/her assigned vehicle is maintained
according to the established service and maintenance schedule.

(c) All scheduled vehicle maintenance and car washes shall be performed as necessary
at a facility approved by the Chief of Police.

(d) The Chief of Police or Department Supervisors shall be notified of problems with the
vehicle and approve any major repairs before they are performed.

(e) All weapons shall be removed from any vehicle left for maintenance.

(f)  Supervisors shall make, at a minimum, monthly inspections of vehicles assigned
to members under their command to ensure the vehicles are being maintained in
accordance with this policy.
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703.5 UNMARKED VEHICLES

Unmarked vehicles are assigned to various units and their use is restricted to the respective unit
and the assigned member, unless otherwise approved by a supervisor. Any member operating
an unmarked vehicle shall record vehicle usage on a daily log. Any use of unmarked vehicles by

those who are not assigned to the unit to which the vehicle is assigned shall also be recorded
with the supervisor.

703.6 DAMAGE, ABUSE AND MISUSE

When any department vehicle is involved in a traffic collision or otherwise incurs damage, the
involved member shall promptly notify a supervisor. Any collision report shall be filed with the
agency having jurisdiction (see the Traffic Collisions Policy).

Damage to any department vehicle that was not caused by a traffic collision shall be immediately
reported to a supervisor during the shift in which the damage was discovered. An administrative
investigation should be initiated to determine if there has been any vehicle abuse or misuse.

703.7 ATTIRE AND APPEARANCE

When operating any department vehicle while off-duty, members may dress in a manner
appropriate for their intended activity. Whenever in view of or in contact with the public, attire and
appearance, regardless of the activity, should be suitable to reflect positively upon the Department.
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1025.1 PURPOSE AND SCOPE

The uniform policy of the St. Francis Police Department is established to ensure that uniformed
officers, special assignment personnel and non- licensed employees will be readily identifiable to
the public through the proper use and wearing of department uniforms. Employees should also
refer to the following associated policies:

. Firearms
. Department Owned and Personal Property
. Body Armor

. Personal Appearance Standards

The St. Francis Police Department will provide uniforms for all employees who are required to
wear them in the manner, quantity and frequency agreed upon in the respective employee group's
collective bargaining agreement, The uniforms for officers of this department shall be a consistent
color pursuant to Minn. Stat. § 626.88 Subd. 2.

1025.1.1 UNIFORMS AND EQUIPMENT

(a) Jacket - Officers will wear jackets of a uniform type, approved by the Chief of Police,
with badge.

(b) Trousers - Trousers shall be made to department specifications as to material and cut

(two side pockets and two hip pockets). Trouser to be uncuffed and have belt loops
with a zipper fly.

(c) Shirts (Winter) - Winter shirts shall be of the design and material specified by the Chief
of Police, long sleeves with shoulder epaulets, badge tab, two breast pockets with
flaps. Approved neckwear may be worn with long sieeve shirts.

(d) Shirts (Summer) - Summer shirts shall be of the design and material specified by the
Chief of Police, with short sleeves, shoulder epaulets, badge tabs, two breast pockets.

(e) External vests - Officers may choose to wear the department approved external vest
and carrier.

(f)  Raincoat - Raincoat shall be of a size, color and style as approved by the Chief of
Police.

(g) Department Shoulder Patch - The department shoulder patch shall be worn on both
shoulders of the uniform shirt and jacket.

(h) Flag - Flag patch or flag pin should be worn over the right breast pocket.

(i) Belt-21/2 inch, buckle or velcro, black basket weave leather. No shoulder strap or
shoulder strap rings.

(j) Holster - Officers will be provided a department approved holster for their service
weapon.
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(k) Service Weapon - An approved handgun carried by an officer whenever that officer
is on duty. (Refer to policy 305)

()  Handcuffs - All officers shall provide themselves with handcuffs. These handcuffs may
be Peerless, Smith & Wesson, or any brand approved by the Chief of Police.

(m) Handcuff Carrier - Shall be black in color and basket weave. Made to fit standard
Peerless, Smith & Wesson, or other approved brand.

(n) Shoes/Boots - Shall be black in color, polishable.

1025.2 WEARING AND CONDITION OF UNIFORM AND EQUIPMENT
Police employees wear the uniform to be identified as the law enforcement authority in society.

The uniform also serves an equally important purpose, which is to identify the wearer as a source
of assistance in an emergency, crisis or other time of need.

(a) Uniform and equipment shall be maintained in a serviceable condition and shall
be ready at all times for immediate use. Uniforms shall be neat, clean and appear
professionally pressed.

(b) Al peace officers of this department shall possess and maintain at all times, a
serviceable uniform and the necessary equipment to perform uniformed field duty.

(c) Personnel shall wear only the uniform specified for their rank and assignment.

(d) Al supervisors will perform periodic inspections of their personnel to ensure
conformance to these regulations.

(e) Civilian attire shall not be worn in combination with any distinguishable part of the
uniform.

(/)  Uniforms are only to be worn while on-duty, while in transit to or from work, for court
or at other official Department functions or events.

(g) fthe uniform is worn while in transit while driving a personal vehicle an outer garment

shall be worn over the uniform shirt so as not to bring attention to the employee while
off-duty.

(h) Employees are not to purchase or drink alcoholic beverages while wearing any part
of the Department uniform, including the uniform pants.

(i)  Mirrored sunglasses will not be worn with any Department uniform

1025.2.1 DEPARTMENT ISSUED IDENTIFICATION

The Department issues each employee an official Department identification card bearing the
employee’s name, identifying information and photo likeness. All employees shall be in possession
of their Department-issued identification card at all times while on-duty or when carrying a
concealed weapon.

(a) Whenever on-duty or acting in an official capacity representing the Department,
employees shall display their Department issued identification in a courteous manner
to any person upon request and as soon as practicable.
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(b)  Officers working specialized assignments may be excused from the possession and
display requirements when directed by their Department Supervisor.

1025.2.2 REQUIRED EQUIPMENT IN UNIFORM
While on duty in uniform, officers shall carry or have immediately available the following
equipment:

(a) Badge, nametag and collar brass. Optional embroidered name on uniform shirts and
external carrier. Nametag should be worn on "Class A" uniform shirt.

(b) Baton - 21 to 26 inch extendable baton.

(c) Service weapon and ammunition.

(d) Handcuffs

(e) Notebook

()  Identification Card

(9) Flashlight

(h)  Container of liquid chemical irritant spray

(i)  All other forms or papers as may be required by the department
() Pen

(k)  Portable police radio

1025.2.3 REQUIRED EQUIPMENT IN CIVILIAN CLOTHES, ON DUTY
On duty officers wearing civilian clothes will carry the following equipment:

(a) Badge

(b) Weapon and ammunition

(c) Handcuffs

(d) Identification card

(e) Notebook

(f)  Forms and papers required by the department
(9) Pen

1025.2.4 CARRYING EQUIPMENT OFF DUTY
Officers of the department when off duty and in public, may have in their inmediate possession

- their badge, service weapon or weapon as approved by the Chief of Police, and the issued
departmental identification.

Officers, when off-duty, may carry an approved firearm, when they will not be consuming
intoxicating beverages. When wearing civilian clothes, officers shall conceal the firearm from
public view. When officers are off duty within or outside the jurisdiction of the department, they
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need not carry a firearm. Officers, whenever carrying a firearm, shall possess and have readily
accessible their badge and police identification card.

1025.2.5 FIREARM QUALIFICATION
Officers shall be certified as competent in the use of all firearms that they are authorized to carry.
Such cettification shall occur under the direction of an approved firearms instructor, at an approved

shooting facility and be submitted in writing to the Chief of Police prior to the officer carrying the
firearm.

1025.3 UNIFORM CLASSES
Uniform of the day shall be set according to weather.

1025.3.1 CLASS A UNIFORM

The Class A uniform is to be worn on special occasions such as funerals, graduations, promotions,
ceremonies or as directed. The Class A uniform is required for all licensed personnel. The Class
A uniform includes the standard issue uniform with:

(a) Long sleeve shirt with tie.
(b) Polished shoes.

The campaign hat may be worn for events held outdoors. Boots with pointed toes are not permitted.

1025.3.2 CLASS B UNIFORM
All officers will possess and maintain a serviceable Class B uniform at all times.

The Class B uniform will consist of the same garments and equipment as the Class A uniform
with the following exceptions:

a) The long or short sleeve shirt may be worn with the collar open. No tie is required.

(a)
(b) A white, navy blue or black crew neck t-shirt must be worn with the uniform.
(c)
(d

)
(e) Approved all black unpolished shoes may be worn.
(

All shirt buttons must remain buttoned except for the last button at the neck.

Polished shoes.

f)  Boots with pointed toes are not permitted.

1025.3.3 CLASS C UNIFORM

The Class C uniform may be established to allow field personnel cooler clothing during the summer
months or for special duty assignments. The Chief of Police will establish the regulations and
conditions for wearing the Class C Uniform and the specifications for the Class C Uniform.

1025.3.4 SPECIALIZED UNIT UNIFORMS
The Chief of Police may authorize special uniforms to be worn by officers in specialized units such
as Canine Team, SWAT, Bicycle Patrol, Motor Officers and other specialized assignments.
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1025.3.5 FOUL WEATHER GEAR
The Uniform and Equipment Specifications lists the authorized uniform jacket and rain gear.

1025.4 INSIGNIA AND PATCHES

(@)

(h)

Shoulder patches - The authorized shoulder patch supplied by the Department shall
be machine stitched to the sleeves of all uniform shirts and jackets, three-quarters of

an inch below the shoulder seam of the shirt, and be bisected by the crease in the
sleeve.

Service stripes and stars - Service stripes and other indicators for length of service
may be worn on long sleeved shirts and jackets. They are to be machine stitched onto
the uniform. The bottom of the service stripe shall be sewn the width of one and one-
half inches above the cuff seam with the rear of the service stripes sewn on the dress
of the sleeve. The stripes are to be worn on the left sleeve only.

The regulation nhameplate, or an authorized sewn-on cloth nameplate, shall be worn
at all times while in uniform. The nameplate shall display the employee's first and
last name. If an employee's first and last names are too long to fit on the nameplate,
then the initial of the first name will accompany the last name. If the employee desires
other than the legal first name, the employee must receive approval from the Chief of
Police. The nameplate shall be worn and placed above the right pocket located in the
middle, bisected by the pressed shirt seam, with equal distance from both sides of the
nameplate to the outer edge of the pocket.

When a jacket is worn, the nameplate or an authorized sewn on cloth nameplate shall
be affixed to the jacket in the same manner as the uniform.

Assignment Insignias - Assignment insignias, (e.g., SWAT, FTO or similar) may be
worn as designated by the Chief of Police.

Flag pin or patch - A flag pin may be worn, centered above the nameplate. An American
flag patch of a size not to exceed 3 inches by 5 inches may be worn on the sleeve

or above the right front pocket using appropriate flag display etiquette (Minn. Stat. §
15.60).

Badge - The Department-issued badge, or an authorized sewn-on cloth replica, must
be worn and be visible at all times while in uniform. Licensed non-uniform personnel
will wear or carry their badge in a manner that it is in reasonable proximity o their
firearm and able to be displayed whenever appropriate.

Rank insignia - The designated insignia indicating the employee's rank must be worn
at all times while in uniform. The Chief of Police may authorize exceptions.

1025.4.1 MOURNING BADGE
Uniformed employees may wear a black mourning band across the uniform badge whenever a law
enforcement officer is killed in the line of duty. The following mourning periods will be observed:

(a)

An officer of this department - From the time of death until midnight on the 14th day
after the death.
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(e)

An officer from this state - From the time of death until midnight on the day of the
funeral.

Funeral attendee - While attending the funeral of a fallen officer.

National Peace Officers Memorial Day (May 15) - From midnight through the following
midnight.

As directed by the Chief of Police or designee.

1025.5 CIVILIAN ATTIRE
There are assignments within the Department that do not require the wearing of a uniform because

recognition and authority are not essential to their function. There are also assignments in which
wearing civilian attire is necessary.

(a) All employees shall wear clothing that fits properly, is clean and free of stains and not
damaged or excessively worn.

(b)  All male administrative, investigative and support personnel who elect to wear civilian
clothing to work shall wear button style shirts with a collar, slacks or suits that are
moderate in style.

(c) Al female administrative, investigative and support personnel who elect to wear
civilian clothes to work shall wear dresses, slacks, shirts, blouses or suits that are
moderate in style.

(d) The following items shall not be worn on-duty:

1. T-shirt alone.

2. Open-toed sandals or thongs.

3. Swimsuit, tube tops or halter tops.

4.  Spandex type pants or see-through clothing.

5.  Distasteful printed slogans, buttons or pins.

6.  Denim pants of any color.

7. Shorts.

8.  Sweat shirts, sweat pants or similar exercise clothing.

(e) Variations from this order are allowed at the discretion of the Chief of Police or
designee when the employee's assignment or current task is not conducive to wearing
such clothing.

(f)  Noitem of civilian attire may be worn on-duty that would adversely affect the reputation
of the St. Francis Police Department or the morale of the employees.

(g) Licensed employees carrying firearms while wearing civilian attire should wear
clothing that effectively conceals the firearm when outside a controlled law
enforcement facility or work area.
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1025.6 POLITICAL ACTIVITIES, ENDORSEMENTS, ADVERTISEMENTS OR OTHER
APPEARANCES IN UNIFORM

Unless specifically authorized by the Chief of Police, St. Francis Police Department employees
may not wear any part of the uniform, be photographed wearing any part of the uniform, utilize
a badge, patch or other official insignia of the Department, or cause to be posted, published or

displayed, the image of another employee, or identify him/herself as an employee of the St. Francis
Police Department to do any of the following:

(a) Endorse, support, oppose or contradict any political campaign or initiative.
(b) Endorse, support, oppose or contradict any social issue, cause or religion.

(¢) Endorse, support or oppose, any product, service, company or other commercial
entity.

(d) Appear in any commercial, social or nonprofit publication, or any motion picture, film,
video, public broadcast, photo, any website or any other visual depiction.

1025.7 PURCHASES AND UNAUTHORIZED UNIFORMS, EQUIPMENT AND
ACCESSORIES

All purchases of uniforms and equipment must be approved by the Chief of Police prior to the
purchase being made.

St. Francis Police Department employees may not wear any uniform item, accessory or
attachment unless specifically authorized in the Uniform and Equipment Specifications or by the
Chief of Police or designee.

St. Francis Police Department employees may not use or carry any tool or other piece of equipment
unless specifically authorized in the Uniform and Equipment Specifications or by the Chief of
Police or designee.
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1011.1 PURPOSE AND SCOPE
This policy establishes guidelines for the use of seat belts and child restraints. This policy will
apply to all members operating or riding in department vehicles (Minn. Stat. § 169.686).

1011.1.1 DEFINITIONS
Definitions related to this policy include:

Child restraint system - An infant or child passenger restraint system that meets Federal Motor

Vehicle Safety Standards (FMVSS) and Regulations set forth in 49 CFR 571.213 (Minn. Stat. §
169.685).

1011.2 POLICY
It is the policy of the St. Francis Police Department that members use safety and child restraint
systems to reduce the possibility of death or injury in @ motor vehicle collision.

1011.3 WEARING OF SAFETY RESTRAINTS

All members shall wear properly adjusted safety restraints when operating or riding in a seat
equipped with restraints, in any vehicle owned, leased or rented by this department while on- or
off-duty, or in any privately owned vehicle while on-duty. The member driving such a vehicle shall
ensure that all other occupants, including those who are not members of the Department, are
properly restrained (Minn. Stat. § 169.686).

Exceptions to the requirement to wear safety restraints may be made only in exceptional situations
where, due to unusual circumstances, wearing a seat belt would endanger the department
member or the public. Members must be prepared to justify any deviation from this requirement.

1011.4 TRANSPORTING CHILDREN
All children younger than 8 years of age and shorter than 4 feet 9 inches tall shall be restrained
in a child passenger safety seat system (Minn. Stat. § 169.685, Subd. 5(b)).

Rear seat passengers in a cage-equipped vehicle may have reduced clearance, which requires
careful seating and positioning of seat belts. Due to this reduced clearance, and if permitted by
law, children and any child restraint system may be secured in the front seat of such vehicles
provided this positioning meets federal safety standards and the vehicle and child restraint system
manufacturer's design and use recommendations. In the event that a child is transported in the
front seat of a vehicle, the seat should be pushed back as far as possible and the passenger-
side airbag should be deactivated. If this is not possible, members should arrange alternate
transportation when feasible.
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1011.5 TRANSPORTING SUSPECTS, PRISONERS OR ARRESTEES

Suspects, prisoners and arrestees should be in a seated position and secured in the rear seat of
any department vehicle with a prisoner restraint system or, when a prisoner restraint system is
not available, by seat belts provided by the vehicle manufacturer. The prisoner restraint system
is not intended to be a substitute for handcuffs or other appendage restraints.

Prisoners in leg restraints shall be transported in accordance with the Handcuffing and Restraints
Policy.

1011.6 INOPERABLE SEAT BELTS
Department vehicles shall not be operated when the seat belt in the driver's position is inoperable.
Persons shall not be transported in a seat in which the seat belt is inoperable.

Department vehicle seat belts shall not be modified, removed, deactivated or altered in any

way, except by the vehicle maintenance and repair staff, who shall do so only with the express
authorization of the Chief of Police.

Members who discover an inoperable restraint system shall report the defect to the appropriate
supervisor. Prompt action will be taken to replace or repair the system.

1011.7 VEHICLES MANUFACTURED WITHOUT SEAT BELTS
Vehicles manufactured and certified for use without seat belts or other restraint systems are
subject to the manufacturer's operator requirements for safe use.

1011.8 VEHICLE AIRBAGS

In all vehicles equipped with airbag restraint systems, the system will not be tampered with or
deactivated, except when transporting children as written elsewhere in this policy. All equipment
installed in vehicles equipped with airbags will be installed as per the vehicle manufacturer
specifications to avoid the danger of interfering with the effective deployment of the airbag device.
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804.1 PURPOSE AND SCOPE

This policy provides guidance on the maintenance and release of department records. Protected
information is separately covered in the Protected Information Policy.

804.1.1 DEFINITIONS
Definitions related to this policy include:

Confidential Data on Individuals - Data classified as confidential by state or federal law and that
identifies individuals and cannot be disclosed to the public or even to the individual who is the
subject of the data (Minn. Stat. § 13.02, Subd. 3).

Corrections and Detention Data - Data on individuals created, collected, used or maintained
because of their lawful confinement or detainment in state reformatories, prisons and correctional

facilities, municipal or county jails, lockups, work houses, work farms and all other correctional
and detention facilities (Minn. Stat. § 13.85, Subd. 1).

Data on Individuals - All government data in which any individual is or can be identified as the
subject of that data, unless the appearance of the name or other identifying data can be clearly
demonstrated to be only incidental to the data and the data are not accessed by the name or other
identifying data of any individual (Minn. Stat. § 13.02, Subd. 5).

Government Data - Data collected, created, received, maintained or disseminated by

this department regardless of its physical form, storage media or conditions of use (Minn. Stat.
§ 13.02, Subd. 7).

Private Data - Data classified as private by state or federal law and that identifies individuals that
are only available to the individual who is the subject of the data or with the individual's consent
(Minn. Stat. § 13.02, Subd. 12).

804.2 POLICY

The St. Francis Police Department is committed to providing public access to records and data
in a manner that is consistent with the Minnesota Government Data Practices Act (MGDPA) and
Official Records Act (Minn. Stat. § 13.03; Minn. Stat. § 15.17).

804.3 CUSTODIAN OF RECORDS RESPONSIBILITIES
The Chief of Police shall designate a Custodian of Records. The responsibilities of the Custodian
of Records include, but are not limited to: '

(@) Managing the records management system for the Department, including the
retention, archiving, release, and destruction of department data (Minn. Stat. § 15.17;
Minn. Stat. § 138.17, Subd. 7).

(b) Maintaining and updating the department records retention schedule, including:

1. Identifying the minimum length of time the Department must keep data.
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2.  ldentifying the department unit responsible for the original data.

Establishing rules regarding the inspection and copying of department data as
reasonably necessary for the protection of such data.

Identifying data or portions of data that are confidential under state or federal law and
not open for inspection or copying.

Establishing rules regarding the processing of subpoenas for the production of data.
Ensuring a current schedule of fees for public data as allowed by law is available.

Ensuring the posting or availability to the public a document that contains the
basic rights of a person who requests government data, the responsibilities of the
Department, and any associated fees (Minn. Stat. § 13.025).

Ensuring data created by the Department is inventoried and subject to inspection and

release pursuant to lawful requests consistent with the MGDPA requirements (Minn.
Stat. § 13.03, Subd. 1).

Ensuring that the current version of each department policy identified in Minn. R.
6700.1615 is posted on the department's website or otherwise posted in the public

area of the Department in accordance with Minn. R. 6700.1615 (Minn. R. 6700.1615,
Subd. 2).

804.4 PROCESSING REQUESTS FOR PUBLIC RECORDS
Any department member who receives a request for data shall route the request to the Custodian
of Records or the authorized designee.

804.4.1 REQUESTS FOR RECORDS
The processing of requests for data is subject to the following:

(@)

A person shall be permitted to inspect and copy public government data upon request
at reasonable times and places and shall be informed of the data's meaning if
requested (Minn. Stat. § 13.03, Subd. 3).

1. The Department may not charge or require the requesting person to pay a fee
to inspect data. Inspection includes, but is not limited to, the visual inspection of
paper and similar types of government data. Inspection does not include printing
copies, unless printing a copy is the only method to provide for inspection of the
data (Minn. Stat. § 13.03, Subd. 3(b)).

2.  For data stored and made available in electronic form via remote access, public
inspection includes allowing remote access by the public to the data and the
ability to print copies or download the data. A fee may be charged for remote
access to data where either the data or the access is enhanced at the request
of the person seeking access (Minn. Stat. § 13.03, Subd. 3(b)).

Government data maintained by this department using a computer storage medium
shall be provided in that medium in electronic form, if a copy can be reasonably made.
The Department is not required to provide the data in an electronic format or program
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()

that is different from the format or program in which the data is maintained (Minn. Stat.
§ 13.03, Subd. 3 (e)).

The Department is not required to create records that do not exist.

The Custodian of Records or designee processing the request shall determine if the
requested data is available and, if so, whether the data is restricted from release or
denied. The Custodian of Records or designee shall inform the requesting person of
the determination either orally at the time of the request or in writing as soon after
that time as reasonably possible. The Custodian of Records or designee shall cite
the specific statutory section, temporary classification or specific provision of state
or federal law on which the determination is based. Upon the request of any person

denied access to data, the denial shall be certified in writing (Minn. Stat. § 13.03,
Subd. 3 (f)).

When a record contains data with release restrictions and data that is not subject to

release restrictions, the restricted data shall be redacted and the unrestricted data
released.

1. A copy of the redacted release should be maintained in the case file for proof
of what was actually released and as a place to document the reasons for
the redactions. If the record is audio or video, a copy of the redacted audio/
video release should be maintained in the depariment-approved media storage
system and a notation should be made in the case file to document the release
and the reasons for the redacted portions.

804.5 RELEASE RESTRICTIONS
Examples of release restrictions include:

(@)

Personal identifying information, including an individual's photograph; Social Security
and driver identification numbers; name, address, and telephone number; and medical
or disability information that is contained in any driver’s license record, motor vehicle
record, or any department record, including traffic collision reports, is restricted except
as authorized by the Department, and only when such use or disclosure is permitted

or required by law to carry out a legitimate law enforcement purpose (18 USC § 2721;
18 USC § 2722).

(b) Private data on the following individuals (Minn. Stat. § 13.82, Subd. 17);

1. Anundercover law enforcement officer.

2. Avictim or alleged victim of criminal sexual conduct, or sex frafficking, or of a
violation of Minn. Stat. § 617.246, Subd. 2.

3. Apaid or unpaid informant if the Department reasonably believes revealing the
identity would threaten the personal safety of the informant.

4. A victim of or witness to a crime if the victim or witness specifically requests
not to be identified publicly, unless the Department reasonably determines that
revealing the identity of the victim or witness would not threaten the personal
safety or property of the individual.
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(e)
(f)

5.  Aperson who placed a call to a 9-1-1 system or the identity of the person whose
phone was used to place a call to the 9-1-1 system when revealing the identity
may threaten the personal safety or property of any person or the purpose of
the call was to receive help in a mental health emergency. A voice recording of
a call placed to the 9-1-1 system is deemed to reveal the identity of the caller.

6.  Ajuvenile witness when the subject matter of the investigation justifies protecting
the identity of the witness.

7. A mandated reporter.

Audio recordings of calls placed to the 9-1-1 system requesting law enforcement, fire,
or medical agency response, except that a written transcript of the call is public unless
it reveals the identity of protected individuals (Minn. Stat. § 13.82, Subd. 4).

Criminal investigative data involving active cases and inactive investigative data (Minn.

Stat. § 13.82, Subd. 7):

1. If the release of the data would jeopardize another ongoing investigation or
would reveal the identity of protected individuals or is otherwise restricted.

2. Images and recordings, including photographs, video, and audio records that are
clearly offensive to common sensibilities. However, the existence of any such
image or recording shall be disclosed.

3.  As otherwise restricted by law.

Juvenile records and data (Minn. Stat. § 260B.171).

State  criminal history data held in the Bureau of Criminal
Apprehension (BCA) database, including but not limited to fingerprints, photographs,
identification data, arrest data, prosecution data, criminal court data, and custody and
supervision data (Minn. Stat. § 13.87).

Traffic collision reports and related supplemental information (Minn. Stat. § 169.09,
Subd. 13).

(h) Corrections.and detention data (Minn. Stat. § 13.85).
(i)  Personnel data except, unless otherwise restricted (Minn. Stat. § 13.43, Subd. 2):
1. Name, employee identification number, and some aspects of compensation.
2. Job title, bargaining unit, job description, education and training background,
and previous work experience.
Date of first and last employment.
Existence and status of any complaints or charges against the employee,
regardless of whether the complaint or charge resulted in a disciplinary action.
5.  Final disposition of any disciplinary action together with the specific reasons for
the action, and data documenting the basis of the action, excluding data that
would identify confidential sources who are employees of this department.
6. Terms of any agreement settling any dispute arising out of an employment
relationship.
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7.  Work location, work telephone number, badge number, and honors and awards
received,

8.  Time sheets or other comparable data only used to account for an employee's

work time for payroli purposes, excluding the use of sick or other medical leave
or other nonpublic data.

9.  Allother personnel data regarding employees of this department are private data
and may only be released as authorized by that classification.

() Any data that was created under the direction or authority of the City Attorney
exclusively in anticipation of potential litigation involving this department shall be
classified as protected nonpublic or confidential data while such action is pending
(Minn. Stat. § 13.39).

(k)  All data collected by an Automated License Plate Reader (ALPR) on individuals or
nonpublic data absent an exception (Minn. Stat. § 13.82; Minn. Stat. § 13.824).

() Response orincident data, so long as the Custodian of Records determines that public
access would likely endanger the physical safety of an individual or cause a perpetrator
to flee, evade detection, or destroy evidence (Minn. Stat. § 13.82, Subd. 14).

(m) Any data on individuals receiving peer counseling or critical incident stress

management services (Minn. Stat. § 13.02, Subd. 12; Minn. Stat. § 181.9731; Minn.
Stat. § 181.9732).

Any other record not addressed in this policy shall not be subject to release where such record is
classified as other than public data. Al public data shall be released as required by the MGDPA
(Minn. Stat. § 13.03, Subd. 1).

804.6 SUBPOENAS AND DISCOVERY REQUESTS

Any member who receives a subpoena duces tecum or discovery request for data should promptly
contact a supervisor and the Custodian of Records for review and processing. While a subpoena
duces tecum may ultimately be subject to compliance, it is not an order from the court that will
automatically require the release of the requested data.

Generally, discovery requests and subpoenas from criminal defendants and their authorized

representatives (including attorneys) should be referred to the Prosecuting Attorney, City Attorney
or the courts.

All questions regarding compliance with any subpoena duces tecum or discovery request should

be promptly referred to legal counsel for the Department so that a timely response can be
prepared.

804.7 RELEASED RECORDS TO BE MARKED
Each page of any written record released pursuant to this policy should be marked to indicate the
department name and to whom the record was released.
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Each audio/video recording released shall include the department name and to whom the record
was released.

804.8 EXPUNGEMENT

A petition for expungement and expungement orders received by the Department shall be
reviewed for appropriate action by the Custodian of Records.

804.8.1 PETITION FOR EXPUNGEMENT
When responding to a petition for expungement, the Custodian of Records shall inform the court

and the individual seeking expungement that the response contains private or confidential data
(Minn. Stat. § 609A.03, Subd. 3).

804.8.2 ORDERS OF EXPUNGEMENT

The Custodian of Records shall expunge such records as ordered by the court. Records may
include, but are not limited to, a record of arrest, investigation, detention or conviction. Once a
record is expunged, members shall respond to any inquiry as though the record did not exist.

Upon request by the individual whose records are to be expunged, the Custodian of Records must
send a letter at an address provided by the individual confirming the receipt of the expungement
order and that the record has been expunged (Minn. Stat. § 609A.03, Subd. 8).

Expunged records may be opened only by court order (Minn. Stat. § 609A.03, Subd. 7).

Expunged records of conviction may be opened for purposes of evaluating a prospective employee
of the Department without a court order.

The Custodian of Records shall inform any law enforcement, prosecution or corrections authority,
upon request, of the existence of a sealed record and of the right to obtain access to it.

804.9 MAINTENANCE OF CLOSED RECORDS

Records such as offense reports, arrest reports, juvenile records or other sensitive records shall
be secured in such a manner as to reasonably protect them from unauthorized disclosure. Closed
records shall be kept separate from public records and shall remain confidential,
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805.1 PURPOSE AND SCOPE

The purpose of this policy is to provide guidelines for the access, transmission, release and
security of protected information by members of the St. Francis Police Department. This policy
addresses the protected information that is used in the day-to-day operation of the Department and
not the government data information covered in the Records Maintenance and Release Policy.

805.1.1 DEFINITIONS
Definitions related to this policy include:

Protected information - Any information or data that is collected, stored or accessed by members
of the St. Francis Police Department and is subject to any access or release restrictions imposed
by law, regulation, order or use agreement. This includes all information contained in federal, state
or local law enforcement databases that is not accessible to the public.

805.2 POLICY
Members of the St. Francis Police Department will adhere to all applicable laws, orders,

regulations, use agreements and training related to the access, use, dissemination and release
of protected information.

805.3 RESPONSIBILITIES

The Chief of Police shall select a member of the Department to coordinate the use of protected
information (Minn. Stat. § 13.05, Subd. 13).

The responsibilities of this position include, but are not limited to:

(a) Ensuring member compliance with this policy and with requirements applicable to
protected information, including requirements for the National Crime Information
Center (NCIC) system, the National Law Enforcement Telecommunications System
(NLETS), Minnesota Division of Driver and Vehicle Services (DVS) records, Minnesota
Bureau of Criminal Apprehension (BCA) and the Minnesota Comprehensive Incident-
Based Reporting System (CIBRS).

(b) Developing, disseminating and maintaining procedures that adopt or comply with the
U.S. Department of Justice’'s current Criminal Justice Information Services (CJIS)
Security Policy.

(c) Developing, disseminating and maintaining any other procedures necessary to comply
with any other requirements for the access, use, dissemination, release and security
of protected information.

(d) Developing procedures to ensure training and certification requirements are met.

(e) Resolving specific questions that arise regarding authorized recipients of protected
information.
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(f)  Ensuring security practices and procedures are in place to comply with requirements
applicable to protected information.

(9) Ensuring a comprehensive security assessment of any personal information
maintained by the St. Francis Police Department is conducted at least annually (Minn.
Stat. § 13.055, Subd. 6).

(h)  Ensuring CIBRS is notified within 10 days that an investigation in CIBRS has become
inactive (Minn. Stat. § 299C.40).

805.4 ACCESS TO PROTECTED INFORMATION

Protected information shall not be accessed in violation of any law, order, regulation, user
agreement, St. Francis Police Department policy or training (Minn. Stat. § 13.09). Only those
members who have completed applicable training and met any applicable requirements, such
as a background check, may access protected information, and only when the member has a
legitimate work-related reason for such access (Minn. Stat. § 13.05; Minn. Stat. § 299C.40).

Unauthorized access, including access for other than a legitimate work-related purpose, is
prohibited and may subject a member to administrative action pursuant to the Personnel
Complaints Policy and/or criminal prosecution.

805.5 RELEASE OR DISSEMINATION OF PROTECTED INFORMATION

Protected information may be released only to authorized recipients who have both a right to know
and a need to know.

A member who is asked to release protected information that should not be released should refer

the requesting person to a supervisor or to the Administrative Assistant for information regarding
a formal request.

Unless otherwise ordered or when an investigation would be jeopardized, protected information
maintained by the Department may generally be shared with authorized persons from other law
enforcement agencies who are assisting in the investigation or conducting a related investigation.
Any such information should be released through the Records to ensure proper documentation of
the release (see the Records Maintenance and Release Policy).

Protected information, such as Criminal Justice Information (CJl), which includes Criminal History
Record Information (CHRI), should generally not be transmitted by radio, cellular telephone or any
other type of wireless transmission to members in the field or in vehicles through any computer or
electronic device, except in cases where there is an immediate need for the information to further
an investigation or where circumstances reasonably indicate that the immediate safety of officers,
other department members or the public is at risk.

Nothing in this policy is intended to prohibit broadcasting warrant information.
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805.5.1 REVIEW OF CHRI

Members of this department shall refer individuals seeking access to CHRI to the Minnesota BCA
(Minn. Stat. § 13.87, Subd. 1(b)).

805.5.2 REVIEW OF CIBRS DATA

An individual who is the subject of private data held by CIBRS may request access to the data
by making a request to the Administrative Assistant. If the request is to release the data to a third
party, the individual who is the subject of private data must appear in person at the Department
to give informed consent to the access or release.

Private data provided to the individual must also include the name of the law enforcement agency
that submitted the data to CIBRS and the name, telephone number and address of the agency
responsible for the data.

A person who is the subject of private data may challenge the data. The Administrative Assistant
shall review the challenge and determine whether the data should be completed, corrected or
destroyed. The corrected data must be submitted to CIBRS and any future dissemination must
be of the corrected data.

The Administrative Assistant must notify BCA as soon as reasonably practicable whenever data

held by CIBRS is challenged. The notification must identify the data that was challenged and the
subject of the data.

805.6 SECURITY OF PROTECTED INFORMATION
The Chief of Police will select a member of the Department to oversee the security of protected
information.

The responsibilities of this position include, but are not limited to:
(a) Developing and maintaining security practices, procedures and training.

(b) Ensuring federal and state compliance with the CJIS Security Policy and the
requirements of any state or local criminal history records systems.

(c) Establishing procedures to provide for the preparation, prevention, detection, analysis
and containment of security incidents including computer attacks.

(d) Tracking, documenting and reporting all breach of security incidents to the Chief of
Police and appropriate authorities.

805.6.1 MEMBER RESPONSIBILITIES

Members accessing or receiving protected information shall ensure the information is not
accessed or received by persons who are not authorized to access or receive it. This includes
leaving protected information, such as documents or computer databases, accessible to others
when it is reasonably foreseeable that unauthorized access may occur (e.g., on an unattended
table or desk; in or on an unattended vehicle; in an unlocked desk drawer or file cabinet: on an
unattended computer terminal).
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805.7 SECURITY BREACHES
In the event of an actual or potential breach of the security or other unauthorized acquisition of
private or confidential information, the Chief of Police or designee shall ensure an investigation into
the breach is made. Upon completion of the investigation and final disposition of any disciplinary
action, a report containing the facts and resuit of the investigation shall be prepared. If the breach
was conducted by an employee, contractor or agent of St. Francis, the report must include a
description of the type of data that was breached, the number of individuals whose information
was breached, the disposition of any related disciplinary action, and the identity of the employee
determined to be responsible for the breach (Minn. Stat. § 13.055)

Written notice shall be given to any individual whose private or confidential data was, or is
reasonably believed to have been, acquired by an unauthorized person as soon as reasonably
practicable. The notice shall include the following (Minn. Stat. § 13.055):

(a) Notification that an investigation will be conducted.
(b) Notification that a report containing the facts and results will be prepared,
(c) Information on how the person may obtain access to the report, including that he/she

may request delivery of the report by mail or email.

The notice may be delayed only so long as necessary to determine the scope of the breach
and restore the reasonable security of the data or so long as it will impede an active criminal
investigation. Notice shall be made by first class mail, electronic notice or substitute notice as
provided in Minn. Stat. § 13.055, Subd. 4. If notification is required to be made to more than 1,000
individuals, notice to all consumer reporting agencies of the timing distribution and content of the
notices must also be made (Minn. Stat. § 13.055, Subd. 5).

805.8 TRAINING
All members authorized to access or release protected information shall complete a training
program that complies with any protected information system requirements and identifies

authorized access and use of protected information, as well as its proper handling and
dissemination.
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