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***** This is an email from an EXTERNAL source. DO NOT click links or open attachments without positive sender verification of purpose. Never
enter USERNAME, PASSWORD or sensitive information on linked pages from this email. ***** 


Dear HSGD Stakeholders,


You are receiving this email because you are currently conditionally approved to receive grant funding under the 2019 State Homeland Security Program (SHSP) and/or Urban Area Security Initiative
(UASI) grant program. The 2019 Homeland Security Grant Program (HSGP) Notice of Funding Opportunity (NOFO) included a new requirement for recipients and subrecipients under the 2019 HSGP.
This communication serves as formal notification of the new requirement and outlines what each subrecipient must do in order to receive 2019 SHSP or UASI funds. 


Requirement
Per the 2019 HSGP notice of funding, recipients and subrecipients of FY 2019 grant awards will be required to complete the 2019 Nationwide Cybersecurity Review (NCSR), enabling agencies to
benchmark and measure progress of improving their cybersecurity posture. The Chief Information Officer (CIO), Chief Information Security Officer (CISO), or equivalent for each recipient and
subrecipient should complete the NCSR. If there is no CIO or CISO, the most senior cybersecurity professional should complete the assessment. The NCSR is available at no cost to the user and
takes approximately 2-3 hours to complete. The 2019 NCSR will be open from October - December 2019. Although this is only a requirement for recipients and subrecipients of FY 2019 SHSP and
UASI funds, all State, Local, Tribal, Territorial (SLTT) agencies with preparedness responsibilities are highly encouraged to participate and complete the 2019 NCSR to evaluate their cybersecurity
posture.


Per Information Bulletin 439, the Homeland Security Grants Division (HSGD) is required to report completion of the NCSR on the Biannual Strategy Implementation Report (BSIR). HSGD will not have
access to any information entered into the NCSR. Additionally, HSGD will not have the ability independently to determine which sub-recipients have completed the NCSR. In order to have the data we
need for the BSIR, HSGD will require all sub-recipients to upload a copy of the NCSR completion verification to their grant record in eGrants. Any sub-recipients that do not complete the 2019 NCSR
during the window will not be eligible funding under the 2019 HSGP. This will include any future awards that may be made through the reallocation of uncommitted 2019 funds.


Background information on the NCSR
The Nationwide Cybersecurity Review is a no-cost, anonymous, annual self-assessment designed to measure gaps and capabilities of state, local, tribal and territorial governments' cybersecurity
programs. It is based on the National Institute of Standards and Technology Cybersecurity Framework (NIST CSF), is sponsored by the Department of Homeland Security (DHS) & the Multi-State
Information Sharing and Analysis Center (MS-ISAC).


The NCSR evaluates cybersecurity maturity across the nation while providing actionable feedback and metrics directly to individual respondents in State, Local, Tribal & Territorial (SLTT)
governments.


Using the results of the NCSR, DHS delivers a bi-yearly anonymous summary report to Congress providing a broad picture of the cybersecurity maturity across the SLTT communities.


The window to complete the NCSR is expected to be 10/1/2019 through 12/31/2019. However, it is highly recommended that you initiate the review as early as possible in order to ensure you can
complete the review prior to the deadline set by MS-ISAC. HSGD asks that all partners complete the NCSR no later than November 30, 2019, so that compliance of all subrecipients can be confirmed
prior to the NCSR deadline.


Registration and Access
To register for the NCSR, go to https://www.cisecurity.org/ms-isac/services/ncsr/ and scroll down. You will find the registration form on the right side of the screen. Once an organization has registered,
the user will receive their credentials from noreply@archer.rsa.com.


To access the NCSR portal, please visit the following link: https://grc.archer.rsa.com. The user will then enter their credentials and use the provided Instance Number: 20244.


Please refer to the NCSR General User Guide for step-by-step instructions for logging in and completing the assessment.  Information about Additional Resources and Upcoming NCSR Webinars is
provided below.


Reporting Completion
When the 2019 NCSR is completed and submitted, the individual NCSR system user will have the following report information displayed on the NCSR portal's home dashboard:


To demonstrate the grantee has complied with the 2019 NCSR requirement, the individual NCSR system user will have the ability to export the above information to a PDF.


After the PDF is downloaded and saved by the NCSR user, each agency slated to receive 2019 SHSP and/or UASI funds must upload the 2019 NCSR Completion Certification to the Office of the
Governor's grant management system, eGrants. The PDF may be uploaded to each applicable 2019 SHSP and/or UASI grant record via the global document upload feature within eGrants, or
alternatively, it may be uploaded to each grant record on the "Upload.Files" tab within the grant record. The Completion Certification should be uploaded to eGrants by 11/30/19 so HSGD can confirm
compliance of subrecipients prior to the NCSR deadline.


If you need assistance with uploading the PDF (completion certification) to eGrants, please contact your HSGD grant manager.


For additional questions about or assistance with the NCSR, email: NCSR@cisecurity.org.


Additional Resources
Attachments:


?         2019 NCSR Questions (Excel) - This attachment contains a list of the questions MS-ISAC has provided to HSGD along with the multiple choice responses for the review. This may be helpful in
preparing for the review.
?         Exporting the NCSR Completion Certification (PDF) - This document provides instructions on how to export the NCSR Completion Certification from the NCSR into a PDF.
NCSR Contact Info and Training:
?         If you need technical assistance with the NCSR, please contact MS-ISAC at NCSR@cisecurity.org or 518-880-0736.
?         MS-ISAC will conduct a webinar on September 20, 2019 that will provide an overview of what the NCSR is and how to best utilize it. In addition, attendees will learn how to register and navigate
the portal that houses the NCSR self-assessment. The links below will take you to the registration page for upcoming webinars.
?         The NCSR website has additional resources posted in a section to the left of the NCSR registration form.
Upcoming NCSR Webinars:


When: Friday, September 13, 2019 @ 1:00pm Central / 2:00 pm Eastern:
Webinar: Best Practice: Policy Framework Templates
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Archer Search Report


			2019 NCSR Questions


			(NCSR)Demo 1: Cybersecurity Governance			 How would you categorize your cybersecurity governance structure?


			(NCSR)Demo 2: Cybersecurity Governance			 How would you categorize your cybersecurity implementation and operations?


			(NCSR)Demo 3: Cybersecurity Governance			 Who are you answering the NCSR on behalf of?


			(NCSR)Demo 4: Executive Reporting			Do your top-level decision-makers receive periodic (at least annual) reports on the status of information risks, controls, and/or security from the departments, divisions, and/or agencies within your organization?


			(NCSR)Demo 5: Cyber Security Executive Mandates			Has your organization adopted or established a set of cybersecurity executive mandates, laws, statutes, approved legislation, policies, or standards to help guide the implementation of information security controls across your organization?


			(NCSR)Demo 6: Security Framework			Which control frameworks and/or security methodologies are your organization's information security controls based on? Select all that apply.


			(NCSR)Demo 7: FTE Size			How many full-time equivalent (FTEs) employees/contractors are there in your organization?


			(NCSR)Demo 8: IT FTE			How many full-time equivalent employees are there in your IT?


			(NCSR)Demo 9: Security FTE			How many full-time equivalent employees have security related duties?


			(NCSR)Demo 10: IT Outsourcing			What part of your IT operation is outsourced?


			(NCSR)Demo 11: Security Outsourcing			What part of your security operation is outsourced?


			ID.AM-1			Physical devices and systems within the organization are inventoried.


			ID.AM-2			Software platforms and applications within the organization are inventoried


			ID.AM-3			Organizational communication and data flows are mapped


			ID.AM-4			External information systems are catalogued


			ID.AM-5			  Resources (e.g., hardware, devices, data, time, and software) are prioritized based on their classification, criticality, and business value 


			ID.AM-6			 Cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders (e.g., suppliers, customers, partners) are established


			ID.BE-1			The organization’s role in the supply chain is identified and communicated


			ID.BE-2			The organization’s place in critical infrastructure and its industry sector is identified and communicated


			ID.BE-3			Priorities for organizational mission, objectives, and activities are established and communicated


			ID.BE-4			Dependencies and critical functions for delivery of critical services are established


			ID.BE-5			 Resilience requirements to support delivery of critical services are established for all operating states (e.g. under duress/attack, during recovery, normal operations)


			ID.GV-1			 Organizational cybersecurity policy is established and communicated


			ID.GV-2			 Cybersecurity roles and responsibilities are coordinated and aligned with internal roles and external partners


			ID.GV-3			Legal and regulatory requirements regarding cybersecurity, including privacy and civil liberties obligations, are understood and managed


			ID.GV-4			Governance and risk management processes address cybersecurity risks


			ID.RA-1			Asset vulnerabilities are identified and documented


			ID.RA-2			 Cyber threat intelligence and vulnerability information is received from information sharing forums and sources


			ID.RA-3			Threats, both internal and external, are identified and documented


			ID.RA-4			Potential business impacts and likelihoods are identified


			ID.RA-5			Threats, vulnerabilities, likelihoods, and impacts are used to determine risk


			ID.RA-6			Risk responses are identified and prioritized


			ID.RM-1			Risk management processes are established, managed, and agreed to by organizational stakeholders


			ID.RM-2			Organizational risk tolerance is determined and clearly expressed


			ID.RM-3			The organization’s determination of risk tolerance is informed by its role in critical infrastructure and sector specific risk analysis


			ID.SC-1			 Cyber supply chain risk management processes are identified, established, assessed, managed, and agreed to by organizational stakeholders


			ID.SC-2			 Suppliers and third party partners of information systems, components, and services are identified, prioritized, and assessed using a cyber supply chain risk assessment process


			ID.SC-3			 Contracts with suppliers and third-party partners are used to implement appropriate measures designed to meet the objectives of an organization’s cybersecurity program and Cyber Supply Chain Risk Management Plan.


			ID.SC-4			 Suppliers and third-party partners are routinely assessed using audits, test results, or other forms of evaluations to confirm they are meeting their contractual obligations.


			ID.SC-5			 Response and recovery planning and testing are conducted with suppliers and third-party providers


			PR.AC-1			 Identities and credentials are issued, managed, verified, revoked, and audited for authorized devices, users, and processes


			PR.AC-2			Physical access to assets is managed and protected


			PR.AC-3			Remote access is managed


			PR.AC-4			 Access permissions and authorizations are managed, incorporating the principles of least privilege and separation of duties


			PR.AC-5			 Network integrity is protected (e.g., network segregation, network segmentation)


			PR.AC-6			 Identities are proofed and bound to credentials and asserted in interactions


			PR.AC-7			 Users, devices, and other assets are authenticated (e.g., single-factor, multifactor) commensurate with the risk of the transaction (e.g., individuals’ security and privacy risks and other organizational risks)


			PR.AT-1			All users are informed and trained 


			PR.AT-2			Privileged users understand roles & responsibilities


			PR.AT-3			Third-party stakeholders (e.g., suppliers, customers, partners) understand roles & responsibilities 


			PR.AT-4			Senior executives understand roles & responsibilities 


			PR.AT-5			 Physical and cybersecurity personnel understand their roles and responsibilities


			PR.DS-1			Data-at-rest is protected


			PR.DS-2			Data-in-transit is protected


			PR.DS-3			Assets are formally managed throughout removal, transfers, and disposition


			PR.DS-4			Adequate capacity to ensure availability is maintained


			PR.DS-5			Protections against data leaks are implemented


			PR.DS-6			Integrity checking mechanisms are used to verify software, firmware, and information integrity


			PR.DS-7			The development and testing environment(s) are separate from the production environment


			PR.DS-8			 Integrity checking mechanisms are used to verify hardware integrity


			PR.IP-1			 A baseline configuration of information technology/industrial control systems is created and maintained incorporating security principles (e.g. concept of least functionality)


			PR.IP-2			A System Development Life Cycle to manage systems is implemented


			PR.IP-3			Configuration change control processes are in place


			PR.IP-4			 Backups of information are conducted, maintained, and tested


			PR.IP-5			Policy and regulations regarding the physical operating environment for organizational assets are met


			PR.IP-6			Data is destroyed according to policy


			PR.IP-7			 Protection processes are improved


			PR.IP-8			 Effectiveness of protection technologies is shared


			PR.IP-9			Response plans (Incident Response and Business Continuity) and recovery plans (Incident Recovery and Disaster Recovery) are in place and managed


			PR.IP-10			Response and recovery plans are tested


			PR.IP-11			Cybersecurity is included in human resources practices (e.g., deprovisioning, personnel screening)


			PR.IP-12			A vulnerability management plan is developed and implemented


			PR.MA-1			 Maintenance and repair of organizational assets are performed and logged, with approved and controlled tools


			PR.MA-2			Remote maintenance of organizational assets is approved, logged, and performed in a manner that prevents unauthorized access


			PR.PT-1			Audit/log records are determined, documented, implemented, and reviewed in accordance with policy


			PR.PT-2			Removable media is protected and its use restricted according to policy


			PR.PT-3			 The principle of least functionality is incorporated by configuring systems to provide only essential capabilities


			PR.PT-4			Communications and control networks are protected


			PR.PT-5			 Mechanisms (e.g., failsafe, load balancing, hot swap) are implemented to achieve resilience requirements in normal and adverse situations


			DE.AE-1			A baseline of network operations and expected data flows for users and systems is established and managed


			DE.AE-2			Detected events are analyzed to understand attack targets and methods


			DE.AE-3			 Event data are collected and correlated from multiple sources and sensors


			DE.AE-4			Impact of events is determined


			DE.AE-5			Incident alert thresholds are established


			DE.CM-1			The network is monitored to detect potential cybersecurity events


			DE.CM-2			The physical environment is monitored to detect potential cybersecurity events


			DE.CM-3			Personnel activity is monitored to detect potential cybersecurity events


			DE.CM-4			Malicious code is detected


			DE.CM-5			Unauthorized mobile code is detected


			DE.CM-6			External service provider activity is monitored to detect potential cybersecurity events


			DE.CM-7			Monitoring for unauthorized personnel, connections, devices, and software is performed


			DE.CM-8			Vulnerability scans are performed


			DE.DP-1			 Roles and responsibilities for detection are well defined to ensure accountability


			DE.DP-2			 Detection activities comply with all applicable requirements


			DE.DP-3			 Detection processes are tested


			DE.DP-4			 Event detection information is communicated


			DE.DP-5			 Detection processes are continuously improved


			RS.RP-1			Response plan is executed during or after an event


			RS.CO-1			Personnel know their roles and order of operations when a response is needed


			RS.CO-2			 Incidents are reported consistent with established criteria


			RS.CO-3			Information is shared consistent with response plans


			RS.CO-4			Coordination with stakeholders occurs consistent with response plans


			RS.CO-5			Voluntary information sharing occurs with external stakeholders to achieve broader cybersecurity situational awareness 


			RS.AN-1			 Notifications from detection systems are investigated 


			RS.AN-2			The impact of the incident is understood


			RS.AN-3			Forensics are performed


			RS.AN-4			Incidents are categorized consistent with response plans


			RS.AN-5			 Processes are established to receive, analyze and respond to vulnerabilities disclosed to the organization from internal and external sources (e.g. internal testing, security bulletins, or security researchers)


			RS.MI-1			Incidents are contained


			RS.MI-2			Incidents are mitigated


			RS.MI-3			Newly identified vulnerabilities are mitigated or documented as accepted risks


			RS.IM-1			Response plans incorporate lessons learned


			RS.IM-2			Response strategies are updated


			RC.RP-1			 Recovery plan is executed during or after a cybersecurity incident


			RC.IM-1			Recovery plans incorporate lessons learned


			RC.IM-2			Recovery strategies are updated


			RC.CO-1			Public relations are managed


			RC.CO-2			 Reputation is repaired after an incident


			RC.CO-3			 Recovery activities are communicated to internal and external stakeholders as well as executive and management teams


			PC - 1			 Does your organization have a privacy officer?


			PC - 2			 Does your organization have clearly defined processes to report a breach of PII/PHI?


			(Automation) Question 1			 Security Information and Event Management (SIEM) tools are fully implemented, monitored, and managed.


			(Automation) Question 2			 Identity and Access Management (IAM) tools are fully implemented, monitored, and managed.


			(Automation) Question 3			 Two factor authentication has been fully implemented.


			(Automation) Question 4			 Mobile Device Management (MDM) tools are fully implemented for the administration of mobile devices.


			(Automation) Question 5			 Vulnerability assessment tools are fully implemented, monitored, and managed.


			(Automation) Question 6			 Intrusion Defense System (IDS) tools are fully implemented.


			(Automation) Question 7			 Intrusion Prevention System (IPS) tools are fully implemented.


			(Automation) Question 8			 End point protection tools are fully implemented to monitor and analyze network endpoints.


			(Automation) Question 9			 Automated tools are used to manage physical IT assets (i.e., inventory and tracking of all software or hardware within an IT environment).


			(Automation) Question 10			 Automated tools are used to manage and control removable media.


			(Automation) Question 11			 Automated tools are used to encrypt sensitive data in transit between networks.


			(Automation) Question 12			 Automated tools are used to create and maintain baseline configuration/change control information.


			(Automation) Question 13			 Automated tools are used to conduct and test system backups.


			(Automation) Question 14			 Penetration tests are performed to exploit identified vulnerabilities.


			(Automation) Question 15			 Antiviral tools are implemented, monitored, and managed.


			(Automation) Question 16			 Automated methods are used to integrate disparate security systems.


			(Post Survey) Question 4			 Are you completing the 2019 NCSR to meet the Homeland Security Grant Program (HGSP) requirement?








Answer Scale


						Unhighlighted questions response scale:																														Green highlighted questions responses:


																																				Yes


																																				No


																																				I Don’t Know
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The recommended minimum maturity level s set at ascore of 5 and higher

‘Optimized: Your organization has formally documented policie, standards, and procedures.
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Exporting the NCSR Completion Certification 



 



When the 2019 NCSR is completed and submitted, the individual user will have the following 



report information displayed on the NCSR portal’s home dashboard: 



 



 



The individual user will have the ability to export the above information to a PDF.  The PDF can 



be sent to the State Administrative Agency (SAA), to verify they have completed the 2019 



NCSR requirement. 



To export to a PDF, select the following ellipse icon in the upper right-hand corner of the report 



view: 



 



The following options will appear: 



 



 



 



Select the option of “Display Report”.  A new page will open, with the following options on the  



upper right-hand side of the page: 



 



Please note, if you select the option of “EMAIL”, the email that is sent can only be viewed 



by an individual who has access to the NCSR portal.  If the individual does not have 



access, they will not be able to view the confirmation report. 



 



 



 











Select the option of “Export”.  The following box will appear: 



 



 



 



Select the option for “Adobe PDF”.  The following box will appear: 



 



 



Select the text of “click here”.  That will generate the PDF with the report information.  The PDF 



can be sent to the State Administrative Agency (SAA), to verify 2019 NCSR completion. 



 



 












Registration Link: https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=ef1ef01f84ba9d23f4c1edff8fd06118d


When: Friday, September 20, 2019 @ 1:00pm Central / 2:00 pm Eastern:
Webinar:  2019 Nationwide Cybersecurity Review (NCSR)
Registration Link:  https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=eb82c9999484c45169658037a17e2dd3c


When: Friday, November 1, 2019 @ 12:00pm Central / 1:00 PM Eastern: 
ISAC Best Practice Webinar: Overview & Benefits of the Nationwide Cybersecurity Review
Registration Link: https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=e0c1e637db3ef7273ece0e6f616473a62


Below is an additional webinar you may find beneficial.
Webinar: Investing in Cybersecurity through Preparedness Grants
Webinar Link: https://www.youtube.com/watch?v=FwvAlNtriPw


 



https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=ef1ef01f84ba9d23f4c1edff8fd06118d

https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=eb82c9999484c45169658037a17e2dd3c

https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=e0c1e637db3ef7273ece0e6f616473a62

https://www.youtube.com/watch?v=FwvAlNtriPw



