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I. EXECUTIVE SUMMARY

The City of Pahokee is located on the shore of Lake Okeechobee in Palm Beach County, Florida,
encompasses approximately 5.4 square miles, and was incorporated in 1922. According to the
2020 U.S. Census, the City’s population is 5,524.

Pahokee is governed by a five-member elected City Commission. The Mayor is elected by the
citizens of Pahokee and serves as Chair of the Commission. Each Commission Member is a voting
member of the governing body.

The City Commission establishes policy and enacts the laws of the City, while the administration
of daily municipal operations is carried out by the City’s Charter Officers and staff. The City
Manager, City Clerk, and City Attorney are all Charter Officers who serve at the pleasure of the
City Commission and work collaboratively in support of the Commission and the effective
operation of the City government.

The City Manager is responsible for the day-to-day administration of the City, including
supervising and coordinating City departments, appointing and removing department directors,
preparing the annual budget for the Commission’s consideration, and providing reports and
recommendations to the Commission. All department heads report to the City Manager. The City
Clerk is responsible for maintaining official City records, coordinating public meetings and
agendas, and supporting legislative and administrative functions. The City Attorney serves as the
chief legal advisor to the City Commission, Charter Officers, and City departments. A top-level
City organizational chart is provided in Annex A: City of Pahokee Organizational Chart.

South Florida is subject to a variety of hazards that may disrupt normal governmental operations.
Continuity of Operations Planning (COOP) is a strategy through which City departments ensure
the continued performance of essential functions during a wide range of potential emergencies.
This is accomplished through the development of plans, comprehensive procedures, and
provisions for alternate facilities, personnel, resources, interoperable communications, and vital
records and databases.

This Continuity of Operations Plan (COOP) applies to all City departments and establishes the
process and methodology for maintaining Continuity of Government (COG) in the event that
normal operations are disrupted by any hazard or emergency..

FOR OFFICIAL USE ONLY
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Il.  INTRODUCTION

A Continuity of Operations Plan (COOP) is a comprehensive planning process designed to
ensure the continued performance of essential governmental functions during and after an
emergency, disaster, or other disruptive event. The COOP establishes the framework,
procedures, and organizational structure necessary to sustain critical operations when normal
facilities, systems, staffing, or communications are damaged, inaccessible, or otherwise
unavailable. This plan is developed in accordance with applicable federal and state continuity
planning guidance, including principles established by the Federal Emergency Management
Agency (FEMA), the U.S. Department of Homeland Security, and the Florida Division of
Emergency Management.

Past catastrophic events, including but not limited to hurricanes, floods, tornadoes, severe
weather incidents, technological failures, public health emergencies, cyber incidents, and acts of
terrorism all demonstrate the vulnerability of governmental operations to both natural and
human-caused hazards. Such events reinforce the importance of maintaining continuity
capabilities to ensure the uninterrupted delivery of essential public services and the preservation
of public health, safety, and welfare. FEMA defines an emergency as “any unplanned event that
can cause deaths or significant injuries to employees, customers, or the public; disrupt
operations; cause physical or environmental damage; or threaten an organization’s financial
stability or public confidence.”

While emergencies and disasters cannot always be prevented, proactive planning and
preparedness measures significantly reduce their operational impact. Continuity of Operations
Planning provides the City with a structured and coordinated approach to prepare for, respond
to, recover from, and restore critical governmental functions under all-hazards conditions. The
COOP identifies essential functions, orders of succession, delegations of authority, alternate
operating facilities, interoperable communications, vital records protection, and resource
requirements necessary to sustain operations during periods of disruption.

The City recognizes that continuity operations depend not only on facilities, equipment, and
systems, but also on the readiness and resilience of its personnel. During a COOP event,
employees must remain focused on sustaining mission-essential functions and critical public
services. That focus may be adversely affected if employees are concerned about the safety and
welfare of their families. Accordingly, City leadership encourages all personnel to develop and
maintain individual and family emergency preparedness plans, including emergency
communication procedures, evacuation planning, and disaster supply kits. Promoting employee
and family preparedness strengthens the City’s overall continuity capability and supports the
effective execution of COOP operations. Additional guidance regarding employee and family
preparedness is provided in Annex B: Employees and Their Families.

This COORP is intended to support the continuity of government and continuity of essential
services for the City, while safeguarding employees, elected officials, residents, and public
assets. The implementation of this plan will enable the City to maintain mission-essential
functions, ensure effective decision-making and coordination, and facilitate an orderly recovery
and restoration of normal operations following an emergency or disaster.
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City of Pahokee COOP May 2026

1.  PURPOSE

The purpose of this COOP and the COOP planning process is to impart an all-hazard planning
approach to provide structure, procedures, operational guidance, and coordination to City staff in
the event of an emergency.

Contained within this plan are procedures and guidance to managers and staff in the event that
one or more of the City’s facilities are rendered inoperable or unavailable for a period of time
exceeding 12 hours.

This plan also guarantees a practice of rigorous planning well in advance of a COOP event. Such
advanced planning will not only help to ensure the continuance of mission critical functions, but
will also help to prevent injury/death and minimize damage to and losses of City resources.

The overarching goal of this COOP is to provide comprehensive instructions to ensure that the
mission critical functions of the City are fully operational no later than 12 hours after activation
of the plan, with the remaining critical functions to follow.

Moreover, depending upon the nature of the emergency, the plan must enable sustained operations
for 30 days or longer at an alternate site(s).

IV. APPLICABILITY AND SCOPE

This Continuity of Operations Plan (COOP) covers all essential government functions for the City
of Pahokee, Florida. The basic plan covers the City as a whole. This COOP is intended to be
implemented for any hazard, threat, or other disruption of normal services faced by the City. It is
not specific to any single hazard or risk.

The City recognizes and acknowledges that the protection of its assets and business operations is
a major responsibility to its employees and to the City. Therefore, it is a policy of the City that a
viable COOP be established and maintained to ensure high levels of service quality and
availability. It is also a policy of the City to protect life, information, and property, in that order.
To this end, procedures have been developed to support the resumption of time-sensitive business
operations and functions in the event of their disruption at the facilities identified in this plan. The
City is committed to supporting service resumption and recovery efforts at alternate facilities, if
required. Likewise, the City and its management are responsible for developing and maintaining
a viable COOP that conforms to acceptable insurance, regulatory, and ethical practices and is
consistent with the provisions and direction of other City policies, plans, and procedures. The
provisions of this document apply to the City and its offices.

Support from other state agencies and local governments as described herein will be coordinated
with the City Manager as applicable.

This document applies to situations that require relocation of mission-essential functions of
the City as determined by the City Manager. The scope does not apply to temporary
disruptions of service during short-term building evacuations or other situations where
services are anticipated to be restored in the primary facility within a short period. The City
Manager will determine situations that require implementation of the COOP.
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AUTHORITIES AND REFERENCES

AUTHORITIES
Federal Authorities and Guidance

Federal Emergency Management Agency (FEMA) Continuity Guidance Circular (CGC) 1, Continuity
Guidance for Non-Federal Governments

FEMA Continuity Guidance Circular (CGC) 2, Continuity Guidance for Federal Executive Branch
Mission Essential Functions and Primary Mission Essential Functions

U.S. Department of Homeland Security National Incident Management System (NIMS)

Federal Emergency Management Agency National Response Framework (NRF)

Homeland Security Presidential Directive 5 (HSPD-5), Management of Domestic Incidents

Homeland Security Presidential Directive 20 (HSPD-20), National Continuity Policy

Federal Continuity Directive 1 (FCD-1), Federal Executive Branch National Continuity Program and
Requirements

State of Florida Authorities

Chapter 252, Florida Statutes, Emergency Management

Section 252.38, Florida Statutes, Emergency Management Powers of Political Subdivisions

Section 252.365, Florida Statutes, Emergency Coordination Officers; Disaster-Preparedness Plans
Chapter 119, Florida Statutes, Public Records, including exemptions related to security systems and
emergency response information

Chapter 282, Florida Statutes, Digital Government and State Technology, relating to communications
and information technology continuity

Florida Comprehensive Emergency Management Plan (CEMP)

Florida Division of Emergency Management Continuity Planning Guidance

Regional and Local Authorities

Palm Beach County Comprehensive Emergency Management Plan (CEMP)
Palm Beach County Emergency Operations Procedures and applicable mutual aid agreements

« City of Pahokee Charter and Code of Ordinances
o Applicable City resolutions, emergency declarations, and administrative policies related to emergency
management and continuity of government
References

The following references were utilized in the development of this COOP:

FEMA Continuity Excellence Series (Professional and Master Practitioner Programs)

FEMA Continuity Resource Toolkit

FEMA Comprehensive Preparedness Guide (CPG) 101, Developing and Maintaining Emergency
Operations Plans

FEMA Emergency Management Institute continuity planning training materials

National Fire Protection Association (NFPA) 1600, Standard on Continuity, Emergency, and Crisis
Management

Palm Beach County Division of Emergency Management planning guidance and procedures
Applicable interlocal agreements, mutual aid agreements, and departmental emergency procedures
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VI.

PLANNING CONSIDERATIONS AND ASSUMPTIONS

A number of planning considerations and assumptions form the basis for this COOP. Under this
COOP, the City must:

Be capable of implementing the COOP both with and without warning (see Concept of
Operations, page 10).

Be operational to provide mission critical functions within the first 12 hours after
activation.

Be capable of maintaining sustained operations for 30 days or more at an alternate
location.

Be compatible with the Florida and Palm Beach County statutes.

Include regularly scheduled testing, training, and exercising of personnel, equipment,
systems, processes, and procedures used to support the department during a COOP
event.

Locate alternate facilities in areas where the ability to initiate, maintain, and conclude
COORP is optimal.

Consider the distance of the alternate facility from the primary facility.
Provide for semi-annual assessment of currently identified alternate operating facilities.

Take advantage of existing City infrastructures and give consideration to other work
options, such as telecommuting, work-at-home, and shared facilities.

Refer to other current City or Palm Beach County plans for supporting information.

10
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VII.  CONCEPT OF OPERATIONS
This Continuity of Operations Plan (COOP) is designed to ensure the continued performance
of the City’s Mission Essential Functions (MEFs) during and following any emergency,
disaster, or incident that disrupts normal governmental operations. This plan applies to all
hazards and threats, whether natural, technological, or human-caused, that may impair the
City’s ability to provide essential public services. Department-specific continuity procedures
and operational responsibilities are identified in the applicable departmental annexes.

This COOP is intended to complement and operate in coordination with the City’s Emergency
Operations Plan (EOP), Palm Beach County emergency management procedures, and
applicable state and federal emergency management frameworks. A current copy of the City’s
Emergency Operations Plan, this COOP, and associated emergency contact information shall
be maintained as part of the City’s vital records program and included in designated emergency
management and continuity resources.

The City shall conduct continuity operations in accordance with the principles of the Federal
Emergency Management Agency (FEMA), the National Incident Management System
(NIMS), and applicable guidance issued by the Florida Division of Emergency Management
and Palm Beach County Division of Emergency Management. COOP activities shall be
conducted consistent with the continuity phases of readiness and preparedness, activation and
relocation, continuity operations, and reconstitution.

A key consideration of the City’s continuity strategy is the ability to activate COOP operations
during both work and non-work hours, with or without advance warning. Certain incidents,
such as hurricanes or severe weather events, may provide advance notice that permits an
orderly activation and deployment process. Other incidents, including fires, explosions, cyber
incidents, infrastructure failures, or acts of violence, may occur without warning and require
immediate implementation of continuity procedures.

The authority to activate this COOP rests with the City Manager or designee in accordance
with the City Charter, applicable emergency management authorities, and the orders of
succession and delegations of authority established in this Plan. Activation of the COOP may
occur independently or concurrently with evacuation orders, emergency declarations, or
activation of the City’s Emergency Operations Plan.

The COOP may be implemented under the following conditions:

With Warning

When advance warning is available, the City may implement continuity measures prior to the
onset of the incident. This may include notification of personnel, protection of vital records,
activation of alternate facilities, deployment of essential personnel, and coordination with Palm
Beach County and state emergency management agencies. Advance warning conditions are
expected to permit a more orderly and complete activation process.

Without Warning

11
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The City shall maintain the capability to implement continuity operations without prior notice.
The effectiveness of continuity operations under no-warning conditions will depend on the
severity and scope of the incident, availability of personnel, operational communications, and
accessibility of facilities and systems.

During Work Hours

If an incident occurs during normal operating hours, designated essential personnel may be
directed to relocate to alternate operating facilities or other designated locations as necessary
to continue Mission Essential Functions. Department directors and supervisors shall account
for personnel and coordinate continuity operations through established lines of authority.

During Non-Work Hours

If an incident occurs outside normal operating hours, designated personnel shall be notified
through established emergency notification procedures and directed to report to assigned
locations or perform continuity functions remotely, as appropriate. Continuity personnel shall
maintain readiness to support operations for the duration of the emergency or disruption.

Certain localized or short-duration incidents, such as temporary facility evacuations caused by
fire alarms, hazardous materials incidents, utility failures, or security threats, may not require
full activation of the COOP if Mission Essential Functions can continue without significant
disruption.

A list of City personnel positions and assigned continuity responsibilities is provided in Annex
C: COOP Responsibilities.

12
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ESSENTIAL FUNCTIONS

1. ldentification of Essential Functions

In accordance with FEMA Continuity Guidance Circulars (CGC) 1 and 2, Mission Essential
Functions (MEFs) are those governmental functions that must be continued or rapidly
resumed during a disruption to ensure the continuation of critical services, the preservation of
public health and safety, the exercise of civil authority, and the continuity of government
operations.

Mission Essential Functions enable the City to:

« Maintain continuity of government and executive leadership;

o Protect public health, safety, and welfare;

« Provide critical public infrastructure and municipal services;

o Maintain emergency communications and public information capabilities;

e Preserve vital records and financial operations; and

« Coordinate emergency response and recovery operations with local, state, and federal
agencies.

The City has identified the following Mission Essential Functions and supporting continuity
responsibilities:

Essential Functions

Priority

Department

Maintain continuity of executive leadership and

1 government operations City Commission / City Manager
Maintain emergency communications and public City Clerk / City Manager / Public
1 information Information
Coordinate emergency operations with Palm Beach .
1 County, State, and Federal agencies City Manager
Maintain continuity of public infrastructure and Public Works

emergency public works operations

Conduct emergency damage assessment and recovery
coordination

Building, Planning & Zoning /
Public Works

Maintain emergency financial operations, payroll, and
procurement authority

Finance / Human Resources

Preserve and protect vital records and legal
documentation

City Clerk

Maintain regulatory, permitting, and code enforcement
functions necessary for recovery operations

Building, Planning & Zoning /
Code Enforcement

Maintain employee accountability and emergency
personnel notifications

Human Resources / City Manager

FOR OFFICIAL USE ONLY
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- _____________________________
Support continuity of community services and recovery | Community & Economic
2 assistance programs Development / Parks & Recreation

Maintain continuity of executive leadership and

4 it mmission / City Manager

1 government operations City Commission / City Manage

Maintain emergency communications and public City Clerk / City Manager / Public
1 information Information

Coordinate emergency operations with Palm Beach .

. ty Manager

1 County, State, and Federal agencies City Manage
L Maintain contlnglty of public m_frastructure and Public Works

emergency public works operations

Conduct emergency damage assessment and recovery Building, Planning & Zoning /
1 coordination Public Works
L Maintain emergency financial operations, payroll, and Einance / Human Resources

procurement authority

Direct life-safety functions, including law enforcement, fire rescue, and emergency medical
response services, are provided through coordination with the Palm Beach County Sheriff's Office
(PBSO) and Palm Beach County Fire Rescue (PBCFR). The City shall coordinate continuity and
emergency operations with the Palm Beach County Emergency Operations Center (EOC) in
accordance with NIMS, the Incident Command System (ICS), and applicable mutual aid
agreements.

14
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2. Recovery Time Objective (RTO)

Recovery Time Objectives (RTOs) identify the maximum acceptable period of disruption for
Mission Essential Functions before unacceptable operational impacts occur. RTOs assist the City
in prioritizing restoration activities, allocating resources, and establishing continuity strategies
necessary to sustain essential operations during emergencies or disasters.

The following RTOs have been established for the City’s identified Mission Essential Functions:

Priorit Essential Functions Department
y
1 Continuity of executive leadership Immediate | City Manager
1 Emergency public information <1 hour City Clerk/P10
1 Emergency communications <1 hour IT/Administration
1 Emergency infrastructure support <3 hours Public Works
1 Emergency financial authority <24 hours | Finance
2 Regulatory and permitting continuity | <5 days Building & Zoning

The City shall periodically review and update Mission Essential Functions and Recovery Time
Obijectives to ensure consistency with operational capabilities, applicable legal requirements,
technological changes, and evolving continuity planning guidance.

15
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ACTIVATION AND RELOCATION

1. Decision Process

In the aftermath of an emergency in which normal operations are severely disrupted, the City
Manager (or designee) will, as rapidly as possible, begin communications to review the extent of
the emergency and assess the emergency’s physical and operational effects in order to determine
the best course of action. The first priority is always that of life safety.

When an event causes a significant disruption of normal operations for the City government, the
City Manager (or the designee) will designate a “COOP event” and the appropriate elements of
this Plan will be implemented. Designation of a COOP event by the City Manager is by written
executive order. This order may or may not be accompanied by a local declaration of emergency
by the Mayor or City Commission or a declaration by Palm Beach County. This declaration may
or may not be accompanied by a local evacuation order (see City Evacuation Plan).

The City Manager (or designee) is responsible for ordering the implementation of the COOP and
determining the short and long term planning objectives for the City. Based on the situation, the
City Manager or designee will make the determination as to which alternate COOP facility will
be utilized.

Life Safety actions are always the first priority. The City Manager and Department Heads will
ensure that all employees evacuate to a safe distance and conduct a staff roll call.

2. Alert, Notification, and Implementation Process

Upon declaration of a COOP event, procedures include notification of all City Administration
employees, the alternate facility manager, as well as the Palm Beach County Emergency
Operations Center.

The City Manager will implement the following notification process to inform City employees:

e Information and guidance for City Employees will be passed via telephone using an
emergency telephone tree/cascade. Depending on the situation, current information may
also be available via word-of-mouth and/or email.

e City employees will be asked to stay in contact with their Department directors.
The notification process for the City is provided in Annex D: Notification.
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LEADERSHIP

1. Orders of Succession

Orders of Succession establish the process for the orderly and temporary transfer of authority
and responsibility necessary to ensure continuity of government and continuity of operations
during emergencies or disruptions that render key personnel unavailable, incapacitated, or
unable to perform their official duties. Succession authority shall remain in effect until relieved
by the return of the primary official, a higher-ranking successor, or other lawful authority.

The City of Pahokee operates under a Commission-Manager form of government. The City
Commission serves as the governing and legislative body of the City, while the City Manager
serves as the chief administrative officer responsible for the day-to-day administration of
municipal operations in accordance with the City Charter. The City Clerk and City Attorney
are Charter Officers who serve at the pleasure of the City Commission and support continuity
of government and municipal operations during continuity events.

In the event the City Manager is unavailable or unable to perform assigned duties during a
COOP activation, authority shall transfer in the following order of succession:

City Manager Order of Succession

Order Position
1 City Clerk
2 Finance Director
3 Director of Public Works
4 Director of Community & Economic Development

City Clerk Order of Succession

Order Position
1 Finance Director
2 Senior Accountant
3 Human Resources Director

Finance Director Order of Succession

Order Position
1 Senior Accountant
2 Human Resources Director

Human Resources Director Order of Succession

Order | Position
1 Director of Community & Economic Development
2 Director of Public Works
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Director of Community & Economic Development

Order of Succession

Order | Position
1 Building, Planning & Zoning Manager
2 Director of Public Works

Order Position
1 Director of Public Works
2 Assistant Director of Public Works

Order Position
1 Assistant Director of Public Works
2 Director of Parks & Recreation

Director of Parks & Recreation Order of Succession

Order Position
1 Assistant Director of Parks & Recreation
2 Parks & Recreation Programs Director

City Commission Leadership Succession

Order | Position
1 Mayor
2 Vice Mayor
3 Remaining Commission Members by seniority of

service

If a quorum of the City Commission is unavailable during a declared emergency, the City
shall coordinate continuity of government actions in accordance with the City Charter,
applicable emergency authorities, Florida law, and emergency procedures governing
remote meetings, emergency declarations, and continuity of legislative operations.

Key personnel emergency contact information is maintained in Annex E: Key Contacts.
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DELEGATIONS OF AUTHORITY

Delegations of Authority establish the legal and operational framework for designated
officials to make decisions and carry out essential governmental functions during
continuity operations when primary officials are unavailable or when rapid decision-
making is required. Delegated authorities shall be exercised in accordance with the City
Charter, applicable ordinances, state law, emergency declarations, procurement
regulations, and established administrative policies.

Upon activation of the COOP, the City Manager, or successor pursuant to the established
order of succession, shall retain authority necessary to direct continuity operations,
coordinate emergency response and recovery activities, authorize emergency expenditures
consistent with applicable procurement requirements, and ensure the continuation of
Mission Essential Functions.

Department directors and designated successors are authorized to make operational
decisions necessary to sustain essential departmental functions during continuity
operations, including personnel assignments, resource coordination, emergency
procurement requests, and operational continuity measures within their respective areas of
responsibility.

Delegations of Authority shall:

« ldentify the individual authorized to act;

« Define the scope and limitations of delegated authority;

« Specify the circumstances under which delegated authority becomes effective;

« Remain effective until terminated by the appropriate authority or return of the primary
official; and

o Be documented and maintained as part of the City’s vital records program.
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DEVOLUTION
Devolution is the capability to transfer statutory authority, operational responsibility, and
decision-making authority for Mission Essential Functions from primary personnel,
facilities, or systems to alternate personnel, facilities, or operational locations when
primary leadership or operational capabilities are unavailable or incapacitated. Devolution
ensures the continuation of essential governmental functions during catastrophic
emergencies, prolonged disruptions, or incidents that prevent normal continuity operations.
The City shall maintain the capability to devolve essential governmental functions to
alternate personnel and locations in order to sustain continuity of government and
continuity of operations under all-hazards conditions. Devolution may become necessary
when:
o Primary leadership is incapacitated or unavailable;

o Primary facilities are inaccessible or inoperable;

o Communications systems are severely disrupted;

« Staffing shortages prevent normal continuity operations; or

« A catastrophic incident renders normal continuity procedures ineffective.

Under devolution conditions, designated successors identified in the Orders of
Succession section shall assume authority for Mission Essential Functions in accordance
with established delegations of authority and continuity procedures. Alternate personnel
may operate from alternate facilities, remote work environments, or other designated
continuity locations capable of supporting essential operations.

The City’s devolution strategy includes:

o Transfer of operational authority to designated successors;

« Continuity of executive leadership and decision-making authority;

« Protection and accessibility of vital records and information systems;

e Redundant and interoperable communications capabilities;

« Coordination with Palm Beach County, the State of Florida, and regional
response partners; and

« Sustainment of Mission Essential Functions until normal operations can be
restored.

The City shall coordinate continuity and devolution activities with the Palm Beach
County Division of Emergency Management, the Florida Division of Emergency
Management, and applicable mutual aid partners as necessary to support continuity of
government and emergency operations.

Department directors shall maintain procedures necessary to transfer essential functions,
records, communications, personnel, and operational responsibilities to alternate
personnel or facilities during continuity events. Additional devolution procedures may be
developed and maintained within departmental annexes or supporting continuity
documents as appropriate.
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VIII.

ALTERNATE FACILITY OPERATIONS

1. Mission Critical Systems

A system, application, or piece of equipment is considered critical if it is necessary to
support Mission Essential Functions (MEFs), sustain emergency operations, maintain
public safety, ensure continuity of government, or enable recovery of essential services
during or following a disruption.

Critical systems shall be maintained with appropriate redundancy, backup capabilities,

cybersecurity protections, and recovery procedures consistent with applicable guidance
from the Federal Emergency Management Agency, the Florida Division of Emergency
Management, and applicable Palm Beach County emergency management coordination

standards.

The City utilizes a combination of internal systems and contracted Information
Technology (IT) service providers to support operational continuity. Certain services,
including email and cloud-based systems, are hosted and maintained by third-party
vendors under service agreements that include continuity and recovery provisions.

The City shall ensure that all critical systems have:

Documented recovery procedures;

Redundant data storage or cloud backup;

1
2
3. Cybersecurity protections consistent with industry standards;
4

Recovery Time Objectives (RTOs) aligned with COOP requirements; and

5. Vendor-supported continuity provisions where applicable.

System / Equipment

Primary Location

Backup / Alternate Capability

Desktop and laptop computers

City Hall / Departments

|Remote devices / vendor support

Printers and copiers

City Hall

endor replacement / leased
equipment

Servers

City Hall / Cloud environment

[Cloud-hosted backup/vendor data
center

Email and messaging systems

Cloud service provider

\\VVendor secondary servers

Telephone systems

City Hall / VolP provider

|Mobile devices/ alternate routing

Backhoe and loader

Public Works / Cemetery Shop

IMutual aid / rental agreements

Dump truck

Public Works

|Mutua| aid / contractor support

Fuel storage systems

County or contracted facility

[Mutual aid agreements

Chainsaws and handheld tools

Public Works

|Rep|acement stock / mutual aid
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2. Vital Files, Records, and Databases
Vital records, files, and databases consist of electronic and hardcopy documents, records,
references, systems, and information resources necessary to support Mission Essential Functions
(MEFs) during a Continuity of Operations (COOP) event, carry out statutory and regulatory
responsibilities, protect legal and financial interests, and restore full governmental operations
following an emergency or disruption.

The management and protection of vital records shall be conducted in accordance with applicable
federal and state continuity planning guidance, including records retention and public records
requirements established under Chapter 119, Florida Statutes, applicable Florida records retention
schedules, and City policies governing records management and information security.

The City shall maintain procedures to ensure that vital records remain accessible, protected, and
recoverable during continuity operations. Protection measures may include:

Secure cloud-based or off-site electronic backup systems;

Fire-resistant and water-resistant storage containers or safes;

Alternate facility storage of critical records and documents;

Portable continuity files and drive-away Kits;

Encryption and cybersecurity protections for electronic records;

Periodic backup verification and testing; and

Redundant storage and recovery procedures for critical systems and databases.

City personnel shall take reasonable protective actions to safeguard critical equipment, records,
and information systems prior to anticipated emergency events when time and conditions permit.
Such measures may include securing facilities, protecting electronic equipment from power surges,
performing system backups, safeguarding portable media devices, and relocating critical
documents or equipment to alternate secure locations.

The City’s long-term continuity objective is to ensure that all vital records and essential
information systems are protected, recoverable, and accessible following a COOP event through
the use of redundant storage systems, alternate site access, and coordinated information technology
disaster recovery procedures.
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other electrical equipment, measures which are particularly important during hurricane and
related events.

Record Alternate Portable / Off-Site or Cloud

Emergency Access Backup

Vital Record / Database Facility

Format Availability

COOQOP Plan and Annexes Efr(g;gzl; and Yes Yes Yes
Building Plans Electronic and Limited Limited Yes
Hardcopy
Rehabilitation and Demolition Electronic Yes
Files and Hardcopy Yes No
Permits and Licensing Records Electronic Yes
g and Hardcopy Limited No
. Electronic
Y
Event Files and Hardcopy No Yes €
. Electronic and
Y
Grant Files Hardcopy No Yes es
Electronic and
Yes
Contracts and Agreements Hardcopy No Yes
Resolutions Elcsiigc
and Hardcopy No Limited Yes
Bid Proposals and Procurement Electronic Yes
Records and Hardcopy No Yes
City Commission Minutes Epcironic and No Limited Yes
Hardcopy
. Electronic and
Ordinances Hardcopy No Limited Yes
Code of Ordinances Electronic and Hosted/Published
Hardcopy No Yes Electronically
Electronic and
Maps and GIS Records Hardcopy Limited Limited Yes
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Hardcopy /
Cemetery Maps and Ledger Books | Limited No Yes Partial
Electronic
Land Development Records Electronic and Yes
P Hardcopy No Yes
. Electronic and
Preneed Files Hardcopy No Yes Yes
- Electronic and
Memorial Files Hardcopy No Yes Yes
Electronic and
Revenue Logs Hardcopy No Yes Yes
Electronic and
Y
Purchase Order Request Logs Hardcopy No Yes es
Electronic and
Y
Funeral Logs Hardcopy No Yes es
Blank Checks and Emergency Hardcopy No Restricted Emergency| ~ Secure Financial

Financial Instruments

Access

Storage

Certain records may be maintained through contracted software vendors, cloud-hosted

systems, financial management systems, or records management platforms. Vendor-

supported systems shall include continuity and recovery provisions sufficient to support
restoration of Mission Essential Functions during continuity operations.

Emergency financial instruments, including blank checks and emergency procurement

documentation, shall be maintained in secure locations accessible only to authorized

personnel in accordance with established financial controls, procurement policies, and
internal control procedures. Limited emergency financial materials may be included in
authorized continuity or drive-away kits for use during declared emergencies or continuity

activations when standard financial systems are unavailable.

Department directors shall periodically review and update departmental vital records

inventories to ensure records remain current, protected, and accessible during continuity
operations. The City’s Information Technology disaster recovery procedures and
continuity support measures are further addressed in Annex G: Information Technology

Recovery Plan.
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3. Drive-Away Kits and Personal Preparedness Bags
Drive-away Kkits and personal preparedness bags support the rapid activation and sustained
operation of continuity personnel during a Continuity of Operations (COOP) event. These kits
provide designated personnel with the equipment, records, supplies, and resources necessary to
perform Mission Essential Functions (MEFs) from alternate facilities, temporary work locations,
or remote operating environments.

Essential personnel identified within this COOP shall maintain individual drive-away Kits
appropriate to their assigned continuity responsibilities. Kits should be maintained in a state of
operational readiness and reviewed periodically to ensure contents remain current, functional, and
consistent with operational requirements. Departments may maintain supplemental continuity Kits
containing specialized equipment, forms, reference materials, and operational supplies necessary
to support departmental continuity functions.

Drive-away Kits may include, as appropriate:

e Copies of continuity procedures and emergency contact information;
e Portable electronic devices and chargers;

e Secure access credentials and authentication devices;

e Critical forms, records, and reference materials;

e Office supplies and communications equipment;

e Flashlights, batteries, and basic safety supplies;

e Personal protective equipment (PPE), when appropriate; and

e Other materials necessary to support continuity operations.

Personnel assigned continuity responsibilities are also encouraged to maintain personal
preparedness bags containing essential personal items and emergency supplies sufficient to support
individual readiness during emergency operations. Personal preparedness measures support
employee resilience and enhance the City’s overall continuity capability.

Drive-away kits and personal preparedness supplies shall be maintained in accordance with
applicable City policies governing information security, records protection, and emergency
management procedures. Sensitive or confidential information included in continuity Kits shall be
appropriately safeguarded in accordance with Florida public records laws, cybersecurity standards,
and applicable records retention requirements.

Additional guidance regarding continuity Kits and personal preparedness supplies is provided in
Annex F: Drive-Away Kit and Personal Preparedness Checklist.
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IX. COOP Deactivation

COOP Deactivation is the formal process by which the City transitions from continuity operations back to
normal governmental operations following stabilization of the emergency, disruption, or event that
required activation of the Continuity of Operations Plan (COOP). Deactivation includes the orderly
termination of continuity operations, restoration of normal organizational structures and operating
procedures, return of personnel and resources, and completion of post-event documentation and recovery
activities.

COORP deactivation shall occur in coordination with reconstitution activities and shall be conducted in a
manner that ensures continuity of government, protection of public health and safety, restoration of
Mission Essential Functions (MEFs), accountability of personnel and resources, and compliance with
applicable federal, state, county, and local emergency management requirements.

This section is intended to support continuity planning requirements consistent with Chapter 252, Florida
Statutes, applicable emergency management guidance issued by the Florida Division of Emergency
Management, and coordination procedures established by the Palm Beach County Division of Emergency
Management.

Authority to Deactivate COOP Operations

The authority to deactivate continuity operations rests with the City Manager or the authorized successor
identified in the established Order of Succession. The City Manager shall coordinate deactivation
decisions with department directors, continuity personnel, Palm Beach County emergency management
officials, and other governmental or operational partners as necessary.

Prior to deactivation, the City Manager or designee shall determine that:
e Immediate threats to life safety have stabilized or ceased;

e Primary or alternate operating facilities are safe and operational;

e Mission Essential Functions (MEFs) can be sustained under normal operating conditions;

¢ Communications and information technology systems are sufficiently operational;

o Staffing levels are adequate to resume standard operations; and

e Reconstitution activities have progressed sufficiently to support return to normal operations.

e COOP Deactivation Procedures

Upon authorization to deactivate continuity operations, the City shall implement an orderly transition
process that may include the following actions:

e Notify continuity personnel, department directors, elected officials, partner agencies, vendors,
and support organizations of the deactivation decision and operational transition timeline.

¢ Coordinate phased return of personnel, equipment, records, and operational resources from
alternate facilities or continuity operating locations.

¢ Restore standard administrative procedures, reporting structures, and operational schedules to the
extent practicable.

o Verify restoration and operational readiness of information technology systems, communications
systems, cybersecurity protections, and operational databases.

e Restore and reconcile vital records, financial documentation, procurement records, and
emergency expenditure documentation.

e Ensure continuity records, incident documentation, damage assessments, reimbursement
documentation, and operational records are preserved in accordance with applicable records
retention requirements and Chapter 119, Florida Statutes.
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e Conduct accountability and inventory verification for City personnel, equipment, vehicles,
supplies, continuity kits, and operational resources utilized during continuity operations.

¢ Coordinate continued recovery operations, disaster assistance activities, and long-term restoration
activities as necessary.

e Return leased, borrowed, mutual aid, or contracted resources in accordance with applicable
agreements and operational needs.

o Deactivate temporary continuity workspaces, alternate operating facilities, and emergency
operational systems no longer required for recovery operations.

e Post-Deactivation Review and Corrective Actions

Following deactivation of continuity operations, the City shall conduct a post-event review process to
evaluate the effectiveness of continuity operations, identify operational strengths and deficiencies, and
develop corrective actions or improvement recommendations.
The post-event review process may include:

e After-action meetings with department directors and continuity personnel;

e Review of operational timelines and Recovery Time Objectives (RTOs);

e Evaluation of communications and interoperable systems performance;

e Review of staffing, logistics, and continuity resource adequacy;

e Evaluation of alternate facility operations and relocation procedures;

o Review of cybersecurity, IT recovery, and records recovery operations; and
o Identification of lessons learned and continuity improvement opportunities.

Corrective actions and improvement recommendations identified during the review process shall be
incorporated into future continuity planning, training, testing, budgeting, and plan maintenance
activities, including updates to the Multi-Year Strategy and Program Management Plan (MY SPMP)
where applicable.

Documentation and Records Retention

All records associated with continuity activation, continuity operations, emergency expenditures,
contracts, mutual aid activities, damage assessments, personnel assignments, and recovery operations
shall be maintained in accordance with applicable City policies, records retention schedules, and Florida
public records requirements.

Sensitive security information, continuity procedures, cybersecurity information, and protected
operational information shall be safeguarded from unauthorized disclosure in accordance with applicable
law and City policy.
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X. RECONSTITUTION

Reconstitution is the process by which the City transitions from continuity operations and
restores normal governmental functions, personnel, systems, and services following the
conclusion of a continuity event. Reconstitution includes the orderly return to primary facilities
or transition to alternate long-term facilities when original facilities remain inaccessible or
unusable.

The reconstitution process shall begin when the City Manager, or designee pursuant to the
established order of succession, determines that:
1. Emergency conditions have stabilized,;

2. The threat or hazard has passed or is unlikely to reoccur;
3. Facilities are safe for re-occupancy; and
4. Mission Essential Functions can be safely resumed under normal operating conditions.

The City shall coordinate reconstitution activities with the Palm Beach County Division of
Emergency Management, utility providers, emergency response agencies, and other support
organizations as necessary to facilitate recovery operations and restoration of governmental
services.

The Building official, Building, Planning & Zoning Department, Code Enforcement Division,
Public Works Department, and other appropriate personnel shall assess impacted facilities and
infrastructure to determine structural safety, habitability, operational readiness, and required
repairs or mitigation measures. Re-entry into damaged facilities shall occur only after
appropriate inspections and safety evaluations have been completed.

If primary facilities are determined to be uninhabitable or otherwise unsuitable for occupancy,
the City Manager may authorize continued operations from alternate facilities or temporary
operational locations until permanent restoration can occur. Temporary facilities shall support
the continued performance of Mission Essential Functions and continuity of government
operations.

The Public Works Department, Parks & Recreation Department, Information Technology
support personnel, and contracted vendors shall assist with restoration of facilities,
communications systems, information technology infrastructure, and relocation of personnel
and operational resources. Department directors shall ensure that vital records, systems, and
operational capabilities are restored in accordance with departmental continuity procedures and
recovery priorities.

28
FOR OFFICIAL USE ONLY



City of Pahokee COOP

May 2026

Reconstitution Checklist

Confirm emergency conditions have stabilized and
continuity operations may transition toward normal
operations

Responsibility

City Manager / Palm Beach County
Emergency Management

Assess structural integrity and operational readiness
of City facilities

Building Official / Building, Planning
& Zoning / Code Enforcement

Evaluate operational capability and staffing
availability

City Manager / Department Directors

Prepare primary or temporary facilities for re-
occupancy

Public Works / Parks & Recreation

Establish phased restoration priorities and operational
timelines

City Manager / Department Directors

Restore information technology, communications,
and telephone systems

IT Support Providers / Finance Director
/ Administration

Coordinate relocation of personnel, records, and
equipment

Human Resources / Department
Directors

Restore and verify accessibility of vital records and
databases

City Clerk / Department Directors

Resume standard governmental operations and
administrative procedures

City Manager

Action

Responsibility

Confirm emergency conditions have stabilized and
continuity operations may transition toward normal
operations

City Manager / Palm Beach County
Emergency Management

Assess structural integrity and operational readiness
of City facilities

Building Official / Building, Planning &
Zoning / Code Enforcement

Evaluate operational capability and staffing
availability

City Manager / Department Directors
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XI. LOGISTICS

1. Alternate Location

An Alternate Facility is a location, other than the primary operating facility, from
which the City may conduct Mission Essential Functions during continuity operations
when access to primary facilities is limited, denied, or unsafe. Alternate facilities
support continuity of government operations until normal operations can be restored.

The City shall maintain the capability to relocate essential personnel and operations to
alternate facilities as necessary to sustain continuity operations during emergencies or
disruptions. Alternate facilities may include City-owned facilities, shared
governmental facilities, temporary leased facilities, or remote work environments
capable of supporting continuity requirements.

Alternate facilities shall, to the extent practicable:
e Support Mission Essential Functions;
e Provide adequate space, utilities, and operational capability;
e Support interoperable communications systems;
e Provide access to information systems and vital records;
e Accommodate continuity personnel and operational needs; and
e Maintain appropriate physical and cybersecurity protections.

A listing of primary, alternate, and secondary continuity operating locations is
maintained in Annex H: Alternate Facility Information. Operational readiness
checklists and alternate facility evaluation criteria are maintained in Annex I: Alternate
Facility Checklists.

Upon activation of an alternate facility, the senior continuity official or designee
present shall coordinate operational setup activities, including personnel
accountability, workspace assignments, communications activation, information
technology restoration, and operational readiness assessments.

The City shall maintain or coordinate access to emergency supplies necessary to
support continuity personnel at alternate facilities, including potable water, food
supplies, sanitation resources, first aid supplies, fuel access, and other operational
support resources appropriate to the duration and nature of the continuity event..

FOR OFFICIAL USE ONLY

30



City of Pahokee COOP May 2026

2. Interoperable Communications
Interoperable communications are the systems and capabilities necessary to ensure continuity
personnel, emergency responders, partner agencies, and governmental entities can communicate
effectively during continuity operations and emergency events.

The City shall maintain redundant and interoperable communications capabilities consistent with
the National Incident Management System (NIMS), applicable emergency management
standards, and operational coordination requirements established by Palm Beach County and the
State of Florida.

Continuity communications capabilities may include:

e Internet and secure remote network access;

e Cloud-based email and collaboration systems;

e Landline and Voice over Internet Protocol (VoIP) telephone systems;

e Cellular telephones and text messaging systems;

e Portable radios and interoperable public safety communications systems;

e Satellite communications, when available;

e Emergency notification systems; and

e Manual or messenger-based communications procedures when electronic systems are
unavailable.

The City shall coordinate communications interoperability with the Palm Beach County Division
of Emergency Management, the Palm Beach County Sheriff's Office, and other response partners
as necessary to maintain continuity of operations and emergency coordination.

The City may also coordinate auxiliary emergency communications support through the Amateur
Radio Emergency Service (ARES) and other emergency communications resources available
within Palm Beach County when conventional communications systems are disrupted.
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XIl.  COOP PLANNING RESPONSIBILITIEs

Continuity planning and preparedness are ongoing organizational responsibilities requiring coordination
among City leadership, department directors, continuity personnel, and employees. The City shall periodically
review, maintain, update, and exercise this COOP to ensure operational readiness and compliance with
applicable continuity planning guidance.

Responsibility Position

Review, maintain, and approve COOP updates City Manager

Maintain Orders of Succession and Delegations of Authority | COOP Planning Coordinator

Human Resources / COOP

Maintain employee emergency contact rosters Planning Coordinator

Review and update vital records inventories City Clerk / Department Directors

Coordinate continuity planning activities and annex updates COOP Planning Coordinator

City Manager / COOP Planning

Provide continuity training and awareness to personnel .
y g P Coordinator

Test alert and notification procedures Department Directors / Administration
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X1, TESTING, TRAINING, AND EXERCISING

The City shall maintain a continuing program of continuity training, testing, and exercises to
ensure personnel are familiar with their continuity responsibilities and capable of effectively
implementing this COOP during emergency conditions. Testing, training, and exercising
activities shall be conducted in accordance with applicable FEMA continuity guidance, National
Incident Management System (NIMS) principles, and applicable emergency management
standards.

Training and exercise activities shall evaluate continuity procedures, communications
capabilities, alternate facility operations, personnel readiness, interoperability, and recovery
procedures. Corrective actions identified during exercises or actual continuity events shall be
documented and incorporated into future planning and training activities.

Personnel assigned continuity responsibilities shall receive continuity training appropriate to
their assigned duties. The City shall encourage completion of applicable FEMA Emergency
Management Institute (EMI) continuity and incident management training courses, including
continuity awareness and NIMS-related training.

The City shall also incorporate general emergency preparedness and life safety training into its
continuity preparedness program, including evacuation procedures, facility safety procedures,
emergency utility shutoff procedures, and related safety measures.
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Suggested Testing and Training Frequency

Training / Exercise Activity

Leadership

Essential
Personnel

City Personnel

Elected
Officials

FEMA ldependant Study | njtial and Initial and Recommended< 'Recommended

Courses Training ( Refresher Refresher

COOP Orientation and

Review Annually Annually Annually Annually

Alert and Notification Semi- . . .

Testing Annually Semi-Annually | Semi-Annually | Semi-Annually

Alternate Facility . .

Procedures Exercise Annually Annually As Applicable As Applicable

Vital Records Recovery . .

Exercise Annually Annually As Applicable As Applicable

Evacuation and Shelter- Semi- . .

in-Place Drills Annually Semi-Annually | Semi-Annually | Recommended

Safety Procedures and

Emergency Utility Annually Annually Annually Recommended

Training

Tabletop or Functional .

COOP Exercise Annually Annually As Applicable Recommended
34
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XIV.  HUMAN CAPITAL MANAGEMENT

Human Capital Management is the process of ensuring that the City maintains a qualified, trained,
and resilient workforce capable of supporting Mission Essential Functions (MEFs) before, during,
and after emergencies, disasters, and continuity events. Effective human capital management
supports continuity of government, employee readiness, operational resilience, and the sustained
delivery of essential public services.

The City recognizes that continuity operations depend upon the availability, safety, preparedness,
and adaptability of its workforce. Accordingly, the City shall maintain personnel policies,
continuity procedures, training programs, and employee support systems necessary to ensure
continuity personnel are capable of performing assigned continuity responsibilities during all
phases of continuity operations.

The City shall provide employees with applicable personnel policies, emergency procedures,
workplace safety guidance, and continuity responsibilities through employee handbooks,
administrative policies, emergency management procedures, and continuity training programs.
Employees shall be informed of their individual responsibilities during emergency operations,
continuity activations, evacuations, remote operations, and other emergency conditions affecting
City operations.

Department directors, supervisors, and managers shall:
e Ensure personnel understand continuity responsibilities and reporting procedures;
e Maintain current employee emergency contact information;
e Support cross-training of personnel performing Mission Essential Functions;
e Promote employee preparedness and resiliency initiatives;
e Ensure continuity personnel receive appropriate training and exercise participation; and
e Coordinate staffing continuity and personnel accountability during emergencies.

The City shall administer continuity-related personnel activities in accordance with applicable
federal and state employment laws, Florida emergency management authorities, personnel
policies, collective bargaining agreements (if applicable), workplace safety requirements, and
emergency declarations. Personnel management activities during continuity operations may
include modified work schedules, remote work assignments, temporary duty assignments,
emergency staffing measures, and other operational adjustments necessary to sustain essential
services.

The City recognizes that employee preparedness directly impacts continuity capability. Personnel
are encouraged to maintain personal and family preparedness plans sufficient to support
continuity operations during emergencies and extended disruptions. Additional employee
preparedness guidance may be maintained in supporting annexes or personnel policies.

Continuity personnel shall be managed in coordination with applicable emergency management
principles, including the National Incident Management System (NIMS), Incident Command
System (ICS), and Palm Beach County emergency coordination procedures when continuity
operations occur concurrently with emergency response operations.
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XV. BUDGETING AND ACQUISITION OF RESOURCES

The City shall identify, allocate, and manage the personnel, facilities, communications systems,

technology resources, equipment, supplies, contracts, and logistical support necessary to

implement and sustain continuity operations. Budgeting and resource management are essential

components of continuity preparedness and organizational resilience.

The City shall incorporate continuity planning considerations into budget development, capital
planning, procurement activities, operational planning, information technology planning, and
emergency management preparedness efforts to ensure continuity resources remain available and
operational during emergencies or disruptions.

Budgeting and resource allocation for continuity operations shall support:
Protection and sustainment of Mission Essential Functions (MEFs);
Continuity communications and information technology capabilities;
Alternate facilities and continuity workspaces;

Vital records protection and recovery systems;

Emergency staffing and operational support requirements;

Training, testing, and exercise activities;

Emergency procurement and contracting capabilities; and

Recovery and reconstitution operations.

NN E

The City may utilize emergency procurement procedures, mutual aid agreements, cooperative
purchasing agreements, and emergency contracting authorities as permitted under applicable
Florida Statutes, local ordinances, procurement policies, and emergency declarations. Emergency
acquisitions and expenditures shall be documented and administered in accordance with applicable
financial controls, auditing requirements, procurement regulations, and records retention
requirements.

When evaluating continuity-related investments and acquisitions, the City shall consider:

1. Risks and vulnerabilities affecting continuity operations and Mission Essential Functions;
Interdependencies among City departments, utilities, vendors, contractors, and
governmental partners;

Operational priorities and Recovery Time Objectives (RTOs);

Availability and resilience of critical infrastructure and communications systems;
Cost-effectiveness and long-term sustainability of continuity capabilities; and
Compliance with applicable emergency management, procurement, cybersecurity, and
public records requirements.

N

o0 hsw

The City shall coordinate continuity resource planning, procurement activities, and emergency
financial management with applicable state and local emergency management guidance, including
coordination with the Palm Beach County Division of Emergency Management and the Florida
Division of Emergency Management when applicable.
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XVI. MULTI-YEAR STRATEGY AND PROGRAM MANAGEMENT PLAN

The City shall maintain a Multi-Year Strategy and Program Management Plan (MYSPMP) to
support the continued development, implementation, maintenance, and improvement of
continuity capabilities. The MYSPMP serves as a strategic planning document that identifies
continuity priorities, improvement objectives, resource requirements, implementation schedules,
and preparedness milestones necessary to sustain an effective continuity program.

The MY SPMP shall support ongoing continuity program management activities, including:
e Identification of short-term and long-term continuity goals and objectives;
e Planning, training, testing, and exercise initiatives;
e Continuity capability improvements and corrective actions;
e Technology modernization and infrastructure resilience initiatives;
e Alternate facility and communications enhancements;
e Resource and budget planning; and
e Program evaluation and compliance monitoring.

The MYSPMP may be maintained as a separate planning document or incorporated into broader
emergency management, capital improvement, information technology, or strategic planning
initiatives, as appropriate. The City shall periodically review and update the MYSPMP to
ensure continuity priorities remain aligned with operational requirements, legal authorities,
emerging threats, technological changes, and applicable continuity planning guidance.
Corrective actions and improvement recommendations identified through exercises, training

activities, after-action reports, audits, or actual continuity events shall be incorporated into the
MY SPMP as part of the City’s continuous improvement process.
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XVII.

PLAN MAINTENANCE

This Continuity of Operations Plan (COOP) is a living document and shall be periodically
reviewed, updated, and maintained to ensure operational readiness, legal compliance, and
consistency with applicable continuity planning guidance and emergency management

requirements.

The City shall review this COOP at least annually and following any continuity activation,

declared emergency, significant organizational change, major operational disruption, or exercise
that identifies necessary improvements or corrective actions. Updates shall be coordinated by the
Office of the City Manager in collaboration with department directors, continuity personnel, and

applicable support staff.

Plan maintenance activities shall include:
e Review and update of Mission Essential Functions (MEFs);

e Verification of Orders of Succession and Delegations of Authority;

e Review of employee emergency contact information and notification systems;

e Updates to vital records inventories and continuity annexes;

e Review of alternate facility capabilities and operational readiness;

e Updates to vendor contracts, mutual aid agreements, and continuity support agreements;

e Incorporation of corrective actions and lessons learned; and

e Verification of consistency with applicable federal, state, county, and local emergency
management guidance.

COOP Maintenance Events

Event / Timeframe

Declared local, county, state, or
federal emergency

Maintenance Activity

Conduct COOP review and identify
corrective actions

Responsibility

City Manager / Department Directors

COOP activation or continuity event

Conduct after-action review and update plan
as necessary

City Manager / COOP Planning
Coordinator

Annual review cycle

Review and update annexes, contact
information, personnel assignments, and
operational procedures

Department Directors /
COORP Planning
Coordinator

Organizational or operational
changes

Update affected continuity procedures,
records, or annexes

City Manager / Department
Directors

Vendor changes, contract
modifications, or technology
upgrades

Review and update continuity-related
contracts, systems, and support
procedures

Finance / Administration /
Department Directors

The City shall maintain copies of continuity-related contracts, vendor support agreements,
information technology recovery documentation, and other supporting continuity materials
within the City’s vital records and continuity planning system as appropriate.
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XVII.  ANNEXES
ANNEX A: CITY OF PAHOKEE ORGANIZATIONAL CHART
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ANNEX B: EMPLOYEES AND THEIR FAMILIES

This Annex provides guidance for developing a family emergency plan specific to residents of Pahokee and the
broader Palm Beach County area. Emergencies in this region, such as but not limited to. hurricanes, flooding
from Lake Okeechobee, severe storms, or extended power outages can occur with little warning. A prompt and
informed response can make a critical difference in preventing injury or loss of life. For this reason, it is essential
that employees and their families create and maintain a family emergency preparedness plan.

Planning ahead is one of the most effective ways to stay safe. Families should develop a written plan and hold
a household meeting to ensure that all members understand their roles and responsibilities. The plan should
include:

1. A designated meeting place inside the home and a secondary location outside the immediate
neighborhood (in case evacuation is required due to flooding or storm damage).

2. Awareness of local evacuation zones and routes established by Palm Beach County, particularly
important for low-lying areas near Lake Okeechobee.

3. Anout-of-area emergency contact (friend or relative) who can serve as a central point of communication
if local phone or internet service is disrupted.

4. Familiarity with local alert systems such as AlertPBC, which provides real-time emergency
notifications.

Family preparedness in Palm Beach County should reflect the expectation that households may need to be self-
sufficient for at least 5 to 7 days, especially following major hurricanes when services may be delayed. Current
regional recommendations include maintaining:

A supply of water (one gallon per person per day for at least 7 days)
Non-perishable food for each household member and pets

Necessary medications and medical supplies

Backup power sources (such as battery packs or generators used safely outdoors)
Flashlights, batteries, and a NOAA weather radio

Important documents stored in waterproof containers

N o g~ wDdE

Personal hygiene and sanitation supplies

Residents of Pahokee should also consider the unique flood risks associated with the area and plan accordingly,
including elevating important belongings and understanding shelter locations within Palm Beach County.

For the most current guidance, families are encouraged to consult resources, like the one found on pages 30-32,
provided by the Palm Beach County Division of Emergency Management and stay informed throughout
hurricane season (June 1 — November 30).
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Week 1

71 1 Gallon of water per person per day

for at least 5 days, for drinking
and sanitation

71 Sandwich bread (freeze unti! needed)

71 3 Boxes of quick energy snacks
(Le. granola bars or raisins)

7 2 Cans of ready-to-eat-soup

71 1 Box of crackers

7 Dry cereal

71 4 Cans of frult

7 1 Jar of jelly or jam

71 1 Large can of juice

7 Instant coffee/tea/
powdered drinks

Water will be needed for drinking,
cooking, and bathing. Store enough bottled
water for all members of your family and pets
before the storm. Clean water that could be
used for bathing & washing dishes is in your
water heater.

Health & First Aid

71 1 Bottle of shampoo

71 1 Box sanitary hand wipes/liquid
71 1 Large tube of toothpaste

71 Antiseptic

7 Deodorant

T Tweezers

71 Adhesive bandages, assorted sizes
71 Rolls of gauze or bandages

7 Hydrogen peroxide

7 First Ald book

7 First Ald tape

71 Petroleurn jelly

71 Rubbing alcohol

During a storm, phone and electrical

lines go down. Dangerous weather

conditions prevent emergency

vehicles from responding to

emergency situations. Preparing

yourself and your family with

CPR and First Aid training can save the life
of a loved one.

Week 3

Week 2

Storage

71 2 Boxes of large plastic zip bags
7 Plastic wrap
7 2 Rolls of aluminum foll
7 Assorted plastic containers
with lids
7 3 Boxes heavy-duty garbage bags

71 Waterproof portable plastic
container with id

Preserving Food &
Important Documents

Electrical power can be off
for several days after

a storm, so plan for
power outages.

Also, use waterproof
containers to protect
important papers.

Cleaning & Supplies

1 2 Packages of
paper cups, paper
7 Facial tissues (Le. Kleenex)
7 2 Rolls of paper towels
7 4 Rolls of tollet paper
7 Liquid dish soap
7 Mosquito repellent
7 Matches

Week 4

Use What You Have

Stock up on personal care and cleaning
items. Check your supplies now to make
sure you have these supplies on hand.
Don t forget disposable plates, cups

and utensils, paper towels, and >
toilet paper. Insect repellent and
sunscreen should be included. If
you have an adequate supply
on hand, you will not need to
purchase them when you go

shopping.

In accordance with the provisions of the
ADA, this brochure can be made available in
an alternate format. Contact Emergency
Management at (561) 712-6400.

Rev. 05/14

TO DO LIST
Before the Season Starts

71 Make a family plan. Who does
what and where will your family
ride out the storm

71 Locate your water meter and
electrical shutoff

7 Know the disaster plan of your
child s school or daycare

71 Trim trees and store loose objects

7 Install/test your smoke detector

71 Use a video camera to tape the
contents of your home and store
videotape with a friend who lives
out of town

'lmmommmmd

7 Make plans to board your pet if
you plan to go to a shelter
7 Obtain cash or travelers checks

) Establish an out-of-state contact
to call in case of emergency

Emergency Supply Kit
Shopping List

Everyone needs to prepare for
emergency situations, but shopping
for supplies can be expensive and
strenuous. Shopping for items a little
at a time before an event, can reduce
the stress of recovery by avoiding
long lines and empty shelves.

Get a Head Start

& Be Prepared!

Keep in a Waterproof
Portable Container
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oy
7 Extra supply prescription
medication(s)

7 Aspirin and/or acetaminophen

7 Anti-diarrhea medicine
7 Adukt vitamins

T Thermometer

Special Needs Shelter

The county Special Needs Shelter y
accepts residents with a physical condition
requiring medical or nursing care that cannot
be provided for in a general population shelter.
Individuals must be able to sleep safely on a
cot or mat and meet one of the following
criteria:

- Nesd Ing asst with medicat)
or medical care administration

. -hlmormdmlm
or of living but do not
need hospitalization

* Nead dectrical power for dical

equipment
Pre-registration Is required for individuals

needing to use the Special Needs Shelter.

To register call: (561) 712-6400

Smart Supplies Week 9

F

7 Batterles for camping lantern

71 Battery powered camping lantemn
7 Portable camp stove or grill

7 Video or disposable camera

Your Property

Before hurricane season, make a complete
inventory of your valuables and personal
property. Store  important
documents and valuables
in a safe dry place. If you
evacuate, take them with
you if you can. Take a
photo inventory before the storm and then take
photos of any damage after the storm and then
take photos of any damage after the storm for
your insurance adjuster. Be sure that you are
properly insured and understand all of the
conditions of your policy prior to a disaster.
This will save you from unfortunate surprises
during recovery.

1

Commeon Tools Week 6
7 Battery operated radio

n)

7 Flashlight batteres

i
§
¥

1

e

mask

safaty goggles

Local media are your primary
source of information during
disaster. They work with the
Emergency Operation Center to provide
up-to-date information that can keep you
safe. Be sure to hawve a battery-operated
radio and stock up on plenty of batteries.
Stay informed about weather conditions,
hazards, closed roads, curfews, and relief
center locations.

§
5

a0l
-

:

Helpful Supplies
7 Games/activities for kids/family
71 Extra radio batteries

71 Local and state road maps

7 Gas cans

7 Manual can opener

Damage after a hurmicane is
unpredictable. [t can take
several days, and in some
cases, several weeks to

restore power. Crews

will begin work as soon

as they can to clear

roads and restore
services. Be patient.
Plan for loss of power,

phones, water, and cable

television. Have activities on hand for your
family. Remember that ewveryone in the
community is experiencing the same disaster.

DO HOT HOARD FUEL.
Work together and help your nefghbor.

Week 10

He:wy Tools Week 7

1 Plywood & fasteners to cover
windows

1 Tarpaulin, canvas for temporary
roof repair

1 Handsaw and/or chain saw & fuel
7 Asscrted nails
7 Wood screws
1 Hatchet
7 Crowbar

Maost  hurricane  related
injuries occur after the storm

when people are cleaning up debris. Wear
proper safety gear, make sure you know
how to properly use power tools and
machinery and never work alone. It may be
best to hire skilled and insured professionals
to do some work.

7 ABC cartified fire axtinguisher
1 Smoks d with b v
7 Carban monoxide detector

Everyday Supplies

Disasters can happen without waming. It is
a good idea to have disaster supplies on
hand year-round. Make sure you always
have a working fire extinguisher, smoke
detectors, and a carbon monoxide detector.
These items save lives =

and reduce property (
damage. To reduce risk °

of fire, DO NOT USE ‘A
CANDLES. Mever use a
generator or charcoal grill
inside your home or
inside your garage.

Special Items Week 8

7 Special foods for special diets
) Extra hearing ald batteries
7 kems for denture care

Only you know what you need. Some families
will need special items added to their disaster
list. These include baby food and baby care
items as well as itemns for your pet. Make sure
you have spare batteries for your hearing aid
and a spare pair of eyeaglasses. Remember pets
general shelters. If you live in

are not allowed in
an evacuation zone, pels can be
for the Pet Shelter by calling
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Martin County

LMM‘M- MW Linton |

Glades Rd

"
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Broward County

‘%- Ha-Bive Forest Hill Biva 0
b
{7) : 10th Wy b
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Glades
Area
Shelters

Zone A:

Evacuate if you live in a
manufactured/mobile home;
have substandard construction;
or live in a flood-prone area.

John L Evans Rd

1. Independence Middle School

o

4. Seminole Ridge High School

Loxahatchee 33470

wn

o

. Forest Hill High School

6901 Parker Ave, West Palm
8. John I Leonard High School
9. Park Vista High School
10. Boynton Beach High School

2455 W Atlantic Ave, Delray
12. Boca Raton High School

14. Lake Shore Middle School

15. Pahokee Middle School

IMPORTANT: Not all shelters will be opened
at the same time. Stay tuned to local TV and
radio for shelter opening announcements.

4001 Greenway Dr, Jupiter 33458
2. Palm Beach Gardens High School
4245 Holly Dr, Palm Beach Gardens 33410
Dr Mary McLeod Bethune Elementary School
1501 Avenue U, Riviera Beach 33404
4601 Seminole Pratt Whitney Rd,
. West Gate Elementary School

1545 Loxahatchee Dr, West Palm Beach 33409

7. Palm Beach Central High School

8499 Forest Hill Blvd, Wellington 33411

4701 10th Ave N, Greenacres 33463

7900 Jog Rd, Lake Worth 33467

4975 Park Ridge Blvd, Boynton Beach 33426

11. Atlantic Community High School

1501 NW 15th Ct, Boca Raton 33486
13. West Boca Raton High School

12811 Glades Rd, Boca Raton 33498

425 W Canal St N, Belle Glade 33430

850 Larrimore Rd, Pahokee 33476

Beach 33405

Beach 33445

Risk Shelters
With Evacuation Zones
IR e A - See Taxt Box Above Zome C

Shelter INZcne B INZ one D

IR Zone € | | roreremiy o tuas 2 pancter popons. & 22 sve wit

Z77AZ0NE L || & ow peoitn medteg toes ang use o nussss of tva data
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Bt Cowly Backaara ay 3G M w3 es helle Suieiind
B i AT e T EWAEE) A p O] wa e &

P B ch Couary e Ao 15 y64 O g Ts pary o aoy Soect
AR B OO O S SNy Larage

FOR OFFICIAL USE ONLY

43



City of Pahokee COOP

May 2026

ANNEX C: COOP RESPONSIBILITIES

This annex identifies departmental continuity responsibilities necessary to support the continued performance
of Mission Essential Functions (MEFs) during a Continuity of Operations (COOP) activation. Responsibilities

identified herein are intended to supplement normal departmental operations and shall be carried out in
coordination with the City’s Emergency Operations Plan (EOP), the National Incident Management System
(NIMS), applicable mutual aid agreements, and coordination procedures established by the Palm Beach
County Division of Emergency Management.

All departments shall maintain the capability to support continuity operations, personnel accountability,
records protection, interoperable communications, emergency coordination, and restoration of essential
governmental services during emergencies or operational disruptions. Department directors shall ensure
continuity personnel are familiar with assigned responsibilities and applicable departmental continuity

procedures.

Normal Operations

COOP Responsibilities

City Manager

e Communicate with City Commissioners
o Notification of COOP event declaration
o Notification of relocation status
Coordinate all City functions
Conduct staff meetings with Department Directors
Establish short term housing (staff) if necessary
Determine long range goals
o Establish Reconstitution Plan
e Evaluate immediate financial needs of the City
o Provide financial report to City Commissioners
e Meet with County and State agencies as necessary

City Clerk

e Maintain contact with City Manager and City Commissioners
e Contact Cemetery Coordinator to assure continuation of services
e Assess damages to office and records storage area
o Take pictures of damages
Provide public records and other requests for information
Maintain records of event
Assist with social media and community notifications
Coordinate calendars for City Commissioners and committees
Restore departmental vital records
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e Assess City’s immediate financial needs
o Communicate with Department Directors
o Prepare emergency budgets as needed
e Ensure continuation of payroll process
e Establish contact with vendors (accounts payable/receivable)
from alternate location
e Provide emergency bill paying
e Meet with vendors/contractors as necessary
e Meet with local, State, and Federal agencies as necessary
e Assist with relocation of personnel and equipment

Finance
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Normal Operations

City Manager

COOP Responsibilities

Authorize activation and implementation of the COOP in accordance with
established authority and succession procedures.

Coordinate continuity of government and continuity operations Citywide.
Maintain communication and coordination with the City Commission, Charter
Officers, Palm Beach County Emergency Operations Center (EOC), state
agencies, and partner organizations.

Conduct continuity coordination meetings with department directors and
continuity personnel.

Establish operational priorities and continuity objectives.* Coordinate emergency
declarations, continuity relocation decisions, and reconstitution activities.
Evaluate emergency financial and operational resource requirements.
Coordinate with county, state, and federal agencies regarding disaster response,
recovery, and assistance programs.

Ensure continuity of Mission Essential Functions (MEFs).

City Clerk

Maintain continuity of legislative and official records functions.
Coordinate communication with the City Commission and continuity
personnel.

Maintain and protect vital records, resolutions, ordinances, meeting
records, and official City documentation.

Support continuity of public records access in accordance with Chapter
119, Florida Statutes, as conditions permit.

Document continuity events, emergency actions, and continuity decisions.
Coordinate public information support, emergency notifications, and
continuity-related communications in coordination with authorized Public
Information functions.

Coordinate continuity of cemetery records and administrative support
functions.

Support restoration and recovery of departmental records systems.

Finance Department

Coordinate continuity of financial operations, payroll, accounts payable, and
emergency procurement activities.

Assess emergency financial impacts and operational funding requirements.
Support emergency purchasing and financial tracking associated with continuity
and disaster operations.

Coordinate with vendors, contractors, financial institutions, and governmental
agencies as necessary.

Maintain continuity of financial systems and records.

Coordinate restoration of financial software, telecommunications, and information
technology support in coordination with contracted providers.

Maintain documentation necessary for reimbursement, grant management,
insurance claims, and disaster recovery assistance.

46
FOR OFFICIAL USE ONLY



City of Pahokee COOP

May 2026

Community & Economic
Development

Coordinate continuity support for community recovery and economic stabilization
activities.

Provide status information and recovery-related information to residents,
businesses, and partner agencies as authorized.

Coordinate with local, county, state, and federal agencies regarding disaster
assistance and recovery programs.

Support damage documentation, recovery planning, and grant coordination
activities.

Coordinate resource support operations including food, water, and emergency
supply coordination as assigned.

Support WebEOC or other emergency management reporting systems as
applicable.

Building, Planning &
Zoning / Code
Enforcement

Conduct and coordinate post-disaster damage assessments and safety inspections.
Assess structural safety and habitability of impacted facilities.

Coordinate permitting, inspection, and code enforcement activities necessary to
support continuity and recovery operations.

Provide damage assessment information to City leadership and authorized
emergency management agencies.

Coordinate with Palm Beach County, the State of Florida, and federal agencies
regarding Preliminary Damage Assessments (PDAS) and recovery operations.
Support re-entry and recovery operations in accordance with applicable codes and
emergency procedures.

Human Resources

Maintain employee accountability and emergency contact information.
Coordinate continuity staffing assignments and personnel notifications.

Support payroll processing and continuity personnel documentation.

Coordinate personnel policies and workforce continuity procedures during
emergency operations.

Maintain insurance and personnel records necessary to support continuity
operations.

Coordinate employee assistance, counseling, and support services as appropriate.
Support continuity training, personnel readiness, and continuity staffing
coordination.

Public Works

Maintain continuity of essential public infrastructure and operational support
services.

Conduct debris clearance and roadway accessibility operations.

Support emergency fuel access and fleet continuity operations.

Coordinate stormwater management, sanitation support, and infrastructure
stabilization activities.

Conduct damage assessments and document infrastructure impacts.

Support restoration of traffic control devices and essential utilities coordination.
Maintain operational readiness of City facilities, equipment, and fleet assets.
Support alternate facility setup, continuity relocation, and logistics operations .
Coordinate with Palm Beach County, utility providers, contractors, and mutual aid
partners as necessary.
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e Assess Parks & Recreation facilities for operational readiness and safety.

e Support continuity operations involving public facilities, shelters, Points of
Distribution (PODs), and emergency support operations as assigned.

e Assist with relocation of personnel, operational resources, and continuity
equipment.

e Support coordination with partner agencies including the American Red Cross and
other emergency support organizations.

e Assist with shelter support operations and continuity logistics as directed.

e Support restoration of recreational and community support services during
recovery operations.

Parks & Recreation
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ANNEX D: NOTIFICATION

Upon declaration of a COOP event:

HR notifies HR Notifies
insurance carries Department

Heads/Directors

|

Directors notify
staff and relay
COOP event
instructions

|

Staff confrim
reciept of COOP
instructions
Directors

!

Directors Report
confirmation of
reciept to City
Manager

COOP Event
Declaration

l

City Manager
notifies City
Clerk and Human
Resources

COOP Plan is
executed by City
staff and Local
agencies

l

City Manager
declares COOP
complete after

COOP event

ceases

l

Resume Normal
Opperations

Clerk notifies City
Commision and
Cemetery
Coordinator

l

City Commission
confims reciept of
COOP event
declaration

Cemetery
Coordinator
confirms reciept of
COORP instructions

l

City Clerk reports
confirmation of
reciepts, and
updates media

l

City Manager
notifies local
emergency
response agencies

.
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ANNEX E: KEY CITY CONTACTS

Keith Babb Jr, Mayor
561.905.7858 (cell)

Brenda L. Bryant, City Manager
561.905.7944 (cell)
561.924-5534 ext. 2000(office)

Raquel Prince

HR/Risk Management Director
561.755.0117(cell)
561.924.5534 (office)

I[sabelle J. McDonald, Vice Mayor
772.647.0267 (cell)

Nylene Clarke, City Clerk
561.914.0893 (cell)
561.924-5534 ext. 2006(office)

Alvin Johnson,
Dir.Public Services
561.985.4371 (cell)
561.924.7832 (office)

James H. Scott

Burnadette Norris-Weeks

Tamara Dowdell
Finance Director

Sanquetta Cowan-
Williams, Commissioner
561.905.7518 (cell)

Executive Assistant
561.985.1668
561.924.5534 ext 2013

Commissioner City Attorney
561.449.4705 (cell) 954.527.2210(office) ggi'ggi'gggi g‘;{‘zlg (.
Thanahjha Jefferson, Nohemi Polanco,

Mgr. Building, Planning & Zoning
561.985.0531 (cell)
561.924.5534 (office)

Everett D. McPherson, Sr
561.905.6220
Commissioner

Pegy Boule-Washington

Dir. Community &

Economic Development
561.985.3984 (cell)
561.924.5534 ext. 4005 (office)

Gregory Williams,

Dir. Parks & Recreation
561.985.0526 (cell)
561.924.2972 (office)

Outside Agencies

Office

Lieutenant Seth Perrin,
District 12 Commander
561.906.4205 (cell)
561.992.1461 (office)

Palm Beach County Sherriff’s

Palm Beach Fire Rescue

Gerry Jaramillo,
District Chief
561.758.3191 (cell)
561.992.0421 (office)
561.924-9267 (office)

Palm Beach County Solid
Waste Authority
561.640.4000 (office)

FPL- Julio Barcaracel
561.742.2098
561.697.8000

PBCWUD —
561.704.4600
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Martin County Sherriff’s Martin County Fire Rescue Martin County Petroleum
Office 772.288.5710 772.287.1900
772.220.7000

State of FL. Cemetery
Services

850.413.3039

Contracted Agencies

IT Support Big Dog

_ Express
Mark Liskay 561.924.9250
561.676.0635 (office)
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ANNEX F: DRIVE AWAY AND PERSONNEL KIT CONTENTS
The following table provides a list of suggested items to include in a drive-away Kkit.

M ‘ Drive-Away Kits (Suggested Items)
O Laptop + Charger

L] Extra Disks/Flash Drives

O Cell Phone + Charger

O Contact Lists

O Copy of COOP and checklists, Emergency Plan

O Maps and/or directions to Alternate Facility

L] Alternate facility access information (keys, door codes, etc.)
] Flashlight + batteries

L] First Aid Kit

] Paper + pen or pencil

L] Tools

The following table provides a list of suggested items to include in a personal preparedness bag.

‘ Personal Preparedness Bag (Suggested Items)

Changes of clothing

=

Cash and credit cards

Prescriptions and other medicines

Telephone contact list

Identification (driver’s license, state ID)

Personal cell phone + charger

Basic toiletries + towel

oo |\o|gjgoog

Hand sanitizer
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ANNEX G: IT RECOVERY PLAN

The Information Technology (IT) Recovery Plan establishes procedures and requirements necessary to
restore critical information systems, communications capabilities, applications, and data required to

support the City’s Mission Essential Functions (MEFs) during and following a Continuity of Operations
(COOQORP) event.

This annex supports continuity of government operations by providing a framework for the protection,
backup, recovery, and restoration of technology systems and information resources essential to City
operations. The IT Recovery Plan shall be coordinated with the City’s overall COOP, cybersecurity
practices, records management requirements, vendor support agreements, and emergency management
procedures.

The City shall maintain the capability to restore essential technology services and data systems in
accordance with operational priorities, Recovery Time Objectives (RTOs), Recovery Point Objectives
(RPOs), cybersecurity standards, and applicable legal and regulatory requirements.

The City’s IT continuity and recovery capabilities shall be maintained consistent with applicable federal
and state guidance, including cybersecurity and continuity planning principles established by the Federal
Emergency Management Agency, the Cybersecurity and Infrastructure Security Agency, the Florida
Division of Emergency Management, and operational coordination standards applicable within Palm
Beach County Division of Emergency Management.

IT Recovery Objectives

The City’s IT recovery objectives are to:

« Protect critical systems, applications, networks, and operational data;

« Maintain continuity of Mission Essential Functions (MEFs);

« Restore critical communications and operational systems within established recovery objectives;
o Ensure secure backup and recovery of electronic records and databases;

« Maintain cybersecurity protections during continuity operations and recovery activities;

e Support alternate facility and remote continuity operations; and

o Minimize operational disruption, data loss, and service interruptions.
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IT Recovery Planning Requirements

The City shall maintain current IT recovery procedures, inventories, vendor support agreements, backup
systems, and continuity documentation necessary to support continuity operations. The following IT
continuity and recovery measures shall be maintained to the extent practicable:

IT Governance and Vendor Support
[0 Maintain current IT support agreements that include continuity operations,
disaster recovery support, cybersecurity response, and emergency service
provisions.

[0 Ensure vendor contracts include clearly defined:
e Recovery Time Objectives (RTOs);
o Recovery Point Objectives (RPOs);
e Service level expectations;
o Emergency response timeframes;
« Backup and restoration responsibilities; and
o Cybersecurity incident response procedures.

[0 Maintain current contact information for all IT vendors, cloud service
providers, telecommunications providers, and software support contractors.

0 Require contracted IT vendors to maintain documented business continuity
and disaster recovery capabilities appropriate to the services provided to the
City.

Hardware, Software, and Systems Inventory

[0 Maintain a current inventory of hardware, software, systems, applications,
cloud services, and network infrastructure supporting Mission Essential
Functions.

O Inventory documentation should include, where applicable:
e Equipment type and configuration;
o Make, model, and serial number;
o Assigned department or function;
« Software licensing information;
o Network configuration information;
o Backup locations; and
e Support vendor information.

[0 Maintain updated network diagrams and systems architecture documentation
sufficient to support emergency restoration activities.

[0 Ensure continuity personnel have access to portable computing devices or
remote access capability necessary to support continuity operations.
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Data Backup and Recovery

[0 Maintain secure and redundant backup systems for critical applications,
operational databases, financial systems, email systems, and electronic records.
[ Utilize cloud-based, off-site, or geographically redundant backup solutions
for critical systems and records when feasible.

[0 Conduct routine automated backups of critical systems and operational data.

[ Periodically test backup restoration procedures to verify recoverability and
operational functionality.

[ Protect backup systems and storage media using appropriate physical security
and cybersecurity controls, including encryption where appropriate.

[0 Maintain secure storage for removable backup media, if utilized, in fire-
resistant and water-resistant locations.

[0 Ensure backup procedures support applicable records retention requirements
and continuity operations.

Continuity Communications and Remote Operations

[0 Maintain continuity communications capability sufficient to support
emergency coordination, alternate facility operations, and remote continuity
operations.

[0 Ensure continuity personnel can access critical systems remotely through
secure remote access methods when appropriate.

[0 Coordinate continuity telecommunications support with contracted
telecommunications providers and emergency support partners as necessary.

[0 Maintain procedures for emergency restoration of internet, email, voice
communications, and network connectivity.

Cybersecurity and Incident Response

[0 Maintain cybersecurity protections and incident response procedures capable
of supporting continuity operations during cyber incidents, ransomware events,
or technology disruptions.

[ Coordinate cybersecurity response activities with contracted IT providers, law
enforcement agencies, emergency management agencies, and other authorized
support organizations as appropriate.

O Ensure continuity planning addresses protection of sensitive information,
confidential records, authentication systems, and operational technology systems
during continuity events.

[0 Maintain procedures for isolating, restoring, and validating compromised
systems prior to returning systems to operational status.
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IT Recovery Testing and Validation

[0 Conduct periodic testing and validation of IT continuity and disaster recovery
procedures.

[ Test backup restoration procedures for critical systems and applications on a
periodic basis.

[ Validate the operational capability of alternate systems, remote access
procedures, and continuity communications methods.

00 Document deficiencies, corrective actions, and improvement
recommendations identified during exercises, testing activities, or actual
continuity events.

[0 Coordinate IT continuity exercises with the City’s broader COOP testing,
training, and exercise program.

Records and Documentation
The following documentation shall be maintained and periodically updated as part of the IT Recovery

Plan:

e Current IT vendor contracts and service agreements;

e Hardware and software inventories;

e Network and systems diagrams;

e Backup schedules and recovery procedures;

e Emergency contact lists;

e Licensing and subscription information;

e Cybersecurity procedures and incident response contacts; and
e Alternate systems and continuity access procedures.

IT recovery documentation containing sensitive security information, system architecture information,
passwords, authentication procedures, or cybersecurity-related information shall be protected from
unauthorized disclosure in accordance with applicable law, cybersecurity standards, and City policies.

Plan Maintenance
The IT Recovery Plan shall be reviewed and updated periodically, and following significant system
changes, cybersecurity incidents, vendor changes, technology upgrades, or continuity activations. The City
shall coordinate updates with applicable departments, continuity personnel, IT vendors, and operational
stakeholders to ensure the plan remains current and operationally effective.
IT support contracts with outside vendors should be kept up to date.
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ANNEX H: ALTERNATE LOCATION/FACILITY INFORMATION

This annex identifies City facilities and alternate operating locations that may be utilized to
support Continuity of Operations (COOP) activities during emergencies, disasters, or operational
disruptions affecting primary facilities. Alternate facilities support continuity of government and
continuation of Mission Essential Functions (MEFs) when primary facilities are inaccessible,
damaged, unsafe, or otherwise unavailable for occupancy.

The City may utilize City-owned facilities, partner agency facilities, temporary leased facilities,
mutual aid locations, remote work environments, or other suitable operational locations as
necessary to sustain continuity operations. Selection and activation of alternate facilities shall be
coordinated by the City Manager or designee in consultation with applicable department directors
and emergency management partners.

Alternate facilities shall be evaluated for operational capability, accessibility, communications
capability, safety, utility availability, information technology support, staffing requirements, and
ability to support continuity operations consistent with applicable continuity planning guidance
and operational needs.

Locations (owned/operated by City)

Facility Address Potential Continuity Use

207 Begonia Drive,
City Hall Pahokee, Florida
33476

360 East Main Street,
Parks and Recreation Facilities | Pahokee, Florida

Primary administrative and
governmental operations

Alternate operations, shelter
support, POD operations

33476

190 North Lake Limited operational support
Marina Facility Avenue,Pahokee, and staging

Florida 33476

1001 Rim Canal Road,

Public Services Maintenance Pahokee, Florida

Public Works and logistics

Shop 33476 support
171 Nérth Lake Public infrastructure continuit
Public Works Offices Avenue, Pahokee, y

Florida 33476 operations

23900 SW Kanner
Port Mayaca Cemetery Facility | Highway, Canal Point,
Florida 33438

Cemetery and records support
operations

Additional temporary or alternate continuity facilities may be designated by the City Manager or
designee based upon operational conditions, facility availability, infrastructure impacts,
accessibility, and continuity requirements.
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ANNEX I: ALTERNATE LOCATION CHECKLISTS

The following table provides suggested characteristics and conditions to consider when
selecting an alternate operating facility.

Suggested Alternate Facility Evaluation Criteria

Capability to support continuity operations in a safe and secure environment.

Ability to support Mission Essential Functions (MEFs) within established Recovery Time Objectives (RTOs).
Adequate workspace, utilities, furnishings, and operational infrastructure for continuity personnel.
Availability of reliable electrical power, internet connectivity, telecommunications, and interoperable
communications capability.

Capability to support continuity operations for extended durations, including prolonged recovery operations
if necessary.

Availability of potable water, sanitation facilities, food access, and employee support resources.
Availability of information technology systems, remote access capability, and operational software required
to support continuity operations.

Accessibility of vital records, databases, continuity plans, and operational documentation.

Appropriate physical security measures and access control capability.

Capability to support personnel health, safety, accessibility, and operational readiness.

Geographic separation sufficient to minimize exposure to the same hazards impacting the primary facility
when practicable.

Availability of nearby support services, including healthcare facilities, lodging, fuel access, and emergency
support resources.

Compliance with applicable building safety requirements, operational safety standards, and emergency
accessibility considerations.

Capability to coordinate with Palm Beach County emergency management operations and emergency
support systems.
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ANNEX J: MUTUAL AID AGREEMENT FORM B

MU L AID AGREEMENT
FORM B
REQUEST FOR ASSISTANCE by (check one):
(=] City of Belle Glade
(=] City of Pahokee

Describe the damage sustained or threatened:

Identify the specific operations for which the assistance is needed:

Describe the type of assistance needed with specificity and the estimated time each will

be needed:
Estimated Time Needed

Personnel (list positions or skills needed)

hours/days/weeks
Equipment (list quantity and description)

hours/days/weeks
Services (specify)

hours/days/weeks

Supplies (specify)
e hours/days/weeks
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Describe any public infrastructure for which assistance will be needed:

Describe any sites or structures outside the territorial jurisdiction of the City needed as
centers to stage incoming personnel, equipment, supplies, services or other resources:

Identify the following to meet and receive the personnel and equipment:

Place/L.ocation: ‘

Date:
Time:
Provide a technical description of any communication or telecommunication equipment

needed to ensure timely communications between the Requesting Party and the Assisting
Party:
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ANNEX K: MASTER COOP CHECKLIST

This checklist provides a general operational framework for continuity activation, relocation, continuity
operations, and reconstitution activities. Actual response actions may vary depending on the nature,
severity, and duration of the emergency or operational disruption.

| Task Responsibility Related Plan Section
Assess incident conditions City Manager / Department EOP / COOP Activation
and implement applicable Directors
emergency response
procedures and Emergency
Operations Plan (EOP)
Confirm immediate life safety and | City Manager / Public COOP Activation
emergency response priorities are | Works / Emergency
addressed Responders
Implement evacuation, shelter-in- | City Manager / COOP Activation

place, or protective actions as
necessary

Department Directors

Notify City personnel and
continuity staff of continuity
activation

City Manager / Human
Resources / City Clerk

Alert and Notification

Identify available continuity
leadership and succession
personnel

City Manager

Orders of Succession

Conduct damage and operational
impact assessments

Building, Planning & Zoning /
Public Works

Damage Assessment

Activate continuity operations and
designate continuity facilities

City Manager

Alternate Facilities

Identify Mission Essential
Functions (MEFs) requiring
continuity support

City Manager / Department
Directors

Essential Functions

Coordinate restoration of
communications and IT systems

Finance / IT Support Providers

IT Recovery

Relocate continuity
personnel, records, and
operational resources

Human Resources / Department
Directors

Relocation Procedures

Coordinate emergency
procurement and continuity
resource support

Finance Department

Resource Management
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Monitor continuity operations and
Recovery Time Objectives (RTOs)

City Manager / Department
Directors

Essential Functions

Assess staffing availability and
operational sustainability

Human Resources / City
Manager

Human Capital
Management

Evaluate reconstitution City Manager / Reconstitution
conditions and facility Building Official

readiness

Develop phased City Manager / Reconstitution

reconstitution and
restoration plan

Department Directors

Restore operations to
primary or long-term
facilities

City Manager /
Department Directors

Reconstitution

Terminate continuity
operations and resume
normal operations

City Manager

COOP Deactivation

Conduct after-action review
and corrective action
planning

City Manager / COOP
Planning Coordinator

Plan Maintenance
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Review criteria for
reconstitution of normal
operations (safety, event status,
building damage, other issues)

City Manager

Page: 22

Develop reconstitution plan.

e Is longer term temporary
space required?

¢ What timeframe will each
Department need to
reconstitute?

e Can IT, phone and
communications functions
be fully restored?

e Does adequate staffing
exist to support return to
normal operations?

City Manager

Page: 22

Relocate functions to “normal” | City Manager
operations facility or long term
temporary facility

Page: 23

Declare COOP event “closed” | City Manager

Page: 14, 22

Review COOP and update with | City Manager
lessons learned.

Page: 27
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ANNEX L: MAPS
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Acronym
ARES
CEMP
COG
COOP
EOC
EOP
FEMA
ICS

MEF
MYSPMP
NIMS
PBC
PBCFR
PBSO
PDA
POD
RPO
RTO

WebEOC

Definition

Amateur Radio Emergency Service
Comprehensive Emergency Management Plan
Continuity of Government

Continuity of Operations Plan

Emergency Operations Center

Emergency Operations Plan

Federal Emergency Management Agency
Incident Command System

Mission Essential Function

Multi-Year Strategy and Program Management Plan
National Incident Management System

Palm Beach County

Palm Beach County Fire Rescue

Palm Beach County Sheriff's Office
Preliminary Damage Assessment

Point of Distribution

Recovery Point Objective

Recovery Time Objective

Web-based incident management and emergency coordination system utilized by

Palm Beach County and partner agencies

65
FOR OFFICIAL USE ONLY

May 2026



