4 Corners Communications, Inc.
3208 Hwy 55

Meadows, ID 83654

(208) 347-4100
info@4comerscomm.com

Managed Service Packages & Cyber Assessments

e Devices/Servers/Workstations/Printers (Patching, Security Updates)
¢ Either automatic or manual patching of all devices/workstations/servers and
identification of upgrades
e Maintenance Activities

v Clean up of devices/workstations and servers
e Support Services for Servers & Workstations

v Technical support for issues impacting operation of devices/workstations & server(s)
® 4 hours per month - onsite or remote @ current hourly rate of $115
e Monthly status/checklist of services provided

*No SLA agreement for response time

*Projects and other work outside of scope of maintenance tier will be billed at an hourly rate
*Truck rolls @ 535 (outside of primary service areas of McCall, Lake Fork, Donnelly, New Meadows)

i $760/month

e Servers/Workstations/Printers (Patching, Security Updates)
v~ Either automatic or manual patching of all workstations/servers and identification and
upgrade of firmware as needed.
e Other System Updates {switches/OS for workstations/servers)
® Resource/General Monitoring
v Monthly check of resource availability (storage/backups/connectivity (LAN/WAN))
& Maintenance Activities
«  Clean up of workstations and servers
e Support Services for Servers & Workstations
¢~ Technical support for issues impacting operation of workstations & server(s)
e Monthly monitoring of cybersecurity threats (with real time alerts)
/" Checks on IDS/IPS
v Managed Web Protection/Filtering - Price included up to 20 users/endpoints

e 8 hours per month - onsite or remote @ reduced rate of $105
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4 Corners Communications, Inc.
3208 Hwy 55

Meadows, ID 83654

(208) 347-4100
info@4cornerscomm.com

e Month status/checklist of services provided
e SLA agreement for 48 hour response time

*Projects and other work outside of scope of maintenance tier will be deducted from Tier total
hours. Any overages in time will be billed at hourly rate
*Truck rolls @ S35 (outside of primary service areas of McCall, Lake Fork, Donnelly, New Meadows)

$3,520momh S

Servers/Workstations (Patching, Updates, ect)
v Either automatic or manual patching of all workstations/servers and identification and
upgrade of firmware as needed.
e System Updates (switches/printers/0S for workstations/servers)
e Resource/General Monitoring
+" Monthly check of resource availability (storage/backups/connectivity (LAN/WAN))
e Maintenance Activities
v Clean up of workstations and servers
® Support Services for Servers & Workstations
v Technical support for issues impacting operation of workstations & server(s)
e Weekly monitoring of cybersecurity threats (with real time alerts)
v~ Checks on IDS/IPS
v/ Managed Cyber Awareness(Phishing emails/Training) - Price Included up to 20
users/endpoints
v/ Managed Web Protection/Filtering - Price included up to 20 users/endpoints
o Weekly monitoring, reviewing of log files on Endpoints, Firewall/Web Filters
¥ Installation and weekly review of sysmon logs
e *16 hours per month - onsite or remote @ reduced rate of 595
e *SIA agreement for 12 hour response time
*Projects and other work outside of scope of maintenance tier will be deducted from Tier total hours.
Any overages in time will be billed at hourly rate.

*Truck rolls @ 535 (outside of primary service areas of McCall, Lakefork, Donnelly, New Meadows)
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3208 Hwy 55

Meadows, ID 83654

{208) 347-4100
info@4cormerscomm.com

Standalone 4CC managed services (add to tler or use alone)

:::MANAGED'CYBERT,’ WARENESS PROGRAM ! $7/per emploveej

Online Cyber Awareness Training - Phishing emails  Reporting on employee/organization progress

{’MANAGE WEB p mecnom/m?smwe  |S)peremployee

Malware Blocking, Content Filtering, Phishing Prevention, Malicious Detection Service

51900/month‘§

Tier 3 Services+
20+ hours per month @ reduced rate of $95
SLA agreement for 8 hour response time

No Truck Roll charge

Cyber Security/IT Assessment Packages
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4 Corners Communications, Inc.
3208 Hwy 55

Meadows, ID 83654

(208) 347-4100
info@4cornerscomm.com

Identification of Infrastructure and Assets in the Organization

Network Scan of permissions & network

Vulnerability Assessment - Basic

Evaluation of Administrative/Physical and Technical controls in place
Evaluation and report aligning with the NIST Cybersecurity Framework
Simple Scorecard

Create a Plan of Action

)

| 85000 {one time cost]

ENHANCED [T/CYBERSECURITY ASSESSMENT

Identification of Infrastructure and Assets in the Organization

Network Scan of permissions & network

Vulnerability Assessment - Detailed

Suggested prioritization of assessment

Evaluation of Administrative/Physical and Technical controls in place
Evaluation of governance and management of IT services

Evaluation and report aligning with the NIST Cybersecurity Framework
Simple Scorecard

Create a Plan of Action

D T/CYBERSECURITY ASSESSMENT | 815,000 :

one time cost)

Identification of Infrastructure and Assets in the Organization
Network Scan of permissions & network

Vulnerability Assessment - Detailed

Penetration testing Internal & External

Suggested prioritization of assessment

Evaluation of Administrative/Physical and Technical controls in place
Evaluation of governance and management of IT services

Evaluation and report aligning with the NIST Cybersecurity Framework
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4 Corners Communications, Inc.
3208 Hwy 55

Meadows, ID 83654

(208) 347-4100

info@4cormerscomm.com

e Simple Scorecard
e Create a Plan of Action

e Ongoing Vulnerability Assessment ($5,000 value)

MANAGED CYBER AWARENESS PROGRAM

Online Cyber Awareness Training - Phishing emails  Reporting on employee/organization progress

Malware Blocking, Content Filtering, Phishing Prevention, Malicious Detection Service

*Strategic/Cyber Security Consultation Rate S$125/hr (1 hr minimum)
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