
BUSINESS ASSOCIATE AGREEMENT 

 THIS BUSINESS ASSOCIATE AGREEMENT (the "Agreement") is made as of the                
_____________, 2024, ("Effective Date") by and between Mangum Regional Medical Center 
("Covered Entity") and Sinor EMS, ("Business Associate").  

RECITALS 

 A. Covered Entity and Business Associate are parties to a certain agreement (the 
"Services Agreement") pursuant to which Business Associate provides certain services to the 
Covered Entity and, in connection with those services, the Covered Entity discloses to Business 
Associate certain individually identifiable protected health information ("PHI") that is subject to 
protection under the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), the 
American Recovery and Reinvestment Act of 2009 ("ARRA") and the associated regulations, 45 
CFR Parts 160 and 164 (the "Privacy Rule"), as amended from time to time.  

 B. The parties desire to comply with the HIPAA standards for the privacy and security 
of PHI of patients of the Covered Entity.  

 NOW, THEREFORE, for and consideration of the recitals above and the mutual covenants 
and conditions contained herein, the parties enter into this Agreement to provide a full statement 
of their respective responsibilities.   

SECTION 1 - Definitions 

1.01 Reference to HIPAA Rules.  

The following terms used in this Agreement shall have the same meaning as those terms in the 
HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care 
Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health 
Information, Required By Law, Secretary, Security Incident, Subcontractor, Unsecured Protected 
Health Information, and Use. 

1.02 Specific definitions. 

 (a) Business Associate.  "Business Associate” shall generally have the same meaning as 
the term “business associate” at 45 CFR 160.103, and in reference to the party to this agreement, 
shall mean Sinor EMS. 

 (b) Covered Entity.  “Covered Entity” shall generally have the same meaning as the term 
“covered entity” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean 
Mangum Regional Medical Center. 

 (c) HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, 
and Enforcement Rules at 45 CFR Part 160 and Part 164. 
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SECTION 2 - Obligations and Activities of Business Associate 

2.01 Performance of Services Agreement.  Business Associate agrees to not use or disclose PHI 
other than as permitted or required by the Services Agreement or as required by law.  

2.02 Safeguards for Protection of PHI.  Business Associate agrees to use appropriate safeguards, 
and comply with Subpart C of 45 CFR Part 164 with respect to electronic PHI, to prevent use or 
disclosure of PHI other than as provided for by the Services Agreement and this Agreement.   

2.03 Mitigation of Harm of Unauthorized Use or Disclosure.  Business Associate agrees to 
mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use 
or disclosure of PHI by Business Associate in violation of the requirements of this Agreement.  

2.04 Reporting of Unauthorized Use or Disclosure.  As soon as practicable, but in no event later 
than ten (10) days, Business Associate agrees to report to Covered Entity in writing any use or 
disclosure of PHI not provided for by the Services Agreement or this Agreement of which it 
becomes aware, including breaches of unsecured protected health information as required at 45 
CFR 164.410, and any security incident of which it becomes aware.  Such report shall contain: 

 (a) A brief description of what happened, including the date of the unauthorized access or 
use of PHI and the date of the discovery of the unauthorized access or use of PHI; 

 (b) A description of the type of unsecured PHI that was involved in the unauthorized access 
or use;  

 (c) Any recommended steps the individual whose PHI was inappropriately disclosed 
should take to protect themselves from the potential harm; and 

 (d) A brief description of what the Business Associate is doing to investigate the 
unauthorized access or use of PHI.  

Business Associate will report such incidents to the Covered Entity's Privacy Officer.  Business 
Associate will, subject to the approval of the Covered Entity, provide breach notifications to 
affected individuals, the HHS Office for Civil Rights (OCR), and potentially the media, on behalf 
of the Covered Entity.  If the Covered Entity elects to be responsible for all required notifications, 
the Business Associate shall reimburse the Covered Entity for the costs associated with the 
notifications.  Such costs will be paid to Covered Entity by Business Associate within thirty (30) 
days of receipt of an itemized invoice from the Covered Entity.  

2.05 Use of Subcontractors.  Business Associate agrees, in accordance with 45 CFR 
164.502(e)(1)(ii) and 164.308(b)(2), if applicable, to contract with any subcontractors that create, 
receive, maintain, or transmit PHI on behalf of the Business Associate whereby such 
subcontractors agree to the same restrictions, conditions, and requirements that apply to the 
Business Associate with respect to such information. 



2.06 Access to PHI.  Business Associate shall make available PHI in a designated record set to 
the Covered Entity, or as directed by the Covered Entity to an individual or the individual’s 
designee, for inspection and copying within ten (10) days of a request by Covered Entity as 
necessary to satisfy the Covered Entity’s obligations under 45 CFR 164.524. 

2.07 Amendment by Business Associate.  Business Associate agrees to make any amendment(s) 
to PHI in a designated record set as directed or agreed to by the Covered Entity pursuant to 45 
CFR 164.526, or take other measures as necessary to satisfy Covered Entity’s obligations under 
45 CFR 164.526, within thirty (30) days of receipt of a request from Covered Entity.  

2.08 Documentation of Disclosures.  Business Associate agrees to maintain and make available 
the information required to provide an accounting of disclosures to the Covered Entity, or as 
directed by the Covered Entity, to an individual, as necessary to satisfy Covered Entity’s 
obligations under 45 CFR 164.528.  Business Associate shall provide such information to the 
Covered Entity within ten (10) days of a request by Covered Entity.  

2.09 Compliance with Patient Right Provisions of Privacy Rule.  To the extent Business 
Associate is to carry out one or more of Covered Entity's obligation(s) under Subpart E of 45 CFR 
Part 164, Business Associate agrees to comply with the requirements of Subpart E that apply to 
the Covered Entity in the performance of such obligation(s).   

2.10 Opportunity to Object.  Business Associate agrees that, if it has a legal obligation to 
disclose any PHI, it will notify the Covered Entity as soon as reasonably practical after it learns of 
such obligation, and in any event within a time sufficiently in advance of the proposed release date 
such that Covered Entity's rights would not be prejudiced, as to the legal requirement pursuant to 
which it believes the PHI must be released.  If the Covered Entity objects to the release of such 
PHI, Business Associate will allow the Covered Entity to exercise any legal rights or remedies the 
Covered Entity might have to object to the release of PHI, and Business Associate agrees to 
provide such assistance to Covered Entity, at Covered Entity's expense, as Covered Entity may 
reasonably request in connection therewith. 

2.11 Access to Books and Records.  Business Associate agrees to make its internal practices, 
books, and records available to the Secretary for purposes of determining compliance with the 
HIPAA Rules. 

SECTION 3 - Permitted Uses and Disclosures by Business Associate 

3.01 Services Agreement.  Business Associate may use or disclose PHI as necessary to perform 
functions, activities, or services for, or on behalf of, the Covered Entity as specified in the Services 
Agreement, provided that such use or disclosure would not violate the HIPAA Rules if done by 
the Covered Entity.  

3.02 Other Permitted Uses and Disclosures.  

 (a) Business Associate may use or disclose PHI to de-identify the information in 
accordance with 45 CFR 164.514(a)-(c). 



 (b) Business Associate may use or disclose PHI as required by law. 

 (c) Business Associate agrees to make uses and disclosures and requests for PHI consistent 
with the Covered Entity’s minimum necessary policies and procedures. 

 (d) Business Associate may not use or disclose PHI in a manner that would violate Subpart 
E of 45 CFR Part 164 if done by the Covered Entity, except for the specific uses and disclosures 
set forth below. 

SECTION 4 – Obligations of Covered Entity 

4.01 Inform of NPP.  The Covered Entity shall notify Business Associate of any limitation(s) in 
the Covered Entity's notice of privacy practices under 45 CFR 164.520, to the extent that such 
limitation may affect Business Associate’s use or disclosure of PHI. 

4.02 Notification of Revocation.  The Covered Entity shall notify Business Associate of any 
changes in, or revocation of, the permission by an individual to use or disclose his or her PHI, to 
the extent that such changes may affect Business Associate’s use or disclosure of PHI. 

4.03 Notification of Restriction.  The Covered Entity shall notify Business Associate of any 
restriction on the use or disclosure of PHI that the Covered Entity has agreed to or is required to 
abide by under 45 CFR 164.522, to the extent that such restriction may affect Business Associate’s 
use or disclosure of PHI. 

4.04 Permissible Requests by Covered Entity.  Covered Entity shall not request Business 
Associate to use or disclose Protected Health Information in any manner that would not be 
permissible under the HIPAA Regulations if done by Covered Entity, except as permitted pursuant 
to the provisions of Sections 2(b), 2(c), 2(d) and 2(e) of this BAA. 

 
4.05 Notice of Amendments. Covered Entity shall notify Business Associate of any 
amendments made by an Individual to Protected Health Information that Covered Entity has 
agreed to in accordance with 45 C.F.R. § 164.526, to the extent that Business Associate relies or 
could foreseeably rely on such amended Protected Health Information. Covered Entity shall 
provide such notice no later than fifteen (15) days prior to the effective date of the change. 

 
4.06 Notice of Potential Problems.  Covered Entity shall provide notice to Business Associate 
of any pattern of activity or practice of Business Associate that Covered Entity believes constitutes 
a material breach or violation of Business Associate’s obligation under the Underlying Agreement 
or Agreement or other arrangement within five (5) calendar days of discovery and shall meet with 
Business Associate to discuss and attempt to resolve the problem as one of the reasonable steps to 
cure the breach or end the violation. 
 
4.07 Notification of Security Incidents.  Covered Entity shall immediately notify Business 
Associate of any Security Incidents or other security issues/concerns with Covered Entity’s 
environment, including, but not limited to, ransomware, where Business Associate performs 
services. Provided, however, that Covered Entity shall not be required to report an immaterial 



incident consisting solely of an unsuccessful attempt to improperly access Electronic PHI that is 
stored in an information system under its control.  

4.08 Privacy/Security.  Covered Entity shall ensure that it follows all generally accepted 
industry practices for privacy and security of its systems, including, but not limited to, the 
requirement for complex passwords, unique user ids, password resets, and the timely granting of 
systematic access and termination of said access when notified.  Further, Covered Entity shall only 
provide to Business Associate access to the minimum necessary PHI required to perform the 
services under the Agreement. 

SECTION 5 - Term and Termination 

5.01 Term. This Agreement shall become effective on the Effective Date and shall terminate on 
the same date that the Service Agreement terminates, or on the date Covered Entity terminates for 
cause as authorized in paragraph (b) of this Section, whichever is sooner.  In addition, certain 
provisions and requirements of this Agreement shall survive its expiration or other termination in 
accordance with Section 7.04 herein. 

5.02 Termination for Cause.  The Covered Entity may immediately terminate this Agreement 
and any related Service Agreement if the Covered Entity makes the determination that the Business 
Associate has breached a material term of this Agreement,  provided an opportunity for Business 
Associate to cure the breach or end the violation and terminate this Agreement and the Service 
Agreement if Business Associate does not cure the breach or end the violation within the time 
specified by the Covered Entity, except that the Covered Entity will immediately terminate this 
Agreement and the Service Agreement if Business Associate has breached a material term of this 
Agreement and cure is not possible.   

5.03 Obligations of Business Associate Upon Termination.  Upon termination of this Agreement 
for any reason, Business Associate, with respect to PHI received from the Covered Entity, or 
created, maintained, or received by Business Associate on behalf of Covered Entity, shall: 

 (a) Retain only that PHI which is necessary for Business Associate to continue its 
proper management and administration or to carry out its legal responsibilities; 

 (b) Return to the Covered Entity or, if agreed to by the Covered Entity, destroy, the 
remaining PHI that the Business Associate still maintains in any form; 

 (c) Continue to use appropriate safeguards and comply with Subpart C of 45 CFR Part 
164 with respect to electronic PHI to prevent use or disclosure of the PHI, other than as provided 
for in this Section, for as long as Business Associate retains the PHI; 

 (d) Not use or disclose the PHI retained by Business Associate other than for the 
purposes for which such PHI was retained and subject to the same conditions set out at Section 
3.02(e) and (f) above which applied prior to termination;  



 (e) Return to Covered Entity or, if agreed to by Covered Entity, destroy the PHI 
retained by Business Associate when it is no longer needed by Business Associate for its proper 
management and administration or to carry out its legal responsibilities; and; 

 (g) Obtain or ensure the destruction of PHI created, received, or maintained by any of 
the Business Associate's subcontractors. 

SECTION 6 – Indemnification and Disclaimer 

6.01 Indemnification.  Business Associate shall indemnify, defend and hold Covered Entity and 
its [parent corporation] and affiliates, their directors, officers, agents, servants, and employees 
(collectively "the Indemnitees") harmless from and against all claims, causes of action, liabilities, 
judgments, fines, assessments, penalties, damages, awards or other expenses of any kind or nature 
whatsoever, including, without limitation, attorney's fees, expert witness fees, and costs of 
investigation, litigation or dispute resolution, incurred by the Indemnitees and relating to or arising 
out of breach or alleged breach of the terms of this Agreement, or a violation of the HIPAA Rules, 
by Business Associate.   

Covered Entity shall indemnify, defend and hold Business Associate and its parent corporation 
and affiliates, their directors, officers, agents, servants, and employees (collectively "the 
Indemnitees") harmless from and against all claims, causes of action, liabilities, judgments, fines, 
assessments, penalties, damages, awards or other expenses of any kind or nature whatsoever, 
including, without limitation, attorney's fees, expert witness fees, and costs of investigation, 
litigation or dispute resolution, incurred by the Indemnitees and relating to or arising out of breach 
or alleged breach of the terms of this Agreement, or a violation of the HIPAA Rules, by Covered 
Entity.   

6.02 Disclaimer.  COVERED ENTITY MAKES NO WARRANTY OR REPRESENTATION 
THAT COMPLIANCE BY BUSINESS ASSOCIATE WITH THIS AGREEMENT OR THE 
HIPAA RULES WILL BE ADEQUATE OR SATISFACTORY FOR BUSINESS ASSOCIATE'S 
OWN PURPOSES.  BUSINESS ASSOCIATE IS SOLELY RESPONSIBLE FOR ALL 
DECISIONS MADE BY BUSINESS ASSOCIATE REGARDING THE SAFEGUARDING OF 
PHI.  

SECTION 7 - Miscellaneous 

7.01 Regulatory References. A reference in this Agreement to a section in the HIPAA Rules 
means the section as in effect or as amended. 

7.02 Amendment. The Parties agree to take such action as is necessary to amend this Agreement 
from time to time as is necessary for compliance with the requirements of the HIPAA Rules and 
any other applicable law.  This Agreement may not be modified, nor shall any provision hereof be 
waived or amended, except in a writing duly signed by authorized representatives of the Parties. 

7.03 Interpretation. Any ambiguity in this Agreement shall be interpreted to permit compliance 
with the HIPAA Rules. 



7.04 Survival.  The respective rights and obligations of Business Associate and Covered Entity 
under the provisions of Sections 2.01, 2.02, 2.03, 2.04, 2.10, 5.03 and 6.01, to the extent applicable, 
shall survive termination of this Agreement indefinitely. In addition, Sections 2.06 and 2.07 shall 
survive termination of this Agreement, provided that the Covered Entity determines that the PHI 
being retained pursuant to Section 5.03 herein constitutes a Designated Record Set.  

7.05 No Third Party Beneficiaries.  Nothing express or implied in this Agreement is intended to 
confer, nor shall anything herein confer, upon any person other than the Parties and the respective 
successors or assigns of the Parties, any rights, remedies, obligations, or liabilities whatsoever.  

7.06 Notices.  Any notices to be given hereunder to a Party shall be made via U.S. Mail or 
express courier to such Party’s address given below, and/or (other than for the delivery of fees) 
via facsimile to the facsimile telephone numbers listed below.  

If to Business Associate, to:  
   

 
 
 

  
 
If to Covered Entity, to: 

 

   
 
 
 

Each party named above may change its address and that of its representative for notice by the 
giving of notice of the change in the manner provided above.  
 
7.07 Counterparts; Facsimiles. This Agreement may be executed in any number of counterparts, 
each of which shall be deemed an original. Facsimile copies of this document shall be deemed to 
be originals.  
 
7.08 Governing Law.  The laws of the State of Oklahoma shall govern the interpretation of this 
Agreement and shall apply in any lawsuit or other dispute arising out of this Agreement, without 
regard to conflict of laws provisions.  
 
IN WITNESS WHEREOF, the parties have hereunto set their hands effective the Effective Date 
first above written.  
 
COVERED ENTITY    BUSINESS ASSOCIATE 

 
By:  _____________________________ By: ________________________________  
 
Print Name:  ______________________ Print Name: _____________________________ 

Sinor EMS, Inc
Attn:  Anne Lambeth, Privacy Officer
1101 Frisco Ave, Clinton, OK 73601

Anne Lambeth



 
Print Title:    ______________________ Print Title: __________________________  
 
Date:   ___________________________ Date:   _____________________________   

President / Privacy Officer
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