
7330 South Alton Way - 12K 
 Centennial, Colorado 80112 

  Phone  | Mobile 720-660-4944 
   justin.land@convergint.com 

 

  
 
December 16, 2024 
  
Huerfano County Quotation: JL27762757P 
401 Main St Project: Huerfano County - Courthouse  

Holding Room Door 
Walsenburg, Colorado 81089 401 Main St 
 Walsenburg, Colorado 81089 
Attention:  Carl Young  
  
  
  

 
 

Total $6,335.22 
 
 

 

Convergint will pull cable from the 1st floor Security Head End Room to the holding room door on 

the 2nd floor. 

Convergint will replace the existing lock on the holding room door and install a new lock that is 

locked from both sides. 

Convergint will install a 2nd card reader on the holding room door. 

Convergint will terminate the cable to the door devices and the existing AMAG board. 

Convergint will program and test the door 

 

 

 

 

. 

 

Project Investment 

Scope of Work 



 

 

 

Convergint’s Core Cyber hardening is an effort to provide a base level of cyber hygiene for the 
systems and devices provided by Convergint. Affected systems and devices can include network 
cameras, servers, workstations, networks, panels, controllers, and other networked devices. 
Unfortunately, within the security integration space, systems are often deployed in a 
predominantly default state; without adequate hardening and are often overlooked by 
traditional IT departments. Hostile actors can compromise these devices and systems to gain an 
initial foothold into an organization’s network and use security devices/systems as a bridgehead 
to delve deeper into the network.   

To combat this risk, Convergint developed device and system hardening practices that, when 
employed, make systems exponentially more difficult to exploit. These practices align with NIST 
Framework, SANS Top 20 Security Controls and manufacturer specific hardening guides.  

As defined by NIST, Convergint “develops and implements appropriate safeguards to ensure 
delivery of critical infrastructure service.” These safeguards include:  

• Ensuring device firmware, credentials, and security settings are current and compatible 

with deployed applications.  

• Installing applications and software while limiting the installation to only the required 

components, services, and ports.  

• Establishing server and workstation controls to minimize additional risk by applying 

policies, strong credentials, firewall settings, and patches.  

• Corroborating network settings and configurations to reduce points of vulnerability while 

maximizing performance.  

• Providing system wide password and patch management.  

o Convergint utilizes encrypted SecretServer for storage of complex passwords  

  

These core hardening practices are included in this proposal by default. As an additional 
service, Convergint can offer enhanced cyber security consultations as it relates to the systems 
we provide.  These are workshops that provide additional recommendations and 
implementations to further reduce risk. 

  

Cyber Security – Device Hardening / Password and Patch Management 



 

 

 

 

Convergint is proud to present this proposal with a solution we believe meets your needs with 

our highly skilled team of Specialists to design, install, program, test and commission your system 

utilizing best-in-class manufacturer partners. Additional system capabilities or scope additions 

shall be assessed as additional scope and a change order with cost impact will be presented. Each 

change order will require written acceptance. 

 

 

 

1. All work to be performed during normal business hours (7am-5pm) 
2. Convergint PM to provide weekly updates.  
3. Upon contract execution Convergint will invoice 50% of the project price for project 

setup, including: material procurement, engineering, permitting, allocation of 
resources and management. 

4. After the initial invoice, monthly progress billing will include work performed and 
material shipped from manufacturer. Project specific schedule of values and 
percentages to be negotiated. 

5. Convergint extends no warranty to existing devices or devices procured through 
other sources. 

6. Customer acknowledges that supply-chain and shipping difficulties may result in 
unavoidable delays in deliveries of materials despite timely placement of orders and 
efforts by Convergint and its suppliers to avoid such delays. Customer agrees to 
provide Convergint with reasonable extensions of time to the extent of any such 
delays and Convergint agrees to make reasonable efforts to avoid or minimize such 
delays.  Customer further acknowledges that the above-referenced supply-chain 
and shipping difficulties may result in unanticipated increases to Convergint’s 
proposal pricing on products covered by this quote or any resulting agreement and 
that such increases may occur between the time this quote is provided, or any 
resulting contract is executed and the time when Convergint actually purchases the 
products covered by this quote or a resulting agreement.  Customer agrees that it 
will pay any such increase in Convergint’s initial pricing of obtaining the products 
above the proposal pricing upon which the quote or agreement was based, by 
change order or otherwise, and Convergint agrees that it shall make commercially 
reasonable efforts to minimize any such increase. 

  

Change Control Parameters  

Clarifications and Exclusions 



 

 

 
 

Bill of Materials 
 

Line Qty Part Description 
Unit 

Price 
Extended 

Price 
1 Holding Room Door 

2 1.00 
LC-8272-24V LL 

32D 
Sargent Mortise Lock - Fail Safe - Locked from both 

sides 
$1,059.48 $1,059.48 

3 1.00 
920NTNNEK000

00 
R40 ICLASS SE READER, BLK, 18PIGTAIL, STANDARD 

CONFIG32 BIT 
$293.42 $293.42 

4 Cable & Misc. 

5 1.00 444351 22-06 Overall-Shielded Stranded Plenum Wht Jkt $332.84 $332.84 

6 1.00 MISC. Misc. Equipment $166.44 $166.44 
 
 

Equipment Total $1,851.18 

Total Labor & Travel $4,400.00 

Freight $84.04 

Estimated Sales Tax $0.00 

Total Project Price $6,335.22 

 
  



 

 

 
 

Total Project Investment: $6,335.22 
 
 

Thank you for considering Convergint for your Security needs. If you have any questions or would 
like additional information, please don't hesitate to contact me immediately. If you would like to 
proceed with the scope of work as outlined in this proposal, please sign below and return to my 
attention. 
 
 
Sincerely, 
 

 
Convergint 
Justin Land 
 

By signing below, I accept this proposal and agree to the Terms and Conditions contained herein 

   

   December 16, 2024 

Customer Name (Printed)  Date 

   

   

Authorized Signature  Title 

 
 
 
 

 
  



 

 

 
 



 

 

 



 

 

 


