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HEALTH INFORMATION EXCHANGE 
PARTICIPANT AGREEMENT 

 
This Participant Agreement (“Agreement”) is effective as of the date of execution by both parties hereto (the 
“Effective Date”), by and between the Colorado Regional Health Information Organization, a Colorado 
nonprofit corporation on behalf of itself and its affiliate Contexture (“CORHIO”), and Huerfano County 
Coroner (“Participant”) (each a “Party” and collectively referred to herein as the “Parties”).  This Agreement 
supersedes and replaces any other agreement or understandings, whether oral or written, entered into 
between the parties with respect to the subject matter of this Agreement.  

RECITALS 

A. CORHIO is a non-profit organization dedicated to improving health and reducing healthcare costs 
through enhanced use of information technology and data exchange. CORHIO owns and operates a 
secure platform for sharing electronic health information – the Health Information Exchange (“HIE 
System”) for use by healthcare providers, payors, other covered entities and qualified entities to 
whom CORHIO grants access in accordance with its policies and the law, including without 
limitation laws protecting the privacy and security of health information. 

B. Participant is a Coroner’s Office and desires to have access to the HIE System for those purposes 
that are permitted under state and federal law.  Participant will be a Data Recipient, but not a Data 
Provider to the HIE System.  

C. Participant is neither a HIPAA Covered Entity nor a Business Associate but rather is permitted to be 
a Data Recipient pursuant to C.R.S § 30-10-606 (setting forth the legal authority of coroners in 
Colorado to access decedent’s PHI in the course of investigations or inquests) and an exception to 
the patient authorization requirements in the HIPAA regulations at 45 C.F.R. § 164.512(g).  
Participant nevertheless agrees to be bound by the requirements of this Agreement and agrees to 
limit its use of PHI to the minimum amount necessary to perform its sanctioned inquest or 
investigation activities and not to further disclose any Data received through the HIE System except 
as authorized by Applicable Law.  

D. This Agreement sets forth the terms and conditions under which Participant, together with other 
health care stakeholder participants who sign an agreement in substantially the same form as this 
Agreement or such other form as is deemed appropriate by CORHIO (collectively, “Participants”), 
will access and utilize the HIE System and other applicable HIE services supplied by CORHIO to 
Participant as may be agreed to from time to time in statements of work attached to the Agreement.   

AGREEMENT 

In consideration of the mutual promises below and the exchange of information pursuant to this Agreement, 
the Parties agree as follows: 

1. DEFINITIONS. 

1.1. applicable to CORHIO, Participant or a party’s rights and obligations under this Agreement, 
including, without limitation, laws, rules and regulations applicable to the confidentiality of patient 
records and protected health information. “Applicable Law” means the federal, state, and local 
statutes, regulations and policies that are 

1.2. “Authorized User” means any employee or contractor of Participant or of any of the affiliates of 
Participant who is uniquely identified and credentialed to use the HIE System to access or receive 
Data for a Permitted Use. 

1.3. “Authorization” shall have the meaning and include the requirements set forth at 45 C.F.R. § 
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164.508 of the HIPAA regulations and shall include any similar but additional requirements under 
Applicable Law.  

1.4. “Business Associate Agreement” means the separate agreement of that name entered into by 
CORHIO and Participant, if applicable, pursuant to the requirements of HIPAA and 
incorporated herein as Exhibit B. 

1.5.  “Confidential Information” means information that relates to a Party’s past, present, or future 
business activities, finances, practices, protocols, products, services, content, technical knowledge 
and includes, without limitation, business plans or methods, health plan relationships, acquisition 
plans, systems architecture, information systems, technology, data, computer programs and codes, 
processes, methods, operational procedures, budgets, sales and marketing programs, policies and 
procedures, customer lists, employee-, provider-, member-, patient- and beneficiary information, 
claims information, vendor information (including agreements, software and products), product 
plans, projections, analyses, plans or results, the existence of any business dealings or agreements 
between Participant and CORHIO, results of an audit of the security controls applicable to any 
Data in a party’s legal custody, whether held by the party or a sub-contractor of a party at a 
colocation facility, and any other information which is normally and reasonably considered 
confidential.  For purposes hereof, “Confidential Information” does not include any information 
that the Receiving Party can establish by convincing written evidence: (a) was independently 
developed by the Receiving Party without use of or reference to any Confidential Information 
belonging to the Disclosing Party; (b) was acquired by the Receiving Party from a third party 
having the legal right to furnish same to the Receiving Party without disclosure restrictions; or (c) 
was at the time in question (whether at disclosure or thereafter) generally known by or available to 
the public (through no fault of the Receiving Party.  Confidential Information also does not 
include PHI or Data, which is subject to Applicable Law and to the separate provisions of the 
Agreement specific to Data, including the Business Associate Agreement (Exhibit B).   

1.6. “CORHIO Policies” means CORHIO’s Governing Principles and Policies adopted by 
CORHIO’s Board of Directors and incorporated herein as Attachment 3.  The CORHIO 
Policies contain operating rules, definitions, standards, specifications, and other terms or 
conditions of operation and use of the HIE System and Services. The CORHIO Policies were 
developed based on the recommendations of a multi-stakeholder, consensus-driven process and 
are updated from time to time at the recommendation of the CORHIO Policy Committee and as 
approved by the CORHIO Board of Directors.   

1.7. “Data” means the data and information provided to, processed by, or accessible or disclosed 
through the HIE System or other services, including but not limited to Protected Health 
Information (“PHI”). 

1.8. “Data Exchange” means electronically providing, receiving, or accessing Data through the HIE 
System.  

1.9. “Data Recipient” means a Participant whose Authorized Users and systems will access or 
receive Data through the HIE System and Services. 

1.10. “Data Provider” means a Participant that sends Data to CORHIO for access, use and disclosure 
through the HIE System. For the avoidance of doubt, Participants that only provide patient or 
member lists to facilitate CORHIO’s provision of Services are not Data Providers.  

1.11.  “Dispute” means any controversy, dispute, or disagreement arising out of or relating to this 
Agreement. 

1.12. “External Networks” means statewide, nationwide or other health information exchange 
networks, including but not limited to the eHealth Exchange, Colorado’s Qualified Health 
Network, the Patient Centered Data Home network, which enable the secure exchange of health 
information among authorized parties, all in accordance with Applicable Law and CORHIO 
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Policies.  

1.13. “Fees” means the fees due under this Agreement, as set forth in Exhibit A and/or a Statement of 
Work.  

1.14. “HIE System” means all software, hardware and other technology used by or on behalf of 
CORHIO, or any third-party vendor(s) or subcontractors of CORHIO, to provide the Services, 
including but not limited to the administrative, operational, and information system support 
services required to operate the HIE.  

1.15. “HIE Operations” shall mean the obligations of CORHIO in operating the HIE, including but 
not limited to the following activities: 

1.15.1. Facilitating Data Exchange and managing authorized requests for, and disclosures of, 
Data amongst Participants in the HIE for Permitted Uses; 

1.15.2. Creating and maintaining a master patient index; providing record locator services and 
performing patient matching services; 

1.15.3. Processing or otherwise implementing patient consent (including Opt-Out and opt-in) 
requests; 

1.15.4. Conducting or assisting in the performance of audits; 

1.15.5. Training Participants and Authorized Users and providing support services; 

1.15.6. Maintaining industry-accepted security and privacy functions; 

1.15.7. Standardizing or normalizing data formats; 

1.15.8. Implementing policies and other business rules to assist in the automation of data 
exchange; 

1.15.9. Facilitating the identification and correction of errors in health information records; 

1.15.10. Aggregating data from multiple Participants, including to create, update, modify, 
transmit, standardize, maintain, or disclose a continuity of care document; 

1.15.11. Evaluating the performance of the HIE System and Services and developing new 
functionality of the HIE; 

1.15.12. Conducting maintenance or technical system support of the HIE System or Services; 
and 

1.15.13. Engaging in any other activities as may be required to facilitate the operation of the HIE 
System that are consistent with this Agreement and Applicable Law.  

1.16. “HIPAA” means the Health Information Portability and Accountability Act of 1996, specifically 
including the Standards for Privacy of Individually Identifiable Health Information and the 
Security Standards for the Protection of Electronic Protected Health Information (45 C.F.R. 
Parts 160 and 164) as amended by the Health Information Technology for Economic and 
Clinical Health Act, enacted as Title XIII, Subtitle D of the American Recovery and 
Reinvestment Act of 2009, including regulations published as the Modifications to the HIPAA 
Privacy, Security, Enforcement, and Breach Notification Rules (the “Omnibus HITECH 
Rule”), Vol. 78 Federal Register No. 17 (January 25, 2013) and any further amendments, 
modification, or renumbering which occurs or takes effect during the term of the Agreement.  

1.17. “Implementation” means the steps taken by the Parties to support Participant’s initial 
connectivity to and Data Exchange through the HIE System or to enable Participant’s use of 
Services described in Exhibit A or any associated Statement of Work. 

1.18. “Laws” means all applicable laws, statutes, ordinances, regulations, rules, codes, treaties, 
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directives, standards or other legal requirements. 

1.19. “Live Date” means the date, following notice by CORHIO of completion of the 
Implementation, on which the parties agree that Participant has met the criteria established by 
CORHIO for access and use of the HIE System and Services. 

1.20. “Opt-Out” means a Patient’s ability to make a meaningful and informed choice to decline to 
have their PHI compiled in the HIE System and shared in CORHIO’s clinical portal or via 
care summaries in accordance with CORHIO Policies.  

1.21. “Patient” or “Individual” means the individual person or, if appropriate in the context in which 
it occurs, the Individual’s legal representative, authorized to act for the Individual under 
Applicable Law for matters relating to Data.   

1.22. “Permitted Use” 

1.22.1. As to CORHIO, Permitted Use of Data means: (i) for HIE Operations; (ii) for the 
provision of Services; (iii) to permit participants to access Data through the HIE System 
in accordance with this Agreement, CORHIO Policies, and Applicable Law;  including 
but not limited to for purposes of Treatment, Payment and Health Care Operations (as 
those terms are defined in HIPAA) of Participant and other participants in the HIE 
System; (iv) for uses and disclosures to a public health authority, as defined and permitted 
under HIPAA, if and to the extent HIPAA authorizes such disclosure by a Covered 
Entity (as such term is defined in HIPAA); (v) to carry out CORHIO’s duties under this 
Agreement and/or the rules and regulations governing any External Networks in which 
CORHIO participates; (vi) to comply with and carry out CORHIO’s obligations under 
Applicable Law; (vii) to assess and articulate the value of the HIE in a manner consistent 
with CORHIO’s mission and purposes; and (viii) to use or release data as permitted by 
the CORHIO Policies.  

1.22.2. As to Data Recipients and Authorized Users, Permitted Use of Data means any use that 
is permitted or required under HIPAA, the CORHIO Policies, or other Applicable Law 
governing the use and disclosure of patient data, including but not limited to uses and 
disclosures for Treatment, Payment and Health Care Operations (as those terms are 
defined in HIPAA). 

1.23. “Protected Health Information” or “PHI” shall have the same meaning as the term “protected 
health information” in 45 CFR § 160.103, as applied to the information created, received, 
transmitted, or maintained by CORHIO, or any third-party vendor(s) or subcontractors of 
CORHIO, on behalf of Participant and other HIE Participants. 

1.24. “Qualified Service Organization” or “QSO” shall have the meaning given to such term under 
the Part 2 Regulations at 42 C.F.R. § 2.11. 

1.25. “Services” refers to services and deliverables provided by CORHIO to Participant, pursuant to 
this Agreement, including Exhibit A and any additional Statements of Work.  

1.26. “Service Levels” means CORHIO’s then-current service levels for the operation of the HIE 
System made available to Participant by CORHIO. 

1.27. “Statement of Work” or “SOW” means the addendum set forth in Exhibit A and any other 
addendum that is mutually agreed upon in writing and signed by the parties from time to time that 
describes Services to be provided by CORHIO to Participant including applicable Fees under this 
Agreement. 

1.28. Other Terms.  A defined term, indicated by capitalization of the first letter(s), not otherwise set 
forth above or elsewhere in the Agreement shall have the meaning stated in HIPAA or, if not 
defined in HIPAA, assigned by other Applicable Law.  
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2. SERVICES. 

2.1. Services Provided by CORHIO.  Subject to the terms of this Agreement, Applicable Law and 
CORHIO Policies, CORHIO shall provide to Participant the Services described in the 
Statement(s) of Work that is attached hereto as Exhibit A and incorporated by reference herein.  
To the extent of any conflict between the terms of a SOW and the body of this Agreement, this 
Agreement shall prevail unless the SOW specifically states otherwise.   

2.2. Additional Services. If Participant desires CORHIO to perform additional services or provide 
additional deliverables not included in Exhibit A to this Agreement, the Parties can execute 
additional SOWs from time to time in a form substantially similar to Exhibit A.  

2.3. Exhibits. If required, the Parties agree to comply with the requirements outlined in the 
following Attachments and Exhibits attached to this Agreement which are fully incorporated 
herein.  

Attachment 1: CORHIO Standard Services 
Attachment 2: Terms and Conditions Applicable to Exchange of Data through National HIE 

Networks 
Attachment 3: CORHIO Governing Principles and Policies  

 
Exhibit A – Statement of Work  
Exhibit B – HIPAA Business Associate Agreement 

 
2.4. CORHIO’s Use of Subcontractors and Third-Party Vendors. CORHIO may contract with 

one or more subcontractors and third-party vendors to maintain and operate the HIE System or 
to provide the Services.  CORHIO will require all subcontractors and third-party vendors to 
comply with the applicable terms and conditions of this Agreement, including the Business 
Associate Agreement between the Parties, and Applicable Law.  CORHIO will be responsible 
for the performance of its subcontractors and third-party vendors when performing any Services 
under this Agreement, as if CORHIO had directly performed such Services.  

2.5. Independent Contractors.  CORHIO and Participant are independent contractors and nothing 
in this Agreement or otherwise shall be deemed or construed to create any other relationship, 
including one of employment, joint venture or agency.  Performance of the Services does not 
entitle any employees of one party to the employee benefit plans, incentive, compensation or 
other employee programs or policies of the other party.  As between CORHIO and Participant, 
all software, hardware and other technology used by or on behalf of CORHIO to provide the 
Services and HIE System shall remain the property of CORHIO or its subcontractors and third-
party vendors, and CORHIO reserves all rights in and to the technology used to provide the 
Services not expressly granted to Participant under this Agreement. 

2.6. Cooperation. The Parties understand and acknowledge that Implementation of the Services, 
including the provision of access to the HIE System for Participant, require the involvement and 
cooperation of each Party’s employees and (if applicable) agents, third party contractors, vendors 
or consultants.  In seeking another Party’s cooperation, each Party shall make all reasonable 
efforts to accommodate the other Party’s schedules and reasonable operational concerns. A Party 
shall promptly report, in writing, to the other Party, any problems or issues that arise in working 
with the other Party’s employees, agents, or subcontractors that threaten to delay or otherwise 
adversely impact a Party’s ability to fulfill its responsibilities under this Agreement.  

2.7. Implementation and Connectivity. Implementation of the Services and access to the HIE 
System between Participant and CORHIO’s Services and the HIE System, as applicable, will be 
established on a mutually agreed submission schedule, and through mutually agreed means as 
appropriate to or in accordance with a SOW.  All Data Exchange shall be in accordance with this 
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Agreement and Applicable Law including without limitation laws related to the use and 
disclosure of sensitive health information. In no case shall a Party be required to disclose PHI in 
violation of Applicable Law. 

2.8. Appropriate Use. Subject to Applicable Law, CORHIO authorizes Participant and its 
Authorized Users to access and use the HIE System and the Services for Permitted Purposes and 
only as authorized in this Agreement and in the CORHIO Policies, which may be updated from 
time-to-time consistent with Section 4.  

2.9. Participation in External Networks. To support Participant’s communications with entities 
that are not CORHIO Participants, CORHIO participates in one or more External Networks.  
Attachment 2 and the CORHIO Policies sets forth the terms and conditions that apply to the 
exchange of information through such External Networks.  

3. PAYMENT. 

3.1. Fees.  

3.1.1. Participant shall pay CORHIO for the Services to be performed under this Agreement 
and use of the HIE System per the Fee schedule set forth in an applicable Statement of 
Work.  Unless otherwise provided in a Statement of Work, CORHIO shall invoice 
Participant on a monthly calendar basis for Services rendered during the previous 
calendar month, and Participant shall pay any Fees within thirty (30) days of receipt of 
the invoice.   

3.1.2. All Fees will be paid in U.S. dollars and are non-refundable once paid, except as 
otherwise provided in this Agreement.  All Fees are exclusive of any taxes, and 
Participant (unless recognized by the applicable taxing authority as exempt from tax) 
agrees to pay any taxes, whether federal, state or local, or municipal that may be imposed 
upon or with respect to the Services or otherwise as a result of this Agreement, exclusive 
of taxes on CORHIO’s net income.   

3.1.3. Except as otherwise set forth herein, Participant will be solely responsible for any other 
charges or expenses of its third party vendors that Participant may incur to access or use 
the HIE System or any other Services, including, without limitation, Internet access 
charges, and fees charged by third-party vendors with which Participant has contracted 
for products and services.   

3.2. Late Payment.  If Participant fails to pay any amounts due within sixty (60) days after the 
invoice receipt date, any amounts not paid may bear interest from the original due date until 
paid at the greater of 1.5% per month or the highest rate allowed by Applicable Law, together 
with collection costs, including reasonable attorneys’ fees, incurred in enforcing this 
Agreement.  Following a past due payment notice from CORHIO, CORHIO reserves the 
right to suspend the Services, including Participant’s access to the HIE System, pending 
payment in full of all outstanding Fees. If Participant fails to pay any amounts due within one 
hundred twenty (120) days after the invoice receipt date, CORHIO may pursue termination of 
the applicable SOW, a specific Service or the entire Agreement in accordance with Section 17 
(“Term and Termination”) of this Agreement.   

3.3. Fee Increases. Subject to the terms of a SOW, CORHIO may from time to time but no more 
frequently than once in any 12-month period increase the Fees. Such an increase will be 
effective thirty (30) days after written notice to Participant subject to the exceptions listed in an 
SOW.  Participant shall have the right, in accordance with Section 17, to terminate this 
Agreement as a result of any fee increases.  

4. CORHIO POLICIES.  

4.1. Compliance with CORHIO Policies. By entering into this Agreement, Participant expressly 
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agrees to be bound by those CORHIO Policies that are applicable to Participant’s business. 
The CORHIO Policies may be updated from time to time as set forth in Section 4.2 and are 
incorporated herein as Attachment 3.   

4.2. Amendment of Policies. CORHIO may amend or change the Policies to accommodate the 
availability of new services, systems, functionality, or changes to Permitted Uses or HIE 
Operations, through formal action of CORHIO’s Board of Directors under recommendation 
from CORHIO’s policy committee, which is comprised of representatives from participant 
communities in Colorado.  CORHIO will review its Policies from time to time during the term 
of this Agreement, including as directed by the Board.  CORHIO will generally provide thirty 
(30) days notice to Participant before such amendment or change to CORHIO’s Policies 
becomes effective; however, CORHIO reserves the right to provide notice of fewer than thirty 
(30) days should circumstances warrant.  In the event of such amendment or change by 
CORHIO, Participant may, at its option, terminate this Agreement within thirty (30) days of 
receipt of notice from CORHIO. 

4.3. Other Technical Specifications. In addition to, and subject to, the CORHIO Policies, 
CORHIO and Participant may establish other technical specifications or other terms and 
conditions as to a specific SOW.  

5. OBLIGATIONS OF CORHIO. 

5.1.  Availability of HIE System. Subject to the terms of this Agreement, CORHIO shall 
maintain the functionality of the HIE System for the provision and consumption of the 
Services in accordance with CORHIO’s then-current Service Levels.  CORHIO’s Service 
Levels are available on the support and onboarding section of CORHIO’s website.   

5.2. Opt-Out Right. CORHIO will provide information and education to Participants that are 
health care providers about the right of Individuals to Opt-Out of the HIE System or to 
rescind a decision to Opt-Out. CORHIO shall comply with the process set forth in the 
Policies for enabling Individuals to Opt-Out of having their patient information compiled and 
shared in CORHIO’s clinical portal or via care summaries.  The Opt-Out right of Individuals, 
including the ability of Individuals to change their Opt-Out status at any time, is available 
through means established and implemented by CORHIO. CORHIO shall periodically review 
its Opt-Out process to ensure compliance with Applicable Law. 

5.3. Obligations under 42 C.F.R. Part 2 as a QSO. CORHIO may act as a Qualified Service 
Organization on behalf of Participant in the event Participant or a unit within Participant’s 
organization is a substance use treatment program that must comply with the Part 2 
Regulations.  To the extent the PHI received by CORHIO is protected by the Part 2 
Regulations, CORHIO acknowledges that in receiving, storing, processing or otherwise dealing 
with Part 2 Data, CORHIO is fully bound by the Part 2 Regulations. If necessary, CORHIO 
will resist in judicial proceedings any efforts to obtain access to Part 2 Data except as permitted 
by the Part 2 Regulations. Participant shall not send Part 2 Data to CORHIO unless such data 
is clearly designated as such and CORHIO has notified Participant in writing that CORHIO 
can accept Part 2 Data.  

5.4. Training. CORHIO shall provide or arrange for the provision of training to Participant and 
Participant’s Authorized Users (as applicable to the Services) regarding access and use of the 
HIE System and Services, including without limitation training for new or additional 
Authorizers Users when added by Participant.   

5.5. Support.  CORHIO will use commercially reasonable efforts to provide technical support and 
respond to incidents involving access to or use of the HIE System or Services in accordance 
with the time frames defined in CORHIO’s then-current Service Levels. Updated Service 
Levels shall be published on CORHIO’s website or timely sent to Participant.   
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5.6. Security.  CORHIO shall provide access to the Services and the HIE System via a secured 
methodology, consistent with industry standards, Applicable Law, and CORHIO’s Policies, 
which shall incorporate end user authorization by Participant for access where applicable.  
CORHIO is responsible to ensure the security of its Services and shall operate the HIE System 
in a manner that protects the confidentiality, integrity, availability and security of Data.  
CORHIO will ensure encryption of Data through the use of generally accepted industry 
standards and methods, in no case less than is required under the Business Associate 
Agreement and under other applicable laws and CORHIO’s Policies and Procedures.   

5.7. Changes to HIE System or Services. CORHIO reserves the right to modify or make 
improvements to the HIE System and/or the Services, or to cease providing certain Services, 
at any time subject to Participant’s termination rights set forth in Section 17.  

5.8. Response to Court Orders, Subpoenas, or Government Requests for Data. If CORHIO 
or any of its subcontractors or third party vendors receives a court order or subpoena for 
Data, or a request for Data by a government entity pursuant to applicable Law, CORHIO, to 
the extent permitted by Applicable Law, will provide timely notice to the Participant that 
provided the Data, if known, as soon as possible after receipt of the request, so that the 
Participant has an opportunity to object to the court order, subpoena or governmental request 
(in accordance with the stated timelines in the request).   CORHIO will not be responsible for 
contesting or objecting to any such court order, subpoena or governmental request, but will 
reasonably assist a Participant in its efforts to do so at no cost to CORHIO.  CORHIO will 
comply with Applicable Law, including Colo. R. Civ. Proc. 45, in responding to subpoenas.  

6. PARTICIPANT GENERAL OBLIGATIONS. 

6.1. Data Exchange.  Participant agrees that its participation in any Data Exchange, and use of the 
Services and HIE System by it and its Authorized Users, will comply with the terms of this 
Agreement, CORHIO Policies, and Applicable Law.   

6.2. Equipment and Software.   Participant will be solely responsible, at Participant’s own expense, 
for acquiring, installing and maintaining all hardware, software, Internet access, browser 
versions and other equipment as may be necessary for Participant and each Authorized User to 
connect to, access, or use the HIE System, as applicable, or any other Services.  CORHIO will 
not be responsible for any delay in performing or failure to perform any Services or other 
obligations due to any failure by Participant to provide the resources to facilitate connectivity to 
the HIE System or Services.   

6.3. Onboarding and Implementation. Participant agrees to comply with and participate in the 
requirements of CORHIO’s onboarding process and acknowledges that Implementation of the 
Services will require multiple meetings.  Participant is responsible for scheduling the 
Implementation with its electronic health records system vendor(s) and any resulting EHR 
system vendor fees.  

6.4. Notice of Privacy Practices and Opt-Out. Where applicable, Participants that are clinical 
providers i) are responsible for updating and appropriately distributing their Notices of Privacy 
Practices to inform Patients of their participation in the HIE System in accordance with 
HIPAA and Applicable Law; and ii) are responsible for providing Patients with notice of their 
right to Opt-Out of having their information compiled in the HIE System and shared in 
CORHIO’s clinical portal or consolidated care summaries in accordance with CORHIO 
Policies. 

6.5. Participant Restrictions.  Participant will not permit any Authorized User, employee or third 
party to: (a) alter, modify, reverse engineer, decompile, disassemble, or otherwise attempt to 
derive the method of operation of the HIE System or Services; (b) use the HIE System or 
Services for other than Participant’s or the Authorized User’s own business purposes; (c) use 
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the HIE System or Services for purposes of providing outsourcing, service bureau, hosting, 
application service provider or online services to third-parties, or otherwise make access to the 
HIE System available to any third-party not related to or affiliated with Participant; or (e) use 
the HIE System or Services for any purpose that is illegal in any way, or that advocates illegal 
activity.   

6.6. Responsibility for Conduct of Participant and its Authorized Users. Participant shall be 
solely responsible for all acts and omissions of the Participant and / or the Participant’s 
Authorized Users, and all other individuals who access the HIE System and /or use the Services 
either through the Participant or by use of any password, identifier, or log-on received or 
obtained, directly or indirectly, lawfully or unlawfully, from the Participant or any of 
Participant’s Authorized Users, pertaining to the use of the HIE System or Services, and all 
such acts and omissions shall be deemed to be the acts and omissions of the Participant. 
Participant is solely responsible for updating CORHIO of changes in Authorized User status, 
including to notify CORHIO when an Authorized User account should be suspended or 
terminated.  

6.7. Participant Use of Data and Services. Participant will remain solely responsible for the 
professional and technical services provided by Participant, including all clinical or other 
decisions resulting from or involving any Data or the use of the HIE or other Services.  
CORHIO will not be responsible for any failure to validate the accuracy of any Data (including 
Participant Data) obtained by Participant or any Authorized User through the HIE System prior 
to making any such use or rendering any such decision based on such Data.  Except due to the 
negligence of CORHIO, CORHIO will have no responsibility or liability, and Participant will 
not have any claim or cause of action against CORHIO, resulting from or relating to any clinical 
services or payment rendered or withheld based on any Data or the use of the HIE or other 
Services.   

6.8. Lab Connectivity and Sharing of Lab Data (applicable only to Participants that employ 
physicians or other persons authorized to order laboratory tests under Applicable Law).  
Participant agrees to authorize LabCorp and Quest Diagnostics to transmit laboratory result 
reports to the HIE System for delivery to Participant by executing the Provider Authorization 
forms available on the Participant onboarding section of the CORHIO website.  Participant 
acknowledges that other participants will have access to such results in accordance with this 
Agreement and Applicable Law.  Participant also understands that CORHIO will not deliver 
the official, chartable report of laboratory testing results that complies with applicable Law or 
otherwise meets the Participant’s needs.  

6.9. Safeguards and Security Obligations. Participant will be solely responsible for the 
preservation, privacy, and security of all Data maintained by Participant on its own systems, 
including, without limitation, backup and disaster recovery.  CORHIO does not provide any 
such services as part of the HIE System or other Services.  Participant shall implement and 
maintain appropriate administrative, physical, and technical safeguards to protect the 
confidentiality, integrity, and availability of the Data accessible through the HIE System, to 
protect it against reasonably anticipated threats or hazards, and to prevent its use or disclosure 
other than as permitted by this Agreement or required by Applicable Law.  

6.10. Notification of Breach of Agreement. Participant will immediately notify CORHIO upon 
becoming aware of any breach of this Agreement, CORHIO Policies or Applicable Law and 
will provide reasonable assistance to CORHIO in the mitigation of any such breach by 
Participant or any Authorized User.   

7. DATA RECIPIENT OBLIGATIONS. 

7.1. Applicability. The obligations of this Section 7 apply to a CORHIO participant that is a Data 

https://www.corhio.org/onboarding
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Recipient.  These obligations do not apply to a participant that is only a Data Provider.  

7.2. Prohibited Uses. Data Recipient shall not use or permit the use of the HIE System, Services 
or Data for any purpose or use other than for the Permitted Uses or for any purpose or in any 
manner that is prohibited by HIPAA, the CORHIO Policies, or other Applicable Law. 

7.3. Authorized Users.  Data Recipient will identify and authenticate its Authorized Users, in 
accordance with this Agreement and CORHIO Policies.  Authorized Users will include only 
those persons who require access to the HIE System to facilitate Data Recipient’s use of the 
Data for a Permitted Use. Each Authorized User shall be individually credentialled for access to 
the HIE System.  In accordance with Section 6.5, Data Recipient is responsible to ensure its 
Authorized Users comply with the terms and conditions of this Agreement, CORHIO Policies 
and Applicable Laws and is solely responsible for all use of the HIE System by its Authorized 
Users.  Data Recipient will assure that each Authorized User has received training on the 
requirements of this Agreement and CORHIO Policies that are applicable to Authorized Users 
before access is granted.   

7.4. No Third-Party Access. Except as required by Applicable Law, Participant shall not permit 
any third party (other than Participant’s Authorized Users) to have access to the HIE System or 
to use the Services without the prior written agreement of CORHIO.  

7.5. Relationship with Individuals.  By including an Individual on Participant’s patient panel or 
member file that is submitted to CORHIO in conjunction with the Services (if applicable), 
Participant represents and warrants that it has a HIPAA-compliant treatment, payment or 
healthcare operations relationship with the Individual and is authorized to receive Data through 
the HIE System for that Individual.  

8. DATA PROVIDER OBLIGATIONS 

8.1. Applicability. The obligations of this Section 8 apply to a CORHIO participant that is a Data 
Provider. These obligations do not apply to a participant that is only a Data Recipient.  Nothing 
in this Section or elsewhere in this Agreement is intended to or will be deemed to limit Data 
Provider’s use of its own Data in any way.  

8.2. Data Subject to Special Protection.  Data Provider shall comply with all Applicable Laws 
governing patient consent to the use or disclosure of PHI.  Data Provider agrees that, to the 
extent any Data is subject to special restrictions on Data Exchange or requires specific consent 
or Authorization from the subject Individual before being used or disclosed for or through the 
HIE System, such Data will not be disclosed to CORHIO unless Participant has determined 
that providing the Data will comply with such Applicable Law and/or Participant has obtained 
any required consent or Authorization from the subject Individual. Data Provider is solely 
responsible for determining the applicable special restrictions provided for under Applicable 
Law. In addition, Participant may elect not to disclose Data to the HIE that is subject to special 
protection. 

8.3. Representation as to Data Accuracy. Data Provider shall use reasonable and appropriate 
efforts to assure that all Data it provides to the HIE is accurate, free from serious error, and 
reasonably complete. Data Provider shall cooperate with and assist CORHIO in correcting any 
inaccuracies or errors in the Patient Data it provides to the HIE System.  Data Provider will not 
provide or make available any Data that it reasonably knows or reasonably should have known 
would violate Applicable Law or CORHIO Policy, or that it reasonably knows or reasonably 
should have known: (a) is an infringement, misappropriation, or violation of any intellectual 
property rights, publicity/privacy rights, or other rights of any third party; (b) is illegal in any 
way or that advocates illegal activity; (c) contains any viruses or is intended to damage, 
surreptitiously intercept, or expropriate the Services or HIE or any other system, data, or 
information; or (d) is false, inaccurate, incomplete, or not current.   
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8.4. Right to Use Data. Subject to the terms of the Business Associate Agreement between the 
Parties, Applicable Law and CORHIO’s Policies, Data Provider grants CORHIO the right to 
use its Data for Permitted Uses.  

8.5. OID Requirements. As a condition of participation in the HIE System or receipt of any 
Services, CORHIO requires every Data Provider to obtain and register an OID (a globally 
unique ISO identifier) via HL7.org so that CORHIO may accurately identify and route data to 
other participants. As soon as possible following execution of this Agreement and before 
CORHIO Implementation of Data Provider Services can commence, Participant shall provide 
CORHIO with its unique HL7 registered OID.  

8.6. Limited Data Sets and De-Identified Data. Data Provider grants CORHIO the right to 
create de-identified data sets or limited data sets (as those terms are defined in HIPAA) that 
includes Data Provider’s Data and to disclose such data sets for any purpose for which Data 
Provider may disclose a limited data set or de-identified data set without Individual 
authorization. Data Provider hereby authorizes CORHIO to enter into data use agreements for 
the use of limited data sets in accordance with Applicable Law and CORHIO Policies.  

9. CONFIDENTIALITY  

9.1. Confidentiality Obligations.  During the term of this Agreement, from time to time, either 
party may disclose (the “Disclosing Party”) or make available to the other party (the “Receiving 
Party”), whether orally, electronically or in physical form, Confidential Information. Each party 
agrees that during the term of this Agreement and thereafter: (a) it will use Confidential 
Information belonging to the Disclosing Party solely for the purpose(s) of this Agreement; and 
(b) it will not disclose Confidential Information belonging to the Disclosing Party to any third 
party (other than the Receiving Party’s employees, contractors and/or professional advisors on 
a need-to-know basis who are bound by obligations of nondisclosure and limited use at least as 
stringent as those contained herein) without first obtaining the Disclosing Party’s written 
consent.  Upon request by the Disclosing Party, the Receiving Party will return all copies of any 
Confidential Information to the Disclosing Party.  The Receiving Party will protect all 
Confidential Information from unauthorized use, access, or disclosure in the same manner as 
the Receiving Party protects its own confidential or proprietary information of a similar nature 
but with no less than reasonable care, consistent with industry accepted protections.  Further, 
both parties shall limit the number of personnel, subcontractors and agents who will have 
access to Confidential Information to the extent access is necessary and appropriate to the work 
function of individual personnel, subcontractors and agents.   

9.2. Required Disclosures.  These confidentiality obligations will not restrict any disclosure 
required by order of a court or any government agency, provided that the Receiving Party gives 
prompt notice to the Disclosing Party of any such order and reasonably cooperates with the 
Disclosing Party at the Disclosing Party’s request and expense to resist such order or to obtain a 
protective order. 

9.3. Unauthorized Use or Disclosure. If the Receiving Party becomes aware of any unauthorized 
use or disclosure of the Confidential Information of the Disclosing Party, the Receiving Party 
shall promptly and fully notify the Disclosing Party of all facts known to it concerning such 
unauthorized use or disclosure. 

9.4. Management Uses.  CORHIO may reasonably request information, including Confidential 
Information, from Participant for purposes of HIE System administration, operations, testing, 
problem identification, problem resolution, management of the health information exchange, 
and otherwise as may be necessary and appropriate to carry out its obligations under Applicable 
Law.   

9.5. Injunctive Relief. The parties acknowledge and agree that the disclosure of Confidential 
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Information may result in irreparable harm for which there is no adequate remedy at law.  The 
parties therefore agree that the Disclosing Party may be entitled to seek an injunction in the 
event the Receiving Party violates or threatens to violate the provisions of this Section, and that 
no bond will be required.  This remedy will be in addition to any other remedy available at law 
or equity. 

10. DATA  

10.1. Data Rights. Without limiting any obligation or requirement imposed by the Business 
Associate Agreement between the Parties and incorporated by reference herein and consistent 
with all Applicable Laws, neither party will use the Data except as expressly provided by the 
terms of this Agreement and solely to the extent that those terms are in compliance with 
Applicable Law.  Neither Party makes any representation as to the rights held by such party, nor 
provides any individual with any rights, in any Data other than as permitted by this Agreement 
and Applicable Law and CORHIO Policies. As between Participant and CORHIO, Participant 
shall at all times remain the exclusive owner of Participant Data. In no event shall CORHIO 
claim any ownership rights with respect to Participant Data, and CORHIO shall not take any 
action with respect to such Participant Data that is inconsistent with this Agreement.  If 
applicable, once Participant Data is exchanged through the HIE System subject to the terms of 
this Agreement, such Data may not continue as Participant’s sole property.   

10.2. Data Liabilities and Obligations.  To the extent that the Services, as outlined in applicable 
SOWs, includes exchange of Data through the HIE System, the Parties acknowledge that the 
Data (including all Participant Data) is made available through the HIE by CORHIO on behalf 
of Participant and the other Participants and Authorized Users of the HIE System for 
Permitted Uses, and CORHIO does not have any obligation to monitor or review the content 
of the Data for accuracy or completeness before making the Data available through the HIE 
System.  

10.3. Offshoring.  CORHIO will ensure that it and its employees, subcontractors, and third party 
vendors will not transmit Data outside the jurisdiction of the United States of America or its 
territories.  This section will not prohibit CORHIO from releasing Data that is de-identified in 
accordance with 45 C.F.R. § 164.514(b) to employees or contractors outside the United States, 
for purposes of software development and testing on behalf of CORHIO.  This section does 
not prohibit Participant from allowing its Authorized Users to access the HIE System for a 
Permitted Use while outside the United States. 

11. LICENSE.  

11.1. License Grant.  CORHIO represents and warrants that it has obtained all necessary licenses 
and/or approvals to make available the Services and the HIE System to Participant under the 
terms and conditions of this Agreement.  Before making software provided by third parties 
(“Third Party Software”) available to Participant, CORHIO will obtain the right and ability to 
permit CORHIO and Participant to use the Third Party Software. During the Term, CORHIO 
grants Participant a royalty-free, nonexclusive, nontransferable, non-assignable, non-
sublicensable and limited right to use the Services and HIE System, including any Third Party 
Software furnished by CORHIO, in accordance with the terms of this Agreement.  Such access 
and use are subject to Participant’s compliance with the terms and conditions set forth in this 
Agreement and with CORHIO’s Policies. 

11.2. No Sublicensing.  Participant shall not sublicense, export, rent, lease, grant a security interest 
in, or otherwise transfer rights related to the HIE System or any component of the Services, 
without advance written permission from CORHIO. 

11.3. No Transfer or Modification.   Except as permitted under this Agreement, Participant will 
not sell, rent, sublicense or otherwise share its right to use the Services or the HIE System.  
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Participant will not modify, reverse engineer, decompile, disassemble or otherwise attempt to 
learn the source code, structure or ideas upon which such software is based. 

12. WARRANTIES AND DISCLAIMERS. 

12.1. General Warranties.  Each party represents and warrants to the other party that: (a) it is duly 
incorporated and validly existing under applicable laws and in good standing in applicable 
business locations as required; (b) it has all necessary right, title, license and authority to enter 
into and perform its obligations under this Agreement; (c) it has appropriate agreements with 
its employees and subcontractors to allow it to provide and / or receive the Services in 
accordance with the terms of this Agreement; and (d) the person signing this Agreement 
(including each Attachment) on behalf of each party has full authority to bind that party to the 
terms and conditions hereof. 

12.2. Performance Warranties.  CORHIO represents and warrants to Participant that it will use 
commercially reasonable efforts to: (a) perform the Services and do the work created under 
this Agreement in a competent and professional manner in conformity with all applicable laws, 
industry standards and reasonable Participant instructions and specifications; and (b) provide 
the Services in a workmanlike, professional, and ethical manner.  

12.3. Disclaimers.  

12.3.1. EXCEPT AS EXPRESSLY STATED IN THIS SECTION 14 (“WARRANTIES”), 
THE HIE SYSTEM AND ALL OTHER SERVICES DESCRIBED HEREIN, 
INCLUDING, WITHOUT LIMITATION, THE DATA PROVIDED THROUGH 
THE HIE, ARE PROVIDED “AS IS” WITHOUT REPRESENTATIONS OR 
WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT 
NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.  
CORHIO DOES NOT WARRANT COMPATABILITY WITH ANY 
PARTICULAR HARDWARE OR SOFTWARE OR INTERCONNECTIBILITY 
WITH OTHER NETWORKS OR SYSTEMS, UNINTERRUPTED OR ERROR-
FREE OPERATION. 

12.3.2. CORHIO WILL NOT BE HELD RESPONSIBLE FOR ANY DELAY, FAILURE, 
INTERRUPTION, LOSS OR OTHER PROBLEM WITH ANY DATA OR THE 
HIE SYSTEM OR OTHER SERVICES ATTRIBUTABLE TO THE INTERNET 
OR PARTICIPANT’S, AUTHORIZED USERS’ OR ANY THIRD PARTY’S 
NETWORK OR THE ABILITY TO ACCESS THE SAME, TO THE EXTENT 
SUCH NETWORK OR ACCESS DELAY, FAILURE, INTERRUPTION, LOSS OR 
OTHER PROBLEM IS NOT ATTRIBUTED TO CORHIO.  

12.3.3. CORHIO MAKES NO REPRESENTATION OR WARRANTY THAT THE 
DATA PROVIDED BY OTHER PARTICIPANTS THROUGH THE HIE WILL 
BE TIMELY, CORRECT, FREE FROM ERRORS, COMPLETE, OR 
UNINTERRUPTED. 

12.4. Not a Medical Service. CORHIO does not make clinical, medical, or other decisions.  The 
HIE System is not a substitute for professional medical judgment applied by Participant or its 
Authorized Users. Without limiting any other provision of this Agreement, each Participant 
and the Participant’s Authorized Users shall be solely responsible for all decisions and actions 
taken or not taken involving patient care, utilization management, and quality management for 
their respective patients and clients resulting from or in any way related to the use of the HIE 
System or the Service or the Data made available thereby.  

12.5. Inaccurate Data. Without limiting any other provision of this Agreement, CORHIO and its 
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vendors shall have no responsibility for or liability related to the accuracy, content, currency, 
completeness, content, or delivery of any Data either provided by a Data Provider or used by a 
Data Recipient pursuant to this Agreement, except to the extent that the content of such Data 
is distorted or corrupted as a direct result of the negligent acts or omissions or willful 
misconduct of CORHIO.  

12.6. Other Participants and External Networks.  By using the HIE System and the Services, 
Participant acknowledges that other participants have access to the HIE System and Services 
pursuant to the same or similar terms and conditions and that CORHIO relies on the 
assurances of its Participants and their Authorized Users of the HIE System as to their identity 
and the nature and purpose of their access to and use of the HIE System.  Other than through 
reasonable enforcement of CORHIO’s Participant Agreements, CORHIO Policies, and 
reasonable system controls, Participant acknowledges that access to and use of the HIE 
System and any Data (including Participant Data) by the other Participants and users of the 
HIE are beyond the direct control of CORHIO.  Participant will not have any claim or cause 
of action against CORHIO resulting from or relating to any action or inaction of any other 
participant or user of the HIE.  Participant further acknowledges that Data may also be shared 
with participants of External Networks in which CORHIO participates. CORHIO shall have 
no responsibility for the acts or omissions of any users accessing or utilizing such External 
Networks.  

13. LIMITATION OF LIABILITY.  

13.1. IN ADDITION TO ANY OTHER LIMITATIONS OF LIABILITY IN THIS 
AGREEMENT: (1) NEITHER PARTY WILL BE LIABLE FOR ANY SPECIAL, 
INCIDENTAL, EXEMPLARY, INDIRECT, PUNITIVE OR CONSEQUENTIAL 
DAMAGES ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT 
UNDER ANY THEORY OF LIABILITY (INCLUDING NEGLIGENCE) AND 
WHETHER OR NOT SUCH PARTY WAS OR SHOULD HAVE BEEN AWARE OR 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE, INCLUDING, WITHOUT 
LIMITATION, LOST REVENUE OR PROFITS, LOST DATA OR INFORMATION, 
COSTS OF PROCUREMENT OF SUBSTITUTE SERVICES, OR INJURY TO 
REPUTATION, OR CLAIMS ARISING FROM ANY DELAY, OMISSIONS OR ERROR 
IN THE HIE, PROVISION OR RECEIPT OF DATA; AND (2) EACH PARTY’S TOTAL 
CUMULATIVE LIABILITY FOR ANY INJURIES, CLAIMS, LOSSES, EXPENSES OR 
DAMAGES RELATED TO THIS AGREEMENT WILL NOT EXCEED THE SUM 
PAID ON BEHALF OF, OR TO THE LIABLE PARTY, BY ITS INSURERS IN 
SETTLEMENT OR SATISFACTION OF A CLAIM OR, IF NO SUCH INSURANCE 
COVERAGE IS PROVIDED WITH RESPECT TO A CLAIM, THE AMOUNTS 
ACTUALLY PAID TO CORHIO BY PARTICIPANT UNDER THIS AGREEMENT 
DURING THE TWELVE (12) MONTH PERIOD PRECEDING THE EVENTS GIVING 
RISE TO ANY SUCH LIABILITY.  THE FOREGOING LIMITATIONS OF LIABILITY 
ARE INTENDED TO APPLY ONLY TO THE PARTIES TO THIS AGREEMENT AND 
EACH PARTY EXPRESSLY RETAINS ALL RIGHTS AND REMEDIES IT MAY HAVE 
UNDER THIS AGREEMENT OR UNDER APPLICABLE LAW WITH RESPECT TO 
ANY THIRD PARTY. 

13.2. THE LIMITATIONS OF LIABILITY IN THIS SECTION SHALL NOT APPLY TO ANY 
CLAIMS, SUITS, LIABILITIES OR DAMAGES ARISING OUT OF OR RELATING TO 
ANY OF THE FOLLOWING: (I) A PARTY’S GROSSLY NEGLIGENT OR WILLFUL 
BREACH OF THIS AGREEMENT; OR (II) A PARTY’S GROSSLY NEGLIGENT OR 
WILLFUL MISCONDUCT. 

14. INSURANCE.  CORHIO and Participant will each purchase and maintain commercial general liability 
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insurance, professional liability / Errors & Omissions Liability (including cyber liability) insurance 
coverage and such professional and general liability insurance coverage as that party deems 
commercially reasonable to insure itself and its officers, directors, and employees against any third 
party claim or cause of action arising out of its performance under this Agreement.  If this 
Agreement is terminated for any reason, CORHIO and Participant will each either maintain its 
insurance coverage called for under this Section (“Insurance”) for a period of not less than three (3) 
years, or will provide an equivalent extended reporting endorsement (a “tail policy”).  Each party will 
provide proof of required insurance coverage to the other party upon request.  The insurance 
coverage required under this Agreement may be provided through one or more commercial 
insurance policies, through a reasonably acceptable self-insurance program, or through a combination 
of commercial and self-insurance programs.   

15. INDEMNIFICATION. 

15.1. Each party (Indemnitor) will, at its expense, defend, indemnify, and hold harmless the other 
party, its subsidiaries, parent corporations, affiliates, officers, directors, independent 
contractors, shareholders, employees, agents, and successors and assigns (Indemnitees) from 
and against any and all claims, losses, damages, suits, fees, judgments, costs and expenses 
(collectively referred to as “Claims”), including attorneys’ fees incurred in responding to such 
Claims, that the Indemnitees may suffer or incur arising out of or in connection with (a) loss of 
data or damages resulting from Indemnitor’s failure to comply with the provisions of this 
Agreement or to comply with the obligations under the HIPAA BAA Exhibit, and not 
otherwise caused by Indemnitees’ act or omission; (b) CORHIO’s failure to comply with the 
laws applicable to the HIE System or Services; (c) Participant’s or its Authorized User’s breach 
of this Agreement, including without limitation, the unauthorized or improper use of the HIE 
System or the use or disclosure of Data for any purpose not permitted by this Agreement, 
CORHIO’s Policies, or Applicable Law; (d) Indemnitor’s fraud, gross negligence or willful 
misconduct; and (e) Indemnitor’s introduction of any unauthorized material, including without 
limitation, a “computer virus” or other contaminant into the other party’s environment. 

15.2. The Indemnitees will give prompt notice of any Claim to Indemnitor, and Indemnitor will 
defend the Indemnitees at the Indemnitees’ request.  Indemnitor may settle, at its sole expense, 
any Claim for which Indemnitor is responsible under this Section 15 provided that such 
settlement shall not limit, unduly interfere, or otherwise adversely affect the rights granted 
herein, either party’s obligations under this Agreement, Participant’s obligations under its state 
or federal contracts, or impose any additional liability on Indemnitors.   

15.3. INTELLECTUAL PROPERTY INFRINGEMENT.   

15.3.1. If Participant is unable to use the Services (including without limitation HIE System) 
because of a claim that such use constitutes an infringement, contributory 
infringement, or violation of any patent, copyright, trade secret, trademark, or other 
third party intellectual property right (“IP Infringement Claim”), CORHIO will, at its 
expense: (1) procure for Participant the right to continue using such good or service; 
or (2) replace or modify such item so that it becomes non-infringing.  If neither option 
is available to CORHIO through the use of commercially reasonable efforts, 
Participant will cease using the Service, and CORHIO will refund all fees paid for 
such Service.  CORHIO agrees to indemnify and hold Participant and its directors, 
officers, employees and agents harmless during the term of this Agreement from any 
claim or action brought against Participant arising out of IP Infringement Claim 
related to HIE System and Services.   

15.3.2. CORHIO’s obligation under this Section 15.3 (“IP Infringement”) will not extend to 
any IP Infringement Claim based on or arising from any: (i) use of the HIE System or 
Service employing hardware, software, systems, or any other configuration not 
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authorized by CORHIO; (ii) use of the HIE System or other Services not in 
accordance with the terms of this Agreement or Applicable Law or Policy; or (iii) 
impermissible modification of the CORHIO HIE System or Services not sanctioned 
or approved by CORHIO.  CORHIO will have no liability for an IP Infringement 
Claim if Participant fails to: (1) notify CORHIO in writing of the IP Infringement 
Claim promptly upon learning  of it or otherwise receiving notice; (2) provide 
CORHIO with reasonable assistance requested by CORHIO for the defense or 
settlement (as applicable) of the IP Infringement Claim; (3) provide CORHIO with 
the exclusive right to control and the authority to settle the IP Infringement Claim 
(Participant may participate in the matter at its own expense); or (4) refrain from 
making admissions about the IP Infringement Claim without CORHIO’s prior written 
consent.  

15.3.3. THIS SECTION 19.3 (“IP INFRINGEMENT”) STATES CORHIO’s ENTIRE 
LIABILITY FOR IP INFRINGEMENT RELATING TO THIS AGREEMENT, 
OR THE SERVICES PROVIDED TO PARTICIPANT.   

16. FORCE MAJEURE.  As used in this Agreement, a “Force Majeure Event” means an act of God, riot, 
civil disorder, pandemic, or any other similar event beyond the reasonable control of a Party, provided 
that the event is not caused, directly or indirectly, by such Party.  In the case of a Force Majeure Event, 
the nonperforming Party will be excused from further performance or observance of the obligation(s) 
so affected for as long as such circumstances prevail and such Party continues to use commercially 
reasonable efforts to recommence performance to whatever extent possible without delay.  Any party so 
delayed in its performance will notify the Party to whom performance is due by telephone and in writing 
and will describe at a reasonable level of detail the circumstances causing such default or delay.  

17. TERM, TERMINATION, AND SUSPENSION OF SERVICES. 

17.1. Term.  This Agreement shall begin on the Effective Date and shall continue for an initial term of 
one (1) year (the “Initial Term”).  This Agreement will automatically renew after the Initial 
Term for successive one (1) year terms, unless earlier terminated as set forth below.   

17.2. Termination. This Agreement may be terminated upon the following circumstances: 

17.2.1. If either Party materially breaches any provision of this Agreement and fails to cure the 
breach within thirty (30) days after receiving written notice thereof from the non-
breaching Party, the non-breaching Party may terminate this Agreement with written 
notice;  

17.2.2. Either Party may terminate this Agreement for any reason or no reason upon sixty (60) 
days prior written notice to the other Party;  

17.2.3. As described in Section 3 (Fees), Section 4 (CORHIO Policies), Sections 5 (CORHIO 
Obligations), and Section 18 (Assignment and Change in Control).   

17.2.4. If either Party determines that its continued participation in this Agreement would cause 
it to violate any Applicable Law or would place it at material risk of suffering any 
sanction, penalty, or liability, then that Party may terminate this Agreement immediately 
upon written notice to the other Party.  

17.2.5. CORHIO may terminate an SOW concurrently with the termination or suspension of 
any agreement with its subcontractors or third-party vendors that provide any essential 
component of the Services provided under that SOW, provided that CORHIO will 
promptly notify Participant and, upon request by Participant, will use commercially 
reasonable efforts to require the subcontractor or third-party vendor to cooperate with 
the migration of Data and applicable Services to an alternative vendor. 

17.3. Suspension of Access.  CORHIO may suspend access to the HIE System and any related 
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Services for Participant or an Authorized User if necessary to ensure the stability, integrity or 
security of the HIE and related Services or as described in Section 3.2.  CORHIO shall advise 
Participant or Authorized User of such suspension prior to or, if immediate action is required and 
prevents prior notice, promptly after, such action is taken, and shall cooperate with Participant or 
Authorized User to resolve the issues leading to such suspension.  Participant may direct 
CORHIO to suspend access for a Participant’s Authorized User, and CORHIO will suspend such 
access promptly.   CORHIO’s suspension of Participant’s or an Authorized User’s access to the 
HIE shall not automatically toll any Fees due hereunder. 

17.4. Early Termination Fees. If Participant terminates this Agreement or an SOW after the 
Implementation process has begun but prior to the Live Date, then Participant is responsible for 
payment in full of any Implementation Fees, which are non-refundable, as set forth in the 
applicable SOW.  

17.5. Effect of Termination.   

17.5.1. Upon expiration or termination of this Agreement (or any SOW, as applicable), each Party 
shall, upon the request of the other: (a) destroy all papers, materials and properties of the 
other held by such Party; and (b) provide reasonable assistance in the termination of this 
Agreement, as may be necessary for the orderly, non-disrupted business continuation of 
each Party.  Termination or expiration of this Agreement will not relieve either party of 
any rights or obligations accruing prior to such termination under this Agreement.  Upon 
any termination or expiration of this Agreement: (a) Participant shall cease using the HIE 
System and any other Services; (b) CORHIO may cease providing access to the HIE 
System and performing any other Services; and (c) all Fees owed to CORHIO under this 
Agreement before or due to such termination shall be immediately due and payable 
(including, at minimum, the Fees due under this Agreement prorated based on Services 
performed by CORHIO prior to termination).   

17.5.2. Return of Data.  Unless an SOW or the HIPAA Business Associate Agreement states 
otherwise, within thirty (30) days after the expiration or termination for any reason (or to 
any extent) of this Agreement, CORHIO shall destroy all applicable Participant Data, 
including PHI, if feasible to do so, including all applicable PHI in possession of 
CORHIO’s subcontractors.    

17.6. Survival.  Participant and CORHIO’s respective obligations hereunder which by their nature 
would continue beyond the termination of this Agreement or expiration of any SOW, shall 
survive. This includes, by way of example but not limited to, the obligations provided under the 
Sections or Exhibits with the following headings: “Confidentiality”, “Indemnification”, any 
warranty by CORHIO, the HIPAA BAA, and to the extent applicable, any obligations stemming 
from state-based government funded programs that are covered under this Agreement, e.g., 
Medicaid, CHIP, etc.   

18. ASSIGNMENT AND CHANGE OF CONTROL.  Neither Party may assign its rights or obligations under 
this Agreement without the advance written consent of the other Party, which consent shall not be 
unreasonably withheld, except that CORHIO or Participant may assign the Agreement to any acquirer 
of all or substantially all of its assets or to the survivor in any merger, joint venture or similar 
combination with another entity.  In the event that Participant undergoes any change of control of 
stock, assets, or business (whether by way of merger, sale of assets, sale of stock, or otherwise) during 
this Agreement that results in an increase in the number of Authorized Users under this Agreement, 
Participant shall notify CORHIO and the parties shall negotiate within thirty (30) days of such notice 
to amend the Fees due under this Agreement to make such fees reasonably proportionate to such 
increase.  In the event that the parties are unable to negotiate an amendment to the Fees within ninety 
(90) days, CORHIO may terminate this Agreement upon seven (7) days’ notice to Participant. 
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19. QUALIFIED IMMUNITIES (IF APPLICABLE).  This Section 19 is applicable only to Participants that 
are public sector entities, as described herein.  The liability, if any, of Participant for damages, losses, 
or costs arising out of or related to acts performed by Participant pursuant to this Agreement, will be 
governed by the provisions of the Immunity Act and the Federal Tort Claims Act, 28 U.S.C. 2671 et 
seq. as applicable, as now or hereafter amended, and no provision of this Agreement, will be deemed a 
waiver, express or implied, of any of the immunities, rights, benefits, or protections of any applicable 
provisions of the Immunity Act or the Federal Tort Claims Act, as it pertains to certain public sector 
Participants.  No Participant that is a “public entity” of the State of Colorado, as defined in Immunity 
Act at CRS § 24-10-103, will be obligated by this Agreement to indemnify, hold harmless, exonerate 
or defend, any other Participant or CORHIO for any claim or other liability, asserted or unasserted, 
pursuant to this Agreement. 

20. DISPUTE RESOLUTION.  The Parties will attempt to resolve any Dispute according to the procedure 
set forth in this Section 20 (“Dispute Resolution”).  Upon written notice of a Dispute from either 
Party, each Party will appoint a senior manager or executive who will meet for the purpose of 
resolving the Dispute.  During the thirty (30) day period following such initial meeting (or such other 
period as the Parties may agree in writing), the designated representatives will meet as often as 
reasonably necessary to negotiate in good faith in an effort to resolve the Dispute without the 
necessity of any formal proceeding.  Notwithstanding any other provision of this Agreement, if a 
Dispute is not resolved by the Parties within ninety (90) days after the issuance of written notice 
under this provision, either Party may take any available action in law or in equity.  Nothing in this 
provision will prevent a Party from seeking a restraining order, injunction or other equitable relief 
before commencing or during the foregoing informal Dispute Resolution processes.  Each Party will 
bear its own costs and expenses, and an equal share of the administrative fees of the Dispute 
Resolution.   

21. ADDITIONAL PROVISIONS 

21.1. Auditing and Monitoring. CORHIO will have the right, but not the obligation, to monitor 
and audit HIE System use by Participant and its Authorized Users, including to confirm 
compliance with this Agreement, CORHIO Policies, and Applicable Law.  Unless prohibited by 
Applicable Law, Participant agrees to cooperate with CORHIO in these monitoring and 
auditing activities.   

21.2. Access Logs.  Data Recipients will maintain records of access to and use of the HIE System in 
accordance with usual practices.  CORHIO will maintain records of use of the HIE System in 
accordance with CORHIO Policies, provided that such Policies conform to Applicable Law and 
with recognized health care industry standards.  Each Party will, upon request, provide the 
other with information from its access logs if reasonably required for the requesting Party to 
comply with Applicable Law.  In addition, Participant will not unreasonably refuse to provide 
CORHIO with a copy of information from its access logs if CORHIO demonstrates a specific 
need for such information relating to the operation of the HIE System.  CORHIO will provide 
Participant with information from its access logs in accordance with the requirements of the 
applicable Business Associate Agreement and CORHIO Policies.  Information from access logs 
provided pursuant to this Agreement shall be treated as Confidential Information by the 
recipient subject to the provisions of this Agreement.   

21.3. Legal and Regulatory Compliance.  All Services performed under this Agreement shall be in 
compliance with Applicable Law and CORHIO’s Policies, including but not limited to, those 
relating to the confidentiality, privacy, security, or other access or use of the HIE or any Data. 

21.4. Antitrust Compliance. Participant agrees not to use any information or Data available through 
the HIE System or to which it has access under this Agreement to evaluate or set its own prices 
for services or products or to otherwise act in violation of state or federal antitrust laws and 
regulations.  Participant also agrees not to discuss prices for Services with other CORHIO 
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Participants or to make any effort collectively with other Participants to establish prices in 
violation of law.  

21.5. Entire Agreement.  This Agreement including its Attachments, Exhibits and any SOWs placed 
hereunder shall constitute the entire agreement between Participant and CORHIO relating to 
the matters specified in this Participant Agreement and supersedes all earlier representations or 
agreements with respect to the same matters, including any other Participant Agreement 
previously executed between the parties.  The terms and conditions of the Attachments, 
Exhibits and any SOW hereunder, are integral parts of this Agreement and are fully 
incorporated herein by this reference.  No conflicting or supplemental pre-printed provisions 
on CORHIO and Participant forms (including without limitation shrink wrap terms, terms on 
purchase orders or invoices) shall be binding on the parties. 

21.6. Amendment. This Agreement may be amended from time to time as agreed upon by both 
Parties. Any amendment or modification to this Agreement or any duly executed SOW 
hereunder shall not be valid, enforceable, or binding on the Parties unless such amendment or 
modification (a) is a written instrument duly executed by the authorized representatives of both 
Parties; and (b) references this Agreement and any SOW, if applicable, and identifies the 
specific sections contained therein which are amended or modified.  However, if an amendment 
of this Agreement is required for CORHIO to comply with Applicable Law or to ensure the 
secure and effective operation of the HIE System, CORHIO may implement the change within 
a time period that CORHIO determines to be reasonable under the circumstances, subject to 
Participant’s termination rights contained herein. No oral modification or waiver of any of the 
provisions of this Participation Agreement is binding on either Party.   

21.7. Governing Laws / Venue.  This Agreement will be governed by and interpreted in 
accordance with the Laws of the State of Colorado without regard to the conflict of law 
provisions. Any action or proceeding arising from or relating to this Agreement must be 
brought exclusively in a state or federal court in Denver, Colorado, and each party irrevocably 
submits to the exclusive jurisdiction and venue of such courts. 

21.8. Use of Trademarks and Trade Names. Nothing in this Agreement will be deemed to give 
either Party any right to use the other Party’s trademarks, trade names, logos, and service marks 
without the other Party’s prior written consent. Notwithstanding the foregoing, the Parties 
acknowledge and agree that CORHIO may identify Participant as participating in the HIE, 
including for the purposes of community planning, provider engagement, public notice of HIE 
participation, advisory committee activities, grant preparation or submission, and Participant 
may disclose its participation in the HIE.  

21.9. Severability. If any provision of this Agreement is held to be invalid or unenforceable by a 
court of competent jurisdiction, then the remaining portions of the Agreement shall be 
construed as if not containing such provision, and all other rights and obligations of the Parties 
shall be construed and enforced accordingly. 

21.10. Notices. Except as otherwise specified herein, all notices, demands or other communications 
hereunder shall be in writing and shall be deemed to have been duly given if delivered in person, via 
electronic mail or facsimile transmission, or by United States mail, certified or registered, postage 
prepaid, return receipt requested, or otherwise actually delivered to the appropriate party as identified 
in the signature block below.  Nothing in this Section will prevent the Parties from communicating via 
electronic mail, telephone, facsimile, or other forms of communication for the routine administration 
of the HIE System. 

21.11. No Waiver.  No waiver or failure to exercise any option, right, or privilege under the terms of this 
Agreement on any occasion or occasions shall be construed to be a waiver of the same or any other 
option, right or privilege on any other occasion. 
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21.12. Counterparts. This Agreement may be executed in one or more counterparts, each of which shall be 
deemed to be an original, but all of which together will constitute one and the same instrument. 
Facsimile signatures and signatures transmitted by email after having been scanned will be accepted as 
originals for the purposes of this Agreement.  

In consideration of the foregoing, the mutual covenants contained herein, and for other good and 
valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties 
below enter into this Agreement, effective as of the Effective Date, and agree to the terms herein: 
 

Participant CORHIO 

Huerfano County Coroner 
Colorado Regional Health Information 
Organization, a Contexture Organization 

By:  By:  

Print Name:  Print Name:  

Title:  Title:  

Date:  Date:  

Contact information for all Notices due under this Agreement: 

Primary  
Address 

401 Main Street, Ste 201 

Walsenburg, CO 81089 

2000 S Colorado Blvd 
Tower 1, Suite 12000 
Denver, CO 80222 

    

Primary Contact: 
(name & title) 

Vonnie Valdez 

County Coroner 

Name: Legal Department 
Title:  

Phone: 719-738-2425 Phone: 

Email: vvaldez@huerfano.us Email: Legal@contexture.org 

EIN: 98-04909 

ATTACHMENT 1 

CORHIO Services List 

Service Description 

PatientCare 360® 

PatientCare 360® is a web-based longitudinal patient view portal that includes 
aggregated clinical and demographic data from disparate data sources such as 
hospitals and laboratories. The Community Health Record function of the portal 
provides credentialed Authorized Users with query-based access to a longitudinal 
view of a patient’s health data as available in the HIE System. 

Add-On Services for 
PatientCar

e 360® 

• Single Sign-On (allows users to access the portal from within an EHR system) 

• Clinical Inbox / EMS Inbox (a function in PatientCare 360 allows hospitals to 
send a patient facesheet from an emergency department admission after an EMS 
agency has transported a patient to that location) 

Results Delivery 

 

CORHIO will implement and maintain HL7 interfaces from the HIE into the 
Participant EHR inclusive of the following data types (as selected by Participant and 
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as available in the HIE System): 

• Laboratory Results 

• Admission, Discharge and Transfer (ADT) Information 

• Pathology Reports 

• Radiology Reports 

• Transcribed Reports 

Notifications 

CORHIO’s Notification services provide member / patient-based routing of results 
available in the HIE System to Participant via one of the following delivery methods: 
daily batch files to SFTP; HL7 feed; Application Programming Interface (API) feed.  
CORHIO offers Notifications services for the following data types: 

• ADTs 

• General Labs 

• COVID-19 Labs 

• Diabetes 

• Cholesterol 

• Hepatitis 

• (Additional Notification Types are Being Developed) 

Data Sender Services 

• Data Sender – Hospital: CORHIO can help you deliver the following data to 
your community providers via HL7 feeds: laboratory, pathology and 
microbiology test results, radiology reports, hospital admission, transfer and 
discharge (ADT) summaries and transcriptions. 

• Data Sender – Lab / Imaging: Laboratories and Imaging Centers can send 
results to the CORHIO HIE for community providers to access, including 
radiology reports, laboratory results and links to imaging files.  

• Data Sender – Cross Community Architecture (XCA): For those 
organizations unable to send data to the HIE via HL7 feed, CORHIO can set up 
an XCA connection.   

• Data Sender – Patient Centered Data Home (PCDH): CORHIO works with 
other HIEs on PCDH alerts, which notify providers a care event has occurred 
outside of the patients’ “home” HIE, and confirms the availability and the 
specific location of the clinical data. 

• Data Sender – Continuity of Care Documents (CCDs): CORHIO can ingest 
CCD/care summary documents for multiple purposes, such as for the Medicaid 
APM electronic Clinical Quality Measures initiative or to improve Participants’ 
referral communications and care coordination efforts.   

Patient History 

CORHIO’s Patient History service matches Participant member lists / patient panels 
to a database of historical clinical data and returns data in the timeframe increment of 
your choice.  Patient History data may include patient demographics, ADT data 
including admission type, sending facility, admission date/time, discharge diagnosis, 
and lab and radiology data, as available in the HIE. Patient History Data will be 
provided to Participant via one of the delivery methods offered by CORHIO. 

Consolidated Care 
Summaries 

The Consolidated Care Summaries service is designed to streamline clinical decision-
making, reduce information redundancies, and improve care coordination by 
consolidating disparate data elements available in the CORHIO HIE into a single, 
comprehensive CCD based on a specific trigger type, such as Emergency 
Department admission. The Service allows providers to have a single view of all 
clinical information available in the HIE for a specific patient.  

Direct Messaging 

CORHIO offers HISP services and Direct Messaging addresses to qualified health 
care providers, regardless of whether they use an EHR. For providers with an EHR 
that is not capable of providing HISP services, CORHIO offers EHR-enabled HISP 
services. For providers without an EHR, CORHIO offers a standalone, Web-based 
software application called Web Direct for sending and receiving Direct messages.  
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CIIS Reporting 

CORHIO and CDPHE’s Colorado Immunization Information System (CIIS) have 
developed an interface that allows medical practices to upload immunization data 
from their EHRs through the HIE System. Reporting immunizations to public health 
via CORHIO can also assist organizations in meeting quality reporting and incentive 
program requirements. 

CIIS Query 

CORHIO has enabled functionality that allows practices and health systems to query 
the CIIS Registry for patient vaccine history from within electronic health records, 
thereby eliminating the need for providers and their supporting staff to go out to the 
CIIS Portal directly to learn of the patient’s vaccine history. 

Public Health Reporting 

In addition to immunization reporting, hospitals and practices participating in the 
CORHIO network can leverage the HIE System to send data to or receive data from 
state and county health departments, including for newborn screening reporting, 
cancer registry reporting, syndromic surveillance and electronic lab reporting.  

Social Determinants of 
Health Platform 

CORHIO has partnered with an organization that offers a case management and 
network care coordination software tool that enables Participants to refer patients to 
community-based organizations who can assist in the provision of care in the social 
services continuum.    
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CORHIO’s Healthcare Quality Improvement Team Services 

Service Description 

Clinical Quality 
Reporting and Value-Based 

Care 

CORHIO offers electronic solutions and staff training for submitting eCQMs for 
providers participating in the Alternative Payment Model track or the Non-APM 
track of CMS’s Quality Payment Program.  

Coding for Improved 
Reimbursements 

CORHIO offers services to assist practices with Hierarchical Condition Category 
(HCC) coding, which is a risk-adjustment model originally designed to estimate 
future healthcare costs for patients. 

Federal Incentive 
Programs and Colorado 

Grant Programs 

Our team can assist you with participating in Colorado grant opportunities and 
Federal incentive programs to improve health information exchange and quality 
reporting for your practice.  

EHR Adoption, 
Replacement and 

Optimization 

Our team is available for guidance on EHR vendor contract negotiations and 
recommendations for contract inclusions and disclosures that help avoid unexpected 
fees as well as best practices to optimize use of your existing system. 

Medical Home 
Recognition 

Hands-on assistance from NCQA Certified Content Experts to simplify the process 
of becoming PCMH recognized. 

Telehealth Assistance 
Guidance with telehealth, such as setting up services, identifying appropriate visits 
for telehealth, and properly billing for reimbursements using the latest COVID-19 
guidelines. 
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ATTACHMENT 2 

Terms and Conditions Applicable to CORHIO’s Participation in 
External Networks 

 
To support Participant’s communications with entities that are not CORHIO participants, CORHIO 
participates in the eHealth Exchange network, which facilitates health information exchange across the 
country.  As a condition of participation in the eHealth Exchange network, CORHIO has signed the Data 
Use and Reciprocal Services Agreement (“DURSA”) and is required to obtain Participant’s agreement to 
comply with certain provisions in the DURSA for Participant’s communications using the eHealth Exchange 
network.  Participant agrees to comply with the following provisions when conducting Data Exchanges with 
the eHealth Exchange network: 

1) Definitions 

a) “Applicable Law” means: 

i) for the Participants that are not Federal Participants, all applicable statutes and regulations of 
the State(s) or jurisdiction(s) in which the Participant operates, as well as all applicable Federal 
statutes, regulations, standards and policy requirements;  

ii) for the federal Participants, all applicable Federal statutes, regulations, standards and policy 
requirements.  

b) “Message Content” means Participant's Shared Information, Protected Health Information, de-
identified data, individually identifiable information, pseudonymized data, metadata, and schema. 

c) “Permitted Purpose” shall mean one of the following reasons for which Participants or Participant 
Users may legitimately exchange Data: 

i) Treatment, Payment, Health Care Operations, and Authorization based disclosures as defined 
by HIPAA;  

ii) Transaction of Message Content related to value based payment models, alternative payment 
arrangements or financial risk sharing models of any nature whether for Medicare, Medicaid, 
other federal programs, commercial payers or employer self-insured arrangements. This could 
include, but is not limited to, participation in Medicare bundled payments, the Medicare Shared 
Savings Program, other Medicare Alternate Payment programs, Medicaid Managed Care 
programs or commercial value-based payment programs;  

iii) Transaction of Message Content for certain specialized government functions which are 
necessary to fulfill an agency’s statutory obligations for programs the agency administers 
including, but not limited to: (i) activities deemed necessary by appropriate military command 
authorities to assure the proper execution of the military mission; (ii) for the purpose of the 
Department of Veterans Affairs determining the individual’s eligibility or entitlement to 
benefits under the VA upon separation or discharge of the individual from military service; (iii) 
to determine eligibility for or entitlement to or provision of other government benefits; (iv) for 
activities related to eligibility for or enrollment in a health plan that is a government program; 
(v) for administering a government program providing public benefits, to coordinate covered 
functions; or, (vi) to improve administration and management relating to the covered functions 
of such government programs;  

iv) Public health activities and reporting as permitted by Applicable Law, including the HIPAA 
Regulations at 45 C.F.R. § 164.512(b) or 164.514(e).  
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v) Any purpose to demonstrate meaningful use of certified electronic health record technology by 
the (i) Submitter, (ii) Recipient or (iii) Covered Entity on whose behalf the Submitter or the 
Recipient may properly Transact Message Content under this Agreement, provided that the 
purpose is not otherwise described in subsections 1-46 of the DURSA and the purpose is 
permitted by Applicable Law, including but not limited to the HIPAA Regulations. 
“Meaningful use of certified electronic health record technology” shall have the meaning 
assigned to it in the regulations promulgated by the Department of Health and Human 
Services under the American Recovery and Reinvestment Act, Sections 4101 and 4102;  

vi) Transaction of Message Content in support of an individual’s: (i) right to access their health 
information or (ii) right to direct with whom their Restatement II of the Data Use and 
Reciprocal Support Agreement information can be shared or where their information should 
be sent. For the avoidance of doubt, a Participant may be prevented from disclosing 
information due to Applicable Law even though the individual asserts this Permitted Purpose; 

d) “Transact” means to send, request, receive, assert, respond to, submit, route, subscribe to, or 
publish Message Content.  

2) Data Exchange. While Transacting Message Content in accordance with the DURSA, Participant shall: 

a) Comply with all Applicable Law; 

b) Reasonably cooperate with CORHIO on issues related to the Agreement and the DURSA, 
including participating in information gathering and documentation related to Participant’s use of 
the HIE System to conduct Data Exchange with the eHealth Exchange); 

c) Transact Message Content only for a Permitted Purpose;  

d) Use Message Content received from another Participant or Authorized User in accordance with 
the terms and conditions of the Agreement and the DURSA; 

e) As soon as reasonably practicable after determining that a Breach occurred, report such Breach to 
CORHIO; and, 

f) Refrain from disclosing to any other person any passwords or other security measures issued to the 
Authorized User by the Participant. 

3) Use of Data Received.  With regard to Data that Participant receives through the eHealth Exchange, 
Participant will comply with the terms and conditions of the DURSA, at 
https://ehealthexchange.org/wp-content/uploads/2019/11/DURSA-Restatement-II-of-the-DURSA-
revised-August-13-2019-EXECUTABLE.pdf. Participants who receive Data via the eHealth Exchange 
may retain, use and re-disclose such Data in accordance with Applicable Law and the Participant’s 
record retention policies and procedures. 

4) Protection of Passwords and Other Security Measures.  Participant and its Authorized Users shall refrain 
from disclosing to any other person any passwords or other security measures issued to the Participant 
or its Authorized Users, and shall comply with all Policies related to the security of the HIE.  

5) Termination of DURSA. If CORHIO’s participation in the DURSA is terminated for any reason, 
Participant will no longer have any right to conduct Data Exchanges through the eHealth Exchange 
utilizing CORHIO connections. 

6) Required Alternative Dispute Resolution. Participants shall submit any disputes related to their exchange 
of Protected Health Information over the eHealth Exchange to the non-binding Dispute Resolution 
Process as required by the DURSA 

 
  

https://ehealthexchange.org/wp-content/uploads/2019/11/DURSA-Restatement-II-of-the-DURSA-revised-August-13-2019-EXECUTABLE.pdf
https://ehealthexchange.org/wp-content/uploads/2019/11/DURSA-Restatement-II-of-the-DURSA-revised-August-13-2019-EXECUTABLE.pdf
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Mandated Flow-Down Provisions for Data Exchange through PCDH  

These additional flow-down provisions relate to the exchange of Data (as defined below) in accordance with 
the Patient Centered Data Home Master Collaboration Agreement (the “PCDH”) entered into by 
CORHIO.  To the extent of a conflict between these provisions and the Agreement, these provisions shall 
govern with respect to the exchange of Data through the PCDH. These provisions are subject to change in 
accordance with requirements of the PCDH. 

1. Definitions.  Capitalized terms used but not otherwise defined in the Agreement or this Attachment 
shall have the meaning ascribed in HIPAA. 

a) “Applicable Law” means: (i) for the Participants that are not federal Participants, all applicable 
statutes and regulations of the State(s) or jurisdiction(s) in which the Participant operates, as well as 
all applicable Federal statutes, regulations, standards and policy requirements; (ii) for the federal 
Participants, all applicable Federal statutes, regulations, standards and policy requirements.  

b) “Data” means information that is electronically transmitted pursuant to the PCDH.  This 
information includes, but is not limited to, Protected Health Information (PHI), de-identified data (as 
defined in the HIPAA Regulations at 45 C.F.R. § 164.514), pseudonymized data, metadata, and 
schema.  Confidential Information is excluded from the definition of Data. 

2. While exchanging Data in accordance with the PCDH, Participant shall: 

a) Comply with all Applicable Law; 

b) Report a Breach to CORHIO; 

c) Refrain from disclosing to any other person any passwords or other security measures issued to 
Participant by CORHIO; and 

d) Refrain from threatening the integrity or availability of an interface or HIE System or the privacy 
and security of any information stored therein. 
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ATTACHMENT 3 

CORHIO POLICIES 

(separate attachment) 

Available on CORHIO’s Website at https://www.corhio.org/onboarding  

 

 

ATTACHMENT 4 

LABCORP AND QUEST DIAGNOSTICS PROVIDER AUTHORIZATION 
FORMS 

(See Separate attachment if applicable to Participant) 

Available on CORHIO’s Website at https://www.corhio.org/onboarding  
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EXHIBIT A 

Statement(s) of Work 

(See Separate Attachment(s)) 
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EXHIBIT B 

Business Associate Agreement 

(separate attachment) 
 

 

 


