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BUSINESS ASSOCIATE AGREEMENT 

This Business Associate Agreement (“Agreement”) is entered into as of the date of 
execution by both parties (the “Effective Date”), by and among Huerfano County Coroner  acting 
as a Covered Entity (“Covered Entity”) and the Colorado Regional Health Information 
Organization, a Colorado nonprofit corporation on behalf of itself and its affiliate Contexture, with 
an address of 2000 S Colorado Blvd, Tower 1, Suite 12000, Denver, CO 80222, acting in the 
capacity as a Business Associate or Subcontractor Business Associate (“CORHIO” or “Business 
Associate”) (collectively referred to herein as the “Parties”).   This Agreement supersedes any prior 
Business Associate Agreement between or among the Parties. 

RECITALS 

WHEREAS, CORHIO governs and operates a Colorado, state-wide health information 
exchange (“HIE”) through which Covered Entity and other participants will transmit or receive 
Protected Health Information (referred to herein as “PHI” and defined below) and other 
information to CORHIO, acting in the capacity as a common Business Associate or Subcontractor 
Business Associate;  

WHEREAS, CORHIO and Covered Entity have entered into a written agreement and may 
in the future enter into additional written agreements, including one or more statements of work, 
pursuant to which CORHIO may, on Covered Entity’s behalf, access, use, create, receive, transmit, 
maintain, and/or disclose PHI (the “Participant Agreement”); 

WHEREAS, Covered Entity and CORHIO intend to protect the privacy and provide for 
the security of PHI disclosed to CORHIO and comply with the requirements of the Health 
Insurance Portability and Accountability Act of 1996 (“HIPAA”) and the Health Information 
Technology for Economic and Clinical Health Act, Public Law 111-005 (“HITECH Act”), and the 
final regulations to such Acts that the U.S. Department of Health and Human Services (“HHS”) has 
promulgated and set forth in 45 CFR Parts 160, 162, and 164, as may be amended from time to time 
(collectively, the “HIPAA Rules”); 

WHEREAS, the Parties acknowledge that this Agreement shall supplement and / or amend 
the Participant Agreement only with respect to CORHIO’s access, use, creation, receipt, transmittal, 
maintenance or disclosure of PHI and supersedes any prior Business Associate Agreement between 
the parties;  

WHEREAS, the participants in HIE do not become Business Associates of each other by 
virtue of this Business Associate Agreement.   

NOW THEREFORE, in consideration of the mutual promises below and the exchange of 
information pursuant to this Agreement, the Parties agree as follows: 

1. DEFINITIONS. 

A. “Applicable Law” means HIPAA, the HITECH Act, the HIPAA Rules, as may be amended 
from time to time, as well as applicable state law.  

B. “Breach” shall have the meaning given to such term at 45 C.F.R. § 164.402. 

C. “Discovery” shall mean the first day on which an Incident (as defined herein) is known to 
Business Associate (including any person that is an employee, officer, or Subcontractor of 
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Business Associate), or should reasonably have been known to Business Associate, to have 
occurred.   

D. “Incident” shall have the meaning provided under Section II.F. 

E. “Individual” shall have the same meaning as the term “Individual” in 45 C.F.R. §160.103 and 
shall include a person who qualifies as a personal representative in accordance with 45 C.F.R. 
§164.502(g). 

F. “Protected Health Information” or “PHI” shall have the same meaning as the term 
“Protected Health Information” in 45 C.F.R. §160.103, limited to the information created, 
received, transmitted, or maintained by Business Associate on behalf of or for Covered 
Entity.  For purposes of this Agreement, “Protected Health Information” or “PHI” shall 
collectively refer to Protected Health Information, Electronic Protected Health Information 
(“ePHI”) as defined in 45 C.F.R. § 160.103, and “Personal Information” as defined below. 

G. “Personal Information” or “PI”, also known as “Personally Identifiable Information,” 
“Personal Data,” and similar terms, shall have the meaning provided under state law. For 
purposes of this Agreement, Personal Information shall include any data elements that 
identify an individual or that could be used to identify an individual, including but not 
limited to an individual’s first name or initial and last name in combination with one or more 
of the following data elements: social security number; driver’s license or state issued 
identification number; credit or debit card number; medical information (such as an 
individual’s condition, treatment, or payment information); financial information, such as 
checking account or other account number (either in combination with a required security 
code, access code, or password that would permit access to the account, or alone if the 
account does not require such an access code); or other identifying information, such as 
email addresses and usernames in combination with passwords or security questions, date of 
birth, mother’s maiden name, digital signature, passport number, fingerprint or other 
biometric data, an insurance policy number, employment information, employment history, 
an employer, student, tribal, or military identification numbers.  

H. “Required by Law” means a mandate contained in law that compels Covered Entity or 
Business Associate to use or disclose PHI and that is enforceable in a court of law, including, 
but not limited to, court orders, court-ordered warrants and statutes and regulations.  

I. “Secretary” shall mean the Secretary of the Department of Health and Human Services or 
his/her designee. 

J. “Security Incident” shall have the meaning provided in 45 C.F.R. § 164.304. 

K. Terms used but not otherwise defined in this Agreement shall have the same meaning as 
given to those terms in the HIPAA Rules.  A regulatory reference in this Agreement means 
the section as in effect or as amended, and for which compliance is required.   

2. BUSINESS ASSOCIATE’S OBLIGATIONS. 

A. Permitted Use and Disclosure of PHI.  

1. Business Associate shall use and disclose PHI only as permitted by this Agreement or as 
Required by Law.  To the extent that Business Associate is to carry out one or more of 
Covered Entity’s obligation(s) under the HIPAA Rules, Business Associate shall comply 
with the provisions in the HIPAA Rules that would apply to Covered Entity in the 
performance of such obligation(s).  Business Associate is also permitted to obtain 
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Individual HIPAA authorizations and other consents in accordance with the HIPAA 
Rules and to use and disclose PHI as permitted by such authorizations and consents in 
compliance with CORHIO’s policies. 

2. Participant Agreement. Except as otherwise limited in this Agreement, CORHIO may 
use or disclose PHI for, or on behalf of, Covered Entity, in the operation of the HIE 
and in CORHIO’s provision of services, including but not limited to the following 
functions, services and activities that are implicit in the Participant Agreement (even if 
not specifically stated): 

a) Managing authorized requests for, and disclosures of, PHI amongst Participants in 
the health information exchange; 

b) Creating and maintaining a master patient index; 

c) Providing a record locator or patient matching service; 

d) Standardizing data formats; 

e) Implementing policies and other business rules to assist in the automation of data 
exchange; 

f) Facilitating the identification and correction of errors in health information records; 

g) Aggregating data on behalf of multiple Participants, including to create, update, 
modify, transmit, standardize, maintain, or disclose a Continuity of Care Document; 

h) Developing new functionality of the health information exchange; 

i) Responding to permissible requests from public health authorities including for 
public health activities and facilitating the exchange of information between 
participants and public health authorities (e.g., immunization information systems);  

j) Any other use permitted or directed by the Participation Agreements; provided that 
such use or disclosure would not violate Applicable Law if done by the Covered 
Entity or another Participant.  

B. Permitted Uses of PHI by CORHIO. CORHIO may use PHI i) for the proper management 
and administration of CORHIO, ii) to carry out its legal responsibilities, (iii) to create de-
identified data consistent with 45 C.F.R. 164.514, and (iv) to provide Data Aggregation 
services to Covered Entity and for the Health Care Operations of the Participants. (See 45 
CFR Sections 164.504(e)(2)(i), 164.504(e)(2)(ii)(A), and 164.504(e)(4)(i)). 

C. Permitted Disclosures of PHI by CORHIO.  CORHIO may only disclose PHI for the 
purpose of performing its respective obligations under this Agreement and as permitted 
under the Participant Agreement; provided, however, that CORHIO shall not disclose PHI 
in any manner that would constitute a violation of Applicable Law if so disclosed by 
Covered Entity or a Participant. Except as otherwise limited in this Agreement, CORHIO 
may disclose PHI (i) for its proper management and administration, (ii) to carry out its legal 
responsibilities, or (iii) as required by law. If CORHIO makes a permitted disclosure of PHI 
to a third party pursuant to this subsection, prior to making any such disclosure, CORHIO 
shall first obtain, (i) reasonable written assurances from such third party that such PHI will 
be held confidential as provided pursuant to this Agreement and Applicable Law and will 
only be disclosed as Required by Law or for the purposes for which it was disclosed to such 
third party, and (ii) a written agreement from such third party to immediately notify Business 
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Associate of any instance of which the recipient is aware in which the confidentiality of the 
PHI has been breached. 

D. Safeguards. CORHIO shall implement administrative, physical, and technical safeguards that 
reasonably and appropriately protect the confidentiality, integrity, and availability of the PHI 
that Business Associate creates, receives, maintains, uses, discloses, or transmits on behalf of 
Covered Entity, in accordance with all applicable provisions of the HIPAA Rules.  Business 
Associate shall comply with the requirements in 45 C.F.R. Part 164, subpart C.  CORHIO 
shall Encrypt, or cause the Encryption of, all ePHI they transmit or store such that such 
ePHI will not comprise Unsecured PHI as such term is used under the HITECH Act and 
the Breach Notification Rule. 

E. Minimum Necessary.  If applicable, CORHIO, and its agents and subcontractors, will make 
reasonable efforts to use, disclose, or request only the minimum necessary PHI to 
accomplish the intended purpose (as described in 45 C.F.R. § 164.502(b) and § 164.514(d)).  
The Parties understand and agree that the definition of “minimum necessary” is in flux, and 
CORHIO agrees to keep itself informed of guidance issued by the Secretary with respect to 
what constitutes “minimum necessary.” 

F. Incident Reporting:  Business Associate shall report to Covered Entity any of the following 
without unreasonable delay after Discovery by Business Associate or any Subcontractor: (i) 
any acquisition, access, use or disclosure of PHI not provided for in this Agreement or the 
Participant Agreement; (ii) any Security Incident involving PHI; (iii) any Breach of 
Unsecured PHI (collectively, an “Incident”).   Business Associate shall implement reasonable 
systems for the Discovery and prompt reporting of any Incidents and shall train Business 
Associate personnel regarding the requirements under this Agreement. Notwithstanding the 
foregoing, the Parties agree that this Agreement serves as notification, and that no further 
notification is required, of the ongoing existence of Unsuccessful Security Incidents, defined 
to include, without limitation, activity such as pings and other broadcast attacks on Business 
Associate’s firewall, port scans, unsuccessful log-in attempts, denial of service, and any 
combination of the above, so long as such activity does not result in unauthorized access, 
use, acquisition, or disclosure of PHI.   

G. Agents & Subcontractors.  Business Associate shall ensure that any agent or subcontractor 
to whom it provides PHI agrees in writing to substantially the same restrictions and 
conditions that apply throughout this Agreement to Business Associate. 

H. Access to PHI. To the extent that Business Associate possesses an applicable Designated 
Record Set, CORHIO shall provide access to PHI in a Designated Record Set to Covered 
Entity or, as directed by Covered Entity, to an Individual all in accordance with the 
requirements in 45 CFR §164.524, including providing or sending a copy to a designated 
third party and providing or sending a copy in electronic format.  If an Individual requests 
access to PHI directly from Business Associate, Business Associate will forward such a 
request in writing to Covered Entity within a reasonable amount of time.  Covered Entity 
will be responsible for making all determinations regarding the granting or denial of an 
Individual’s request, and Business Associate shall make no such determinations.  If Business 
Associate maintains PHI in electronic form, Business Associate shall provide such 
information in electronic format to Covered Entity if requested. 

I. Amendment of PHI. Business Associate shall make any amendment(s) to PHI in a 
Designated Record Set that Covered Entity, or a Participant acting through CORHIO, 
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directs or agrees to pursuant to 45 CFR Section 164.526 at the request of an Individual, and 
in the time and manner reasonably designated by Covered Entity. If any Individual requests 
an amendment of PHI directly from CORHIO or its agents or subcontractors, CORHIO 
will notify the Covered Entity within a reasonable amount of time. Any approval or denial of 
amendment of PHI maintained by CORHIO or its agents or subcontractors shall be the 
responsibility of the affected Covered Entity in accordance with 45 CFR § 
164.504(e)(2)(ii)(F)). 

J. Documentation and Accounting of Disclosures.  Business Associate shall document 
such disclosures of PHI as would be required for Covered Entity to respond to a request by 
an Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. 
§164.528. Business Associate agrees to implement a process in the time and manner 
reasonably designated by Covered Entity that allows for an accounting to be collected and 
maintained by Business Associate and its agents or subcontractors.  In addition, Business 
Associate agrees that (i) within a reasonable amount of time of receipt of a notice from 
Covered Entity requesting an accounting of PHI disclosures, Business Associate shall 
provide Covered Entity with records of such disclosures containing information as outlined 
in 45 C.F.R. §164.528(b); (ii) within a reasonable amount of time of receipt of a request by 
an Individual to Business Associate or its agents or subcontractors for an accounting of 
disclosures of PHI, Business Associate shall forward to Covered Entity any such requests in 
writing.  Covered Entity shall be responsible for providing an accounting of PHI disclosures 
to the Individual. Business Associate will not provide an accounting of its disclosures directly 
to the Individual.  

K. Government Access. Upon request, Business Associate shall make its internal practices, 
books and records relating to the use and disclosure of PHI available to the Secretary to the 
extent required for determining Covered Entity’s or Business Associates’ compliance with 
the HIPAA Rules.   

L. State Law.  Business Associate shall comply with applicable state law confidentiality, privacy, 
security, document retention, and breach notification requirements involving PI.  
Notwithstanding any provision to the contrary, the provisions of this Agreement shall apply 
equally with respect to PI as they do to PHI; provided, however, that to the extent that state 
law is more stringent than the HIPAA Rules or the terms of this Agreement, Business 
Associate agrees to comply with the requirement that provides more privacy and security 
protection to PI. 

3. COVERED ENTITY’S OBLIGATIONS. 

A. Restrictions. Covered Entity shall notify Business Associate of any limitation(s) or 
restriction(s) that may affect Business Associate’s use or disclosure of PHI, including: (i) 
any such limitation(s) or restriction(s) in Covered Entity’s notice of privacy practices in 
accordance with 45 C.F.R. § 164.520; (ii) any changes in, or revocation of, permission 
by an Individual to use or disclose PHI; or (iii) any restriction on the use and disclosure 
of PHI that Covered Entity has agreed to in accordance with 45 C.F.R. § 164.522 or 
otherwise (collectively, “Restrictions”).  

 
B. Notice of Restrictions. Covered Entity shall provide Business Associate with notice of 

Restrictions within a reasonable time period, which shall be no later than ten (10) 
calendar days prior to the effective date of the Restriction. Due to current legal, 
technical and administrative limitations, including but not limited to data segmentation 
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infeasibility, Covered Entity acknowledges that any such Restrictions may require 
Business Associate to opt out affected Individuals from participation in the HIE in 
order to accommodate the Restriction. Covered Entity agrees to assume all 
responsibility for any claim arising out of or relating to opt outs made in connection 
with implementing a Restriction.  

 
C. Compliance. Covered Entity represents, warrants and covenants that at all relevant 

times: (a)  Covered Entity has not and will not improperly encourage or induce 
Individuals to make Restrictions; (b) Covered Entity’s practices with respect to 
Restrictions will be implemented in a consistent and non-discriminatory manner; and (c) 
in the event Covered Entity terminates a Restriction, it will be done in accordance with 
45 C.F.R. § 171.202(e).      

4. TERM AND TERMINATION. 

A. Term. The term of this Agreement shall commence as of the Effective Date, and shall 
terminate at the time of the termination or expiration of the Participant Agreement, or 
earlier as provided herein.  

B. Termination for Cause.   

1. Material Breach: If Covered Entity reasonably determines that Business Associate 
has materially breached this Agreement, Covered Entity may  

a) provide Business Associate with thirty (30) days written notice of the alleged 
material breach and an opportunity to cure the breach. If CORHIO fails to cure 
the breach or end the violation within the specified timeframe, Covered Entity 
may terminate this Agreement and the Participant Agreement; or  

b) immediately terminate this Agreement. 

2. Effect of Termination or Expiration.  Within thirty (30) days after the expiration or 
termination for any reason of the Agreement, CORHIO shall return or destroy all 
applicable PHI, if feasible to do so, including all applicable PHI in possession of 
CORHIO’s subcontractors.   Notwithstanding the foregoing, Covered Entity 
understands that PHI provided to the HIE may be integrated into the medical record of 
Data Recipients that access the HIE, and into records maintained by CORHIO 
(including but not limited to back-up tapes), and it will not be feasible for CORHIO to 
return or destroy the PHI that has been thus integrated upon termination of the 
Participant Agreement. To the extent that CORHIO determines that returning or 
destroying the PHI is not feasible, CORHIO shall notify Covered Entity in writing of 
the reasons return or destruction is not feasible. If CORHIO does not return or destroy 
PHI upon termination, CORHIO shall extend the protections for this Agreement to 
such PHI and limit further uses and disclosures of such PHI to those purposes that 
make the return or destruction infeasible, for so long as CORHIO maintains such PHI. 

5. MISCELLANEOUS. 

A. Amendment.  The Parties may amend this Agreement from time to time as is necessary 
to achieve and maintain compliance with Applicable Law, except that no agreement or 
other understanding in any way modifying the terms hereof will be binding unless made 
in writing as a modification or amendment to this Agreement and executed by each of 
the Parties. 
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B. Interpretation.  Any ambiguity in this Agreement shall be resolved to permit the Parties 
to comply with Applicable Law. 

C. Choice of Law.  This Agreement shall be governed by the laws of the state of Colorado 
without regard to conflict of laws principles thereof. 

D. Relationship to Agreements with Covered Entity.  In the event that a provision of this 
Agreement is contrary to a provision of any other agreement between Business 
Associate and Covered Entity (including any inconsistences in defined or capitalized 
terms), this Agreement shall control. 

E. Survival. Business Associate’s obligations under Sections 2 and 4.B2 of this Agreement 
shall survive the termination of this Agreement. 

F. No Third Party Beneficiaries.  Nothing express or implied in this Agreement is intended 
to confer, nor shall anything herein confer, upon any person other than Covered Entity, 
Business Associate and their respective successors and assigns, any rights, remedies, 
obligations or liabilities whatsoever.   

G. Entire Agreement.  This Agreement constitutes the entire agreement between the 
Parties with respect to its subject matter and merges, integrates and supersedes all prior 
and contemporaneous agreements, addenda and understandings between the Parties, 
whether written (including within any Services Agreements) or oral, concerning its 
subject matter. 

Covered Entity and CORHIO have caused their duly authorized representatives to execute this 
Agreement. 

Covered Entity and CORHIO have caused their duly authorized representatives to execute this 
Agreement. 

 

 

FOR PARTICIPANT:   FOR CORHIO:   

Huerfano County Coroner   Colorado Regional Health Information 
Organization, a Contexture Organization   

Signed: Signed: 

Name: Name: 

Title: Title: 

Date: Date: 


