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Department: IT Division
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Public hearing: No

Date of public hearing:  N/A

PRESENTER/INFORMATION CONTACT
IT Division Manager, Chris Johnston

ITEM TO BE CONSIDERED
Subject: Memorandum of Understanding with the North Carolina Department of Information Technology —
Cloudflare Web Application Firewall Service

Attachments:
Cloudflare MOU

Summary:
The Enterprise Security and Risk Management Office provide cyber resources and services to state agencies and
local and tribal government entities in North Carolina.

The Board of Commissioners approved deployment of NCDIT SecureNC tools related to Tanium after editing the
MOU to better reflect the board’s wishes that Hillsborough-generated data are not to be used to train Al models,
and that any reports about Hillsborough data used in NCDIT reports be anonymized.

The IT Division would like to continue working with NCDIT through the SecureNC initiative by utilizing the other
free tool, a layer 7 web filter through Cloudflare. Additional information about the tool can be found at Web
Application Firewall | NCDIT IT Services

A similar MOU has been generated and edited by NCDIT, the IT Division, and the town attorney. The MOU has
been approved by the town attorney and is ready for approval. There is no cost to the town, and this partnership is
similar in relation to a previously approved MOU with Tanium.

Financial impacts:
None to the town — the tool is provided by NCDIT free to municipalities.

Staff recommendation and comments:
Staff recommends that we implement the Cloudflare Web Application Firewall in tandem with the Tanium rollout.

Action requested:
Authorize the town manager or designee to sign the attached MOU allowing the IT Division to work with NCDIT
and Cloudflare.


https://itservices.nc.gov/services/security-privacy/web-application-firewall#FeaturesBenefits-951
https://itservices.nc.gov/services/security-privacy/web-application-firewall#FeaturesBenefits-951

