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IMPORTANT: COVERAGE TRIGGERS. i1 = imnpartant for you to review this #olicy carafully as the

er for coverage, inchehng when you must netify us of a lsim, undsr sash Section and

Ericyg)

Insuring Clavss may differ.

This Paticy is a cantract of insurance betwesn you and us, Your Bolicy containg il the details of
the cover that we provide This #olicy consists of and rmust be read togethar with the
Declarations page and any Endorsements. This Policy is nor complete unless it s signed and a

Rectarations pada s attachecd,

The sections of this Policy are identfied by the blus lines acrazs the page with white upper case
print, these are for inforrnation purpases anly and do not farm pard of the cover given by this
Roligy, Terms in bol uppaer case pring are references 1o speciic trsuring Clauses, Sectians or
Cancitions, Other tarms in bold lower case onint are defined terms and have a special meaning
as sal forth in the Definitions sectiomn and slsewbere Words stated in the singular will ineluds the

phural ang vies versa,

In consideration of the premiurn and in reidfance upon the information that you heve proviced (o

s prior b the cormmencernent of this iInsuranoe, we agres to provide the cover 28 580 out below,

INSURING CLAUSE T CYBER INCIDENT RESPONSE

SECTION AUINCIDENT RESRPOMSE CORTS

We adras 1o pay on yadr behsll any reasonabde surms necessarily nearred by yor, or Gnoyour
hehail, asa direct resuit of a cyber event first discovarad by yvou during the period of the poliey to:

@ GRin aocess to our 24/7 cyber incidant rasponse line;
bosngags with our cyber incident manager who will coordinate the initial response,
ooobtain inftisl arbdce acnd consultancy from our cyber incident managear, including thraat
intalligence in relation (o the gyber event; and
d. abtain inttisl remote supgort and assistance from our eyber incidant manager 1o respondg
to the cyber event,
SRCTON B LEGAL AND BEGULATORY COSTS

We agres 1o pay on your Behall any reasonalbde surms necsssarly inourred by yol, or on your
bahalf, as o direct resuit of 2 cyber event st discoverad Dy you during the period of the policy to:

A, obaimn lpgal acvics (o determing the correst course of sotion;

b draft privacy breach notification fetfers, substitule notices, website notices ar e-maif

natification ternpiatey,




¢ notify any apprepriate governmental, regulatory, law enforcement, professional or
statutory body;

d. respond to any regiiatary investigation; and

& defend any reguiatory sction.

SECTION CT SECURITY AND FORENSIC COSTS
We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your
behaif, as a direct result of a cyber event, first discoverad by you during the period of the policy to:

2. engage with an externat IT security consultant to identify the source and scope of the
cybear event;

b, ebtain initial advice to remediate the impact of the cyber event;

. conduct a forensic investigation of your computer systeins where reasonable and
necessary or as reduired by law or a regulatory body (including a requiremeant for g PCH
Forgnsic investigator):

o, contain and remove any mablware discovered on your computer systems; and

& grgage with an |7 securtly consulitant to provids expert witness testirmony at any trial or
haaring arising from the cybar event.

SECTION O CRISIS COMMUMNICATION COSTS
We agres to pay on your behall any reasonable surms necessarily incurred by you, or on your
behalf, as a direct result of a eyber event first discovered by you during the period of the policy to:

a. ehgaege with a orisis communications consuliant te ohtain spacific advice in direct
relation 1o the cyber event:

b. coorginate media refations in response to the gyber avent

o receive training for relevant spokespeople with respect to media communications in

diract ralation 1o the cyber event, ancg

forrmulate a crizis communications plan in order to reduce damage to your brand ang

(-5

e,
reputation as a direct result of the cyber event,

SECTION E: PRIVACY BREACH MANAGEMENT COSTS
We agree to pay an your behalf any reasonable sums necessarily incurred by you, or on your
behalf, as 8 dirget result of a cyber event first discovered during the parlod of the polley to:

a. print and post appropriate notices for any individuat affected by the actual or suspected
cyber event or to send e-mail notices or issue substitute notices;

b provide credit monitoring services, identity rmonitoring services, identity restoration
services or identity thaft insurance 1o affected individuals;

£, set up a call center to manage inbound and outhound calls in direct relation to the cyber

aevant; and
d. provide vranslation services to manage cammunications with affected individuals.
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SECTION B THIRD PARTY PRIVACY BREACH MAMAGEMENT CGSTS
We agree to pay an behalf of any third party any reasonable sums necessarily incurred as a direct
result of a cyber event first discovered by you during the period of the policy to:

a. print and post approgriate natices for any individual affected by the actual or suspectad
eyber event or (0 send e-maif natices or issus substitute notices,
b. pravide credit monitoring services, identity monitoring services, identity restoration
services or identity theft insurancs to affected individuals;
Cset up a call center to manage inbound and cutbowund calls tn direct relation to the aybear

o]

event; and
d. provide transiation services 1o manage communications with atfected indivicduais

provided that youw have contractuatly indeminified the third party against this cyber event and
they hove a tegal obligation to notify affected individuals

SECTION G POST BREACH REMEDIATION COSTS

We agree 1o pay on your behalf any reasenabls suims necossarily incurred by yoll, of on your
behall, with our cyber ingident manager following = gybar event covered under INSURING
CLAUSE 1 (SECTIONS A, B, €, D, £ andg F only] for the following services in order to mitigate the

potential of a future cyvber svent

&, compleis an information security risk assessment;
b. conduct an information security gap anailysis;
c.odevelop an information sacurity docurment et and

o, daliver an information security awargness training seosion,
INSURING CLAUSE 2 OVEER CRIME
SECTION A FUNDS TRANSFER FRAUD
We agree 1o reimburse yvou for loss first discovered by you during the pericd of the policy as a
divect result of &ny third party committing:

a, any wnaathorized sloctronic transfer of funds from your bank;

b theft of money or other financial assets from your bank by electronic means;

o, thett of money or other financial assets from your corporate credit cards by electronic
Mmeans; or

d. any phishing, vishing or other social enginearing attack against any employee or sanior
axecytive officer that results in the transfer of your funds o an unintended third party.

SECTHOM B: THEFT OF FUNDS HELD IN ESCROW

We agree to reimburse you for loss {including cornpensation you are raguirad to pay) first
discoverad by you during the period of the policy as a direct result of you having to reimburse
aryy third party for theft. cormmittad by a thitd party by electronic means, of thair maney or other
financial assets from o oank accaunt held by you an their behall,
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SECTION C THEST OF BPERSONAL FUNDS
We agrea to reimburse any senior exacutive officer for personal financial toss first discoveraed by
therm during the period of the policy as a direct result of any third party cormpromising the
cormnmpany's network security which results ire

a. theft of money or other financial assets from a persenal bank account of the senior
executive officer; or
b, identity theft of the senior executive officer as a result of a privacy breach suffered by you.

SECTION O EXTORTION
We agree to reimburse you for any ransom paid by you, or on your behaif, in response to an
extortion demand first discoverad by you during the period of the polity as a direct result of any

threat to:

a. intraduce malware, or the actual introduction of malware, including Ransomwars, into
your computer systerns,
I prevent sccess to your computer systerns or data or any third party systerns hosting your
applications or data;
o reveal yvour confidential information or confidential information entrusted o you; or
d. damage your brand or reputation by posting Talse or misteading comments about you on
spclal rnedia sites.
SECTION E: CORPORATE IDENTITY THEFY
We agree to reimburse you for joss first discovered by you during the perled of the policy arising
as a direct result of the fraudulent use or misuze of your electronic identity including the
establishrment of cradit in your name, the electronic signing of any contract, the creation of any
weibsite dasigned to impersanate you or the reliznce by any third party on a fraudulent version of
vour digital identity.

SECTION F; TELEPHOMNE HACKING

We agree to reimburse you for foss first dizeovered by you during the period of the policy as a
direct result of your telephone system being hacked by a third party including the cost of
uheuthorizad calls or unauthorized use of your bandwicth,

SECTION G PUSH PAYMENT FRAUD
We agree to reimburse you in the event of frauduient electranic communications or websites
designed to irmpersaniata you or any of your products first diseovered by you during the period of
the policy, for:
= the cost of creating and issuing a2 specific press release or establishing 2 specific website
to advise your custormers and prospective customers of the fragdulent cormnmunications;

and
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cfc

. the cost of reimbursing your existing custorners for their financial tuss arising directly
from the fraudulent communications, inchuding fraudulent invoices manipulated 1o
irmpersonate you; and

c. your income loss sustaingd following your discovery of the fraudulent communications as
a direct result of the fraudulent cormemunications, and

d. extarnal costs associated with the rermoval of websites designed to impersonate you.

SECTIOMN H UMNAUTHORIZED USE OF COMPUTER QESOURCES
We agree to reimbursa you for loss first discovered by you during the period of the policy a5 a
direct result of cryptofacking or botnetting.

INSURING CLAUSE 3 SYSTEM DAMAGE AND BUSIMESS INTERRUETION
SECTION A SYSTEM DAMAGE AND RECTIFICATION COSTS

We agres to redmburse you for the additional cost of emipioying:

3, contract staff or avertirme costs for employees to rebuildd your data, including the cost of

data re-entry o data re-creation;

B specigist consultants, including 7 Torensic consuliants, o recover your dota or
apolicatiang and

<. specialist consultants or overtime costs for employees working withier your i1 department
to reconstitute YOUr CoMmpier systams to the pasition they were Iy irmrmedistely prioc o
the Qyber avent,

rensonably and necessarily incurred as a direct result of 3 cyber event first discovered by you

cduring the period of the policy

SECTION B INCOME LOSE5 AND EXTRA EXPENSE

We agres (o reimburss yvou for your income 10ss and extra expense during the indermnity period
A @ dirgct reswit of an interrugtion o your Dusiness opearations caused by computer systams
downtime arising direcily out of a gyber event or systern faiture which s first discoverad by you
during the period of the policy, provided that the carnputer systams downtime {asts longer than
the waiting pericd.

SECTHOMN CADDITIONAL EXTRA EXRENSE
We zgres 1o reirmburse you for any reasonabie sums necessarily incurred during the indemnity
period that arg in addition to your normal operating expenses and the axtra expense recoverable

under INSURING CLAUSE 3 (SECTION B only):

3. 1o source your products or services frarm altarnative sources in ordar to meet contractual

obligations to supply your custormners,
b. to employ contract staff or overtime caosts for employees in order toc continue your

business cperations,
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cfc

c. o emplay specialist consultants, including 1T forensic consultants to disghose the source
of the computer systems downtime; and

d. far emnployees working gvertime within your |1 departrent to diagnose and fix the source
of the computer systems downtime,;

to mitigate an interruption (o Your business operations caused by cofmputer systemns downtime
arising directly out of a gyber event or systermn failure which is first discovered by you during the
pariad of the policy, provided that the cornputer systems downtirmie lasts longer than the walting
pariod.

SECTION D DEPENDENT BUSIMNESS INTERRUPTION

We agree to reimburse you for your Income loss and extra expense sustained during the
indermninity pericd as a direct result of an interruption to your business opergtions arising directly
aut of any sudden, unexpected and continuous outage of computer systems used directly by a
supply chaltr partner which s first discovered by you during the paricd of the policy, provided
that the computer systerms downtime fasts longer than the waiting pericd and srises directly out
of any cyber event or systemn failurs,

SECTION B COMNSEQUENTIAL REPUTATIOMAL HARM

We agres to refmburse you for your income lass sustained during the reputational harm pericd
as a direct rasult of the loss of current o future customers caused by damage to YOUr reputation
as a result of a oyber event first discoversd by you during the perlod of the polley.

SECTION £ CLAIM PREPARATION COSTS

We agree tc pay on your behalf any reasonable sums necessarily incurred to detarmine the
armount of your incorne loss sustained following an interruption to your busingss opdrations
covered under INSURING CLAUSE 3 (SECTIONS A B, C, D and E only). We will only bay thess costs
where they are incurred with an independent expert appointed by the cyber incident manager.

SECTION G HARDWARE REPLACEMENT (OS8TS

We agree to pay on your behalf any reasomably sums necessarily tncurred to raplace any
computer hardware or tangibie equipment forming part of your compiter systarms that have
hean damaged as a direct result of a gyber event firgt discovered by you during the period of the
palicy, provided that replacing the cornputer hardware or tangible squipment is a more time
afficient and cost effective salution than installing new firrmware or software onto your existing

hardware,

IMBURIMNG CLAUSE 4; METWORK SECURITY & PRIVACY LIABILITY

SECTION AL NETWORK SECURITY LIABITY

We agres ¢ pay on your behalf alt sums which you become legally abliged to pay {including the
astablishrment of any consurmer redress fund and associated expenses) as a result of any claim
arizing out of a eyber evant first discoverad by you during the period of the pollcy that results in:
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cfc

a, the transmission of malware 1o a third party's cormnputer system;

b. your computer systaims being used to carry out a denlal of service attacl;

c. your failure to prevent unauthorized access to inforrmation stored or applications hosted
OnN your computer systems or a third party's computer systems and

d. ideniity theft, experiznced by your ermnployees, senlor executive officers or any third party.

We will also pay costs and expenses on your behalf,

SECTHDM B PRIVACY LIABILITY

We agrae to pay on your bahalf all sums which you become legaliy obliged 1o pay {including the
establishment of any consurner redress fund and associated expensest as & result of any ¢laim
arising out of 3 cyber event first discovered by you during the period of the policy that results in:

a. an actual or suspected disclosure of or unauthorired aceess to any Personally ldentifiable
information (P}, including payment card information of Protected Health Information
{PHIY,

b, your failure o adequately warn affected individualy of a privecy breach, Inciuding the
fallure to provide a date breach notification in a timely mannear;

<. a breach of any rights of confidentiatity a5 a direct result of your fatlure fo maintain the
confidentiality of any data pertaining 1o an employee or a sanior axecutive officer;

d. a breach of any rights of confidentiality, including a breach of any provisions of a non-
disclosure agreemeant or Dreach of 2 contractusl warraniy relating o the confidentiality of
carmraercial inferrnation, B, or 20

2. a breach of any part of your privacy policy: or

f. actual or suspected disclosure of ar unauthorized access to your data or data for which

you are responsible.
Wa will also pay costs and expenses on your hehalf,

SECTION C MANAGEMENT LIABILITY

Wa agrae to pay on behall of any senior executive officer all sums they become legally abliged 1o
pay as = resuil of any claim made sgainst them arsing directly out of a cyber event firar
chacovered by you during the pariod of the policy.

wWe will also pay costs and expensas on behalf of vour senior exacutive officers.

Howavar we will not make any payrment undar this Saction for which the senior executive officer
is entitted 0 indemnity under &ny other insurance, except for any additionat sum which s

payable over ard above the other insurancs.

SECTION O REGULATORY FINES
We agres to pay on your behalf any fines and penaities resulting from a regulatory Investigation
arising as a direct result of a cyber event first discovered by you during the pariod of the policy.
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We will also pay costs and expenses on your behalf,

SECTION E: PCHFINES, PENALTIES AND ASSESSMENTS

We agree to pay on your behaif any fines, penaities and card brand assessments inctuding fraud
recaveries, aperational reimbursameants, non-cooperation costs and case managerment fees
which you become legally obliged to pay your acquiring bank or payment processor as a direct
rasutt of a payment card breach first discovered by you during the period of the policy.

We will also pay costs and expenses on your behalf.

INSURING CLAUSE B: MEDIA LIABILITY

SECTION A DEFAMATION

We agree to pay on your behalf alt sums which you becorne legally obliged to pay (including
liahitity for claimants' costs and expenses) as a result of any clalm first made against you during
the period of the policy for any:

a. dafarnation, including but not bmited to libel, slander, trade libel, product disparagernent
and injurious falsehood; or
b, ernotional distress or outrage based on harm to the character or repuiation of any person

afr ertity,
arising out of any medla content.
We will slso pay costs and expenses on your behalf,

SECTIGN B INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT
We agreas to pay on your behalf all sums which you becorne legally obliged to pay (including
Hability for clatimants' costs and expenses) as a resuilt of any claim first made agsinst you during

the period of the policy for any;

&, infringement of any intefllectual property righis, including, but not {imited to, capyright,
trademarl;, trade dilution, trade dress, commerclal rights, design rights, domaln name
rights, image rights, moral rights, service mark or sarvice name, but not including patent;

b. act of passing-off, piracy or plagiarism or any misappropriation of content, concepts,
format rights or ideas or breach of a contractual warranty relating te Intellectual proparty
righis

¢. breach of any intellectusl property rights license acquired by you; or

d. fallure to attribute autharship or provide credit:

arising aut of any media content.

Wer will also pay costs and expensss on your behalf.
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INGLHNG CLAUSE & TECHMOLOGY ERRORS AND OMISSIONS

We agree to pay on your bekallt all sums which you become (egally obliged to pay (including
Hability for claimants' costs and expenses; as a result of any claim first rrade against you during
the petiod of the policy arising out of any agt, error, omission or breach of contract in the
provision of your technology sarvices.

We will also pay costs and expanses on your benaif,

FNEURING CLAUSE 7: COURT ATTENDANCE COSTS

We agree to reimburse you for any reasonable sums necessanily incurred by you with our prior
written agreement (which will not be unreasenably withheld) to attend court or any tribunal,
arbitration, adjudication, maediation ar other hearing in connection with any claim for which yau

are entitled to indernnity under this RPalicy.

YOUR MAXIMUM LIMITS UNDER THIS POLICY

The maximorm amount pavable by us under this Policy Tor any one claim or series of related

claims is thie policy limit plus the incident response limit

The maxirmgrm armousnt gayable by us under any insuring Clause for any ona claim ar serlas of
related claims is the amourt shown as the limit in the Daclarations page for that Insuring Clagse.
The maximum amount payable by us under any Section for any one ol or series of related
claims is the armount shown as tha imit i the Declarations page far that Section.

YOUR MAXIMUM LIMIT FOR RELATED INCIDENTS

Whara mare than ona claim arizes from the same origing! cavse or single source or avent, alf of
those claims will be deemad 1o be one claim and only one pelicy limit and one incident response

it will apply in respect of that claim.

Irr the event that cover is provided under muitiple Insuring Clauses or multiple Sections for any
one claim, only one policy imit and one incidant response lirmit will apply in total for that claim.

YOUR AGGREGATE LIMIT FOR LIABILITY CLAIMS

I respect of INSURING CLAUSES 4, 5,6 and 7, the maximum amaunt payable under this Policy in
totat aggregate will be the policy lirmit,

tn respect of INSURING CLAUSES 4 5 6 and 7, we may at any Ume pay to you in connection with
any claim the armount of the policy limit {after deduction of any amounts already paid), Upon
that payment being rmade we wilt relinquish the conduct and control of the claim and be under
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na further lability in connection with that clalm excent for the payment of costs and expanges
incurrad orior 1o the date of such payment (unigss the policy mit s stated o be inclusive of

costs and expensas),

If costs and expensas are stated in the Declarations page to be in addition 1o the policy imit plus
the incident response limit, or if the operation of local laws regquire costs and expenses to be paid

in addition to the policy imit plus the incident response firmit, and if 8 damages payment in
sxcesy of the policy limit plus the incident response Hmit has to be madae to dispose of any claim,
aur Hability for costs and expenses will be in the same praportion as the policy imit pius the
incident response lirmit bears to the total amaount of the damagas payment.

We will only be Bable for that part of each and every claim which exceeds the amount of the
deductible. tf sy expenditure is inourred by us which falls within the amount of the tdeductible,

then you will reimicurse that 2roudnt 1o us diaon our recgest.

Whnrg more than one olaim anses from the same original cause or single source or avert all of

thase clalrms will e deemed 10 be ane clsim and only one deductible will apoly,

I respect of IMSURING CLAUSE 3 {SECTION B and D only), 3 single waiting period, deductible
argt indernnity pericd will atply to gach ciairn, Where the sarme original cavss or single sourca or
evient causes raore than ang period of compoter systems dervntimme thase will e comsidersd one
pacioo of cormputer systarmns doewntirme whose total daration s equat 1o the cumuiative duration

of aact individual period of cormputer systems downtirms,

Whers cover s preovided under multiple Seqcnions or maltiple fnsuring Clavses only one
deductible will apply to that alalon and this will e the highest deductible of the Sactions under

wiich cover 15 proviclad.

1. “dpproved clalms panel providers" means

the approved claims pane! roviders stated in the Declarations page.

2. "Botnetting” means
the vnauthorized use of your computer systems by a third party for the purpose of launching
a cerdal of service attack or hacking attack against another third party.

. “Business operations” means

e

Lhe business opetations stated Inthe Declarations page,
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3,

10,

"Claim" means
a. awritten demand for compensation,
b & written reqguest for a retraction or a ¢orrection,
c. athreat or initiation of a lawsuit; or
d. a disciplinary action or regulatory Investigation.

trade against You.

"Client” means
any third party with whom you have a contract in place for the supply of your business
setvices in return for a fee, or where a fee would normally be expected to be paid.

- ACompany” means

the cormpany named as the (nsured in the Dectarations page or any subsidiary.

. "Camputer systems” meanrs

afl electronic computars used directly by you inciuding operating systerns, software,
hargware and all communication and open $ysten natweorks and any data or wabsites
whergsoever hosted, offline media libraries and data back-ups and rmobile devices including

bt not liemited to srmartphones, iIPRones, tablets or parsonal digital assistants,

. "Continyity date” means

the inception date or if you have maintainad uninterrupted insurance of the sarme type with

us, the date this insurance was first incepted with us

"Costs and expenses’ means
a, third party legal and professional expenszes (including disburserments) reasonably
imcurred in the defenss of clalms or circurmstances which cowld reasonably be
expacted ta give rise to a clalm or in quashing or challenging the scope of any
injunction, subpoena or Witn2ss SLEmmons,
B, any post judgment interest; and
¢ the cost of appeal, attachrment and similar bonds including bail and penat bonds,

Subject to all costs and expenses being incurrad with the cyber incident manager's prior

Writien agreement,

"Cryptajecking means
the unautharized use of your cornputer systerns by a third party for the sole purpose of

cryptocuirency mining activities,
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1,

13

4.

1.

17,

20.

"Cyber event” means

any actual or suspected unauthorized systern acoess, electronic attack or privacy breach,
including denial of service attack, cyber terrorism, hacking attack, Trojan horse, phishing
attack, man-in-the-middle attack, application-layer attack, cornpromised key attack, malware
infection {including spyware ar Ransormware} or computer virus,

Cyber event does not mean system failurs,

. "Cyber incident manager” means

the company or individual named as the eybar incident manager in the Declarations page.

*Cyber incident response line" means

the relephone number stated as the cyber incident responss line in the Declarations page.

"Daductible® rmeans

the amount stated as the deductible in the Daclarations page.

*Employae” means
any employes of the company, any voluntesr working for the company and any individus!
wearking far the company as an independent contractor,

"Employed’ dass not mean any sanlor executive officer.

. "Expiry date” means

the axpiry date statad in the Declarations page.

"Extra expense” means

your reasonable sums necaessarily incurred in addition to your normal operating expenses 1o
mitigate an interruption to and continue Your business operations, provided that the costs are
less tham your expected income ioss sustained had these measures not besn taken,

. Minception date” means

the inception date stated in the Declarations page.

. "Incident response [Imit" means

the highest individuat limit aviailable where cover iz applicable under INSURING CLAUSE T 25
stated in the Declarations page.

"Incorne loss" means

your incomae that, had the cyber avent ar systerm fallure which gave rise to the claim not
ocourred, would have been generated directly from your business oparations (less sales tax)
during the indemnity pericd or reputational harrm perlod, less;
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a. actual income {less sales tax) generatad directly from your business operations during
the indemnity pericd or reputational harm period; and
b any cost savings achieved as a direct result of the redyction in income.

“ndemnity period" means

the period stacting from the firgt occurrence of

a. the computer systems downtime; or
b, the downtime of cormputer systerms used directly by a supply chaln parther,

and lasting for the period statad as the Indemnity period in the Declarations page.

CLoss" means

any direct fimancial koss sustained by the company.

25 "Medig content" means

B
I~

25.

ary content created or disserninated by you or on your behalfl, including but not timited 1o
content disseminated through books magazines, brochures, sacial media, bilthoards,

webhsitas, rmobile apolications, television and radio.
“Meadia content” doas not includs any:

a. tangible product design,

b, industrial chesign,

¢ architectural or building services,

d. any advectiserneant created by you far a third party,
2, busingss, company, product or trading narme;

f. product packaging or labeling, or

g. software products,

Payrment card breach® means

an actual or suspected unauthorized disclosure of payrment card data stored or processed by
you arising out of an efectronic attack, accidental disclosura or the deliberate actions of a

rogue amployes.

"Payrrent card breach' does not mean a situation where payrment card data is deliberately
shared with or sold to a third party with the knowledge and comsent of a senlor executive
officer.

"Pariod of the policy" means
the periad between the inception date and the expiry date or until the Policy is cancetad in
accordance with CONDITION 5
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26,

27.

28

W

23,

30,

A3

34,

"Policy limit" means
the highest individual limit available where cover is applicable under any nsuring Clause or

Seclion as stated in the Declarations page.

Premium® means
the amount stated a5 the premium in the Declarations page and any subseguent

adjustrrents.

“Privacy breach” means
arn aciual or suspected unauthorized disclosure of information arising owt of an elactronic
attack, accidentat disclosure, theft or the deliberate agtions of a regue amployse or third

party.

"Privaty breach” does not mean a situation whera inforrmation s deliberately shared with or
sold to a third party with the knowledge and consent of a senjor executive officer.

"Reguiatory investigation” means
a formal hearing, official investigation, exarnination, indguiry, legal action or any other sirmilar
procasding initiated by a gowveramental, reguiatory, law enforcernent, professional or

statiutory body against you,

"Reputaticnal harm perlod” reans
the period starting from when the gyber event is first discoverad and [asting for the period
stated as the reputationsl harmn period in the Declarations page.

. "Senlor executive officer” means

board members, C-level executives, in-house lawyers and risk managaers of the cormpany,

"Subsldian® means

any entity in which the cormpany has rmajority ownerghin of on or before the inception date,

"Supply chain partner” means

2Ny

a. third party that provides you with hosted computing setvices including infrastructure,
platforrm, fle storage and application level services; or

b. third party listed as a supply chain partner in an endorsernent attaching to this peticy
wivich we have issued.

"Systern failure” means

any suddan, unexpactad and continuous dawntirne of your computer systermns which renders
thaom incapable of supporting their normal business function and is caused by an application
bugg, an internal network failure or hardware failure
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However, in respect of INSURING CLAVSE 3 (SECTIOM D only), systermn failure also means any
sudden, unexpected and continuous downtime of computer systems used directly by a
supply chain partner which renders them incapable of supporting their norral business
function and is caused by an application bug, an intarnal network faidure or hardwire fallure.

system falure does not mean a cyber evant.

3. "Tachnology services" means

rmeans the supply by you of technology services to your client, including but not limited (o
nardware, saftware, data processing, inferngt services, data and application hosting,
camputer systems analysis, consulting, training, programming, installation, integration,

SUPRROT and network ranagaemeant,

*hird party® means
any person wheo iz nat an amplaoyee or any lega! entity that is not the company.
- Matalting period® means

tha numbear of houes stated as the walting pericg in the Declarations pacs,

CWefourfus® means

the uncenyriters stated i the Declaretions page.

- oufyour” means

the company, ermnployess and senior executive officers solely acting in the normal course of
thie company's husingess opetathons.

We will ot make any payment undar this Policy:

EXCLUSIONS RELATING TQ SYSTEM DAMAGE AND BUSINESS INTERRUPTION
In respect of INSURING CLAUSE 3 anly:

1.

Business interruption labiilty
for that part of any clairm that constitutes actual or alleged Habiiity to a third party, or legal
eostsin the defense of any clairm, including custormer compansation,

EXCLUSIONS RELATING TO ALL INSURING CLAUSES

2

Antitrust

in respect of INSURING CLAUSES & and &, for or arising out of ary actual of alleged antitrust
vigtation, rastraint of trade, unfalr compestition, false, deceptive or unfair trede practices,
violation of consurmer protection laws or falss or deceptive acvertising.
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3. Associated companles

a in respect of any clalm made by any company, firm or partnership in which the
company has greater than a 10% executive or financial interest, unless the claim
ermanates from an independent third party;

D, in respect of any claim made by any campany, firm, partnership or individual which
haz greater than a W% executive or financial interest in the company, unless the claim
arnanates frorm an independent third party,

¢ arising out of or resulting from eny of your activities as a trustes, partner, officer,
dirgctor or emplayes of any employes trust, charitable organization, corparation,
campany or business other than that of the company, or

d. in respect of any claim made by or on benalf of the company against a third party.

4. Battarment
which results in you being in a better financial position of you benefitiing from Lpgraded
versions of your compiter systems as a direct resuit of the event which gave rise o the daim

uncier this policy.

Mowesver, in the event of o hacking attack, malware infection or computer virus, when
rebuilding your computer systems we will pay the additional costs and expenses incurred 1o
install 38 more secure and efficiont version of the affected computer system, provided that the
maximum amount wa will pay is 25% more than the cost that would have been incurred to
repair or replace the original rmodel or license. Under na circumstances will we pay the cost of
acquiring or Installing compuiter systerns which did not form a part of your computer systerms
irmmediately prior to the incident which gave rise to the claim.

This Exclusion will not apoly to INSURING CLAUSES 1 (SECTION G only) and 3 (SECTION G
only).

5. Bodily injury and propary damage
arising directly or indirectly out of bodily injury, or tangible property darnage.

Fowever, this Exciusion will not apply to iNSURING CLAUSES 4 {SECTIONS A, B and C only)
and & for any claim as 2 direct result of mental injury or emotianal distress,
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& Chargebacks
for any credit card company or bank, wholly or partially, reversing or preventing a payment
transaction, untess specifically covered under INSURING CLALDSE 4 (SECTION E only) for which

yal have purchased covarage,

0.

i,

. Core internet infrastructure failure

arising directly from a failure, material degradation or termination of any core afermeant of the
internet, telecommaunications or GPS infrastructure thar resuits in a regional, countrywide or
giobal eutage of the internet or core telecommunications network, including a failure of the
core DNS root servers, satellite network or the 1P addressing systermn ar an individual state or

man-state actor turning off all or part of the internet.

. Darnain name suspension or revocation

arising directly or indirectly from the suzpension, cancellation, revocation er Tailure to renew

any of your dormain names or uniform resource locators.

. Insolvency

arising out of ar relating directly or indirectly o your insolvency or bankruptay, or the
insaivancy or bankiuotcy of any third party. Howaver, your insolvancy witl not reliave us of any
of our tegal obiigations under this contract of insurance where this insalvency dees not give

rise to a clairm undder this Policy.

Known claims and clregmstances

arising oul of any actual or suspected cyber event, claim or circumstance which might give
rise to & claim under this Folicy of which a senlor exacutive officer was aware of, or ought
raasonably to have been aware of prior to the continyity date, including any claim or

circumstance netified to any other insurarn

Liguidated damades, servics credits and penalty clauses
for tiquidated darnages or service credits, or arising out of penalty clauses uniess you would
have been liable in the absence of any contract stipulating the iguidated demagas or sarvice

cradits or penalty clauses.

. Loss of economic value

for the reduction in econgrnic or market valuz (including loss of pmtem‘i:ial future sales) of any

of your inteltectusl property assets.

Management liability
for any sums that your senior exscutive officers becorme legally obliged to pay. Including costs
and expenses, 35 a result of any claim made against them arlsing out of a cyber event,

However, this Exclusion will not apply to INSURING CLAUSE 4 (SECTION C cnly).
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14, Mislgading advertising

15.

17.

T&k

1%,

arising directly or indirectly frarn any advertisement, promation or product description that is
actually or alleged 1o ba false or misleading.

Nuclear

arising directly or indirectly from or contributed to by

a. lanizing radiafions ar contamination by radioactivity from any nuelear fuel or frorn any
nuclear waste from the combustion of nuclear fuel or
b. the radioactive, toxic, explosive or ather hazardous properties of any explosive nuclear

assernbly or nuclear companent,

. Fatent infringement

arising dirgetly or indirectly out of the actual or alleged Infringement of any patent or
inducing the infringement of any patent,

Payrnent card industry related fines, penalitios and asgessments

for fings, peralties and card brand assessrnents, including Mraud recoverizs, opearational
reimbursemants, non-cooperation costs and case managarment feas which you become
legally abliged to pay youwr acquiring bank or payment processor as 3 direqt result of a
payrment card breach.

Howevar, this Exclusion will not apply to INSURING CLAUSE 4 (SECTION E onlby).

Power and wtility fallure

arising directly or indirectly frorm any:

a. failure in the power supply, including that caused by any surge or spile in voltage,
elactricat current or transferred energy. or

b. fatlure, disruption or reduction in the supply of utilities, Incleding but not imited to gas
and watar infrastructure or services.

Product 12 infringerment

arisimg directly or indireetly frorm the actual or alleged theit or misappropriation of any trade
secrat by an employee from a former emplayer of theirs or infringement of any inteltectual
prapatty right by any proeduct manufactured, designad, forrmulated, licensed, distribted, or
sotd by you or the misappropriation of any trade secret by you or a third party.

20, Professional liability

POETL R

arising directly out of any negligent advice or professional services provided to a elient for 3
foe excent when arising directly from a cyber avent,

Mowever, this Exclusion wilt not apply to INSURING CLAUSE &
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i

. Property and hardware costs

for any tangible property repair or replacernent including the cost of repairing any hardware
af replacing any tangible property or equiprent that forms part of your computer systems.

Howaever, this Exclusion wilt not apply to INSURING CLAUSE 3 (SECTION G only).

2. Regular hours staff costs

for contracted salary and borus costs paid to employees or senior executive officers,

Sanctions

ar will be deemead to provide any cover, to the extent that the provision of such payment or
cover Wwil expase us o any sanction, prohibition or restriction under the United Nations
resclutions or the trade of economic sanctions, laws or roguiations of Australia, Canada, the
European Union, United Kingdor or United States of Armeriea.

24 Terrorism

arizing directly or indirestly out of

a. any act or threat of force or violence by an individual or group, whethar acting alona or
on behalf of or in connaction with any organization or governrnent, comrhitted for
political, religious, idedlogical or simifar purposes including the intention to influenze
any goverrimant ¢f to put the public, or any segtion of the publis, in fear; or

b, any action taken in controlling, preventing, suppressing or in any way relating 1o a.

Al

However, this Exclusion does not appiy to 8 cyber event affacting your computar systems or a
supply chain partner's computer systams,

758, Thefi of funds held in escrow

26.

for theft of money or other financial assets belonging to a third party from a bank account

held by you on their behalf.

Mowevar, this Exciusion will not apply to INSURING CLAUSE 2 (SECTION 8 only}.

Uninsurable fines
for fines, penaities, civil or criminal sanctions or multipls, punitive or exemplary damages,

unieass insurable by law,

7. Unlawiful surveittance

in respect of any actual or alleged eavesdropping, wirstapping, or unautherized audio or
video recording committed by you or by a third party on your behalf with the knowledge and

consant of your senior executive officers,
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28. Unsolicited communications

arising directly or indirectly from any actual or alleged violation of

4, the CAN-SPAM Act of 2003 or any subsequent armendments to that Act;

b. the Telephone Conzurmer Proteciion Act (TCPA) of 193 or any subsadgquant
amendments to that Act; or

c.any  ather faw, regulation or statute relating to unsclicited  cormrounication,
distribution, sending or transmitting of any communication via telephoneg or any other

slactronic ar telecornmunications device.
FHowssver, this Exclusion will not apply to INSURING CLAUSE 4 (SECTION A only).

29. War

arising directly or indirectly out of,

a. war, invasion, acis of foreign enemies, hostilities or warlilke operations (whether war is
declared or not), civit war, rebellion, insurrection, civil comrmotion assuming the
propattions of ar armounting to an uprising, military or usurped power, ¢r

b, any sction taken in controiing, preventing, suppressing or in ary way refating to .

aoove.

0. Willful ar dishonast acts of senior executive officers
arising directly or tndirectly out of any willful, criminal, maliclous or dishonest act, error or
omissicn by a senfor exagutive officer a8 determined by final adjudication, arbitrat tribuna or

wirtten adrmission,

1. What you must da if an incident takes place
¥ any senior executive officer hecomes aware of any incidernt which may reasonably be
expectad to giva rise 10 a clalrn under this Policy, you must

a. other than in accordance with CONDITION 2, notify the cyber Incident manager as
s00n as is reasonably practicabile and follow their directions. Mowever, this notification
miLst e made no later than the end of any applicable extended reporting period, A
relephane cail to our cyber incident response line or copfinmed rotification via our
cyber incident response app will constitute notification to the cyber incident manager,

. in respect of INGURHNG CLAUSE 2 [SECTIONS A, B and C andy), report the incident
the appropriate law enfarcement authorities, and

¢ in respect of INSURING CLAUSES 4, 5 and 6, not admit liability for or settle or make or
promise any payment of incui any costs and expensas without our prior written
agreerment fwviich will not be unreasonably withheid),
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Due to the nature of the covarage offered by this Policy, any unreasonable delay by you in
notifying the cyber Incident manager could lead 1o the size of the claim increasing or to our
rights of recovery being restricted, We witl not be liable for that portian of any ¢laim that is
e to any Unreasonable delay in you notifying the cyber incident manager of any incident in
accordance with this clause. However, if you ars prevented from notifying us by a legal ar
regulatory abligation then your rights under this Policy wili not be affected.

if you discover a cyber event you may only Incur costs without our prior written congent
within the first 72 hours Tollowing the discovery and any third party costs incurred must be
with a company forming part of the approved claims pane! providers, All other costs may anly
be inqurred with the prior written consent of the cyber incident manager {which will not be

unreasonaliy withheld).

2. What you must do in the avent of a clireurmstance which could give risa to a claim

W raspect of INSURING CLAUSES 5 and §, should a senicr executive officer hecaome aware of.

. a gituation during the period of the policy that could give rise to a claim; or
o, an allegation or complaint made or intimated against you during the period of the

policy,

then you have the opiion of whether [0 repart, this circumstance to Ws or not. Howaver, if you
chaose not ta repart it this circumstance wa will nat be lalsle for that portian of any claim that
is greater than it would have been had you reportad this circumstance,

iF you choase to report this circumstance you must do 56 no later than the end of any
applicable extendad reporting period for it 1o be considered under this Policy and we will
require you to provide full details of the cirgumatance, inciuding but nat firnited to:

a. the time, place and nature of the cireurmstance,
b. the manner in which you first became aware of this circumstance;
. the reasons why you beligve that this circurmstance couid give rise to a claim;

i3

d. the identity of the potential claimant; and
e, anindication a5 to tha size of the ¢lalm that could resdlt from this Circumsiance,

Any subsaguent claim arising directly from this circumstance witl be deemed ta hawve been
made at the trme this circumstance was notified to us and we will regard this claim as having

baen notified under this Palicy,

T e TSN A
' K ' ol PIRATA et araeisy 200



£

&

Additional insureds

We will indemnify any third party as an additional insured under this Policy, but only in
respect of sums which they becorme legally obliged to pay (including liability for claimants’
costs ang expenses) as a result of a glaim arising sotely out of an act, error or ornission

cormmittad by you, provided that:

a. you contracted in writing to indemnify the third party for the claim prior to it first
being mads against themy; and

b. had the claim been made against you, then you would be entitied to indemnity under
this Policy.

Before we indemnify any additional insured thay must,

2. prove o us that the claim arose solely out of an act, error or ormission cornmitted by

you; and
b fully camply with CONDITHON T as if they werg you,

Where a third party is treated as an additional insured as a result of this Condition, any clairm
rrada by that third party against you will ba treated by us as if they were a third party and not

8% an insuraed.

Agreement ta pay claims {duty to defend)

wWe have tha right and duty to take control of and conduct in your name the invesiigation,
settlement or defense of any claim. We will not have any duty to pay costs and expenses for
ary part of a clairn that is not cavered by this Policy,

You may ask the cyber incldent manager tc consider appointing your own fawyer to defend
the claim on vour behalf and the cyber incident manager may grant your request if they
consider your lawyer i suitably guatified by experience, taking into account the subject
matter of the claim, and the cost to provide o defenss.

We will endeavar to settle any claim through negatiation, mediation or sorne other form of
alternative dispute resolution and will pay on your behalf the amount we agree with the
claimant, If we cannot settle using these means, we will pay the armount which you are found
fiable to pay either in court or through arbitration proceedings, subject to the policy Bmi and
ingident responsea firmit.

We witl not settle any claim withoot your consent. If you refusa to provide your consent to a
settlament recommendsd by us and elect to continue legal proceedings in connection with
the clatm, any furthar costs and expensas incurred will be pald by you and Us on a
propartional basis, with 80% payable by us and 20% payable by you. As a consequance of your
rafusal, aur liability for the clalm, excluding costs and expenses, wiil not be more than tha
amaowint far which tha ¢laim could have been settled.
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Canceliation

This Policy may be canceled with 3G days written notice by either you or us

IT you give us notice of cancellation, the return premium will be in proportion to the humber
of days that the Policy is in effect. However, if you have made a ¢laim under this Policy there

will be fio return premigm.
f we give you notice of cancellation, the return premium witll be in proportion te the number
of days that the Policy i3 in effect.

We atzo raserve the right of cancaliation in the evant that any amount due to us by you
rernains unpaid more than 60 days beyond the inception date If we exercise this right of
cancellation it wilt take effect from 14 days after the date the written notice of cancellation is

jssed.

The Policy Adminisiration Fee will be deemed fully Rarned upon inception of the Policy.

A Continuots cover

Ifyou bhave neglected, through error or ovarsight only, to report an incident discoverad by you
that rmight give rise to a claim under this Policy during the paried of a previous renewal of this
Policy issuad to you by us, then provided that you have maintaingd uninterrdpied insurancs
of tha samg type with Us since the expiry of that earlier Bolicy, then, natwithstanding
EXCLLSION 10, we will permit the matter 1o be reparted under this Policy and we will

indlemnify you, providaed that

a. the indemnity will be subject to the spplicatle lirmit of liability of the earlier Policy
under which the matter should have been reported or the policy fimit plus the
incident response lmit, whichaver is the fower;

b.we may reduce the indemmity entitlement by the monetary equivalent of any
prejudics which has been suffered as a result of the delayed notification: and

o, the indemnity will pe subject to all of the terms, Conditions, Definitions and Exclusions

of this RPolicy, other than a) above,

. Extended reporting period

An extended reporting period of 80 days following the expiry date will be automatically
granted at no additional prersium. This extended reporting period will cover, sulbject to all

other tarmis, conditions and exclusions of this Policy;

3. any claim first made against you during the pariod of the policy and reported to us
during this extended reporting period,

. any cyber event, loss or system fallure first discoveraed by you duting the period of the
policy and reparted to us during this extended reporting period, and

<. any circumstance that a senior exacutive officer became aware of during the period of

tha policy and repors 10 us during this extended repo'rtiﬂg e,
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Mo clairm will be accepted by us in this 60 day extended reporting period if you are entitled to
indernnity under any other insurance, or would be entitled to indemnity under such

imsuramce if its Hmit of Hahility was not exhausied,

8. Optional extanded reporting period

If we ar you decling to renew or cancel this Policy then you will have the right to have issuad
an endorsernent providing an optional extended reporting perlod for the durstion stated in
the Declarations page which will be effertive from the cancelation or non-renewal date. This
pptional extended reporting period will cover, subject to all other terms, conditions and

axclusions of this Policy,

a. any clairm first made against you and reported to Us during this optional extended
reporting period, provided that the clalm arizes out of any act, error or omission
cornmitted prior to the date of cancelation ar non-renewal; and

b any cyber event, loss or systern fallure first discoverad by you during this optional
extended reporting period, provided that the oyber event, Joss or systern fallure
onourved during the pericd of the policy;

It you would like to purchass the opticnal extended reporting pericd you roust notify us and
pay us tha optional extended reporting period premivn stated in the Declarations page

within 30 days of cancelation or non-renawal,

Tha right to the optional extended reporting period will not be available to you where
cancetation or non-renewsal by us is dus 1o non-payment of the premiurn or your failure to pay
any arnaunts in excess of the applicable polley mit and incident response limit or within the
amount of the applicable deductlble as is required by this Policy in the payrnent of claims,

At the renews] of this Policy, our quotation of differant premium, deductible, imits of liability
or changes in policy lenguage will not constitute non-renewal by us.

. Fraudulent claims
if it is determined by final adjudication, arbitra! tribunal or written adrnission by you, that you
notified us of any claim krowing it to be false or fraudulent in any way, wa will have no
rasponsibility to pay that claim, we may recover fram you any sums paid in respect of that
claim and we reserve the right to tarminate this Policy from the date of the fraudulent act. if
wa exereise this tight we will not be liable to return ahy pramium to you, However, this will not
affect any clairn under this Folicy which has been previously notifled to us.
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10, Innacent non-disclosures

HA

We wiil not seek to avoid the Policy or reject any claim on the grounds of non-diselosure or
misrepresentation excent where the non-disclosure or misfepresentation was reckless or

deliberate,

Mergers and acquisitions

i you acqulire an ertity during the period of the palicy whose annuai revenus does not excesd
20% of the company's annual revenue, as stated in its most recent financial staternents, cover
s autormaticatly extended under this Policy to inclhyde the acquired entity as a subsldary,

if you acquire an entity during the period of the policy whose annuat revenue exceeds 20% of
the campany's annual revenue, as stated in its most recent financial statements, cover is
autarnatically extanded under this Policy to inglude the acquirad entity a3 2 subsidiary for 5

period of 45 days.
We will consider providing cover for the acgquired entity after the period of 45 days if;

a, you give us full details of the entity within 45 days of its acquisition; and
b. you accept any amandraent 1o the tarms and candidons of this Policy or agres to pay

any aciditional premium required by us.

In the event you do not comply with a. or b, above, cover will autormatically terminate for the

antity 45 days aftar the date of its acquisition.

Cover for any acguired entity is only provided under this Policy for any act, errar or omission

commitied on or after the date of its scguisition,
pMo cover will b avtomaticatly provided undar this Policy for any acquired entity:

2. whose business activities are rmaterislly different from your business activities,

b, that has bean the subject of any lawsuit, disciplinary action or regulatory Investigation
im the 3 yaear period prior o its acquisition; or

e that has experienced a cyber event in the 3 yaar period prior to its acquisition, if the
cybwer event cost rmore than the highest deductible of this #olicy.

If during the perfod of the policy you consolidate, rnarge with of are acduired by anothet
entity then all coverage under this Policy will terminate at the date of the consalidation,
energer of acouisition unless we have issued an endersement extending coverage, and you
nave agread to any additionat premiurm and terrns of coverage requirad by us.

Our rights of recovery
You must maintain all of your rights of recovery against any third party and rmake these

available to us whare nossible.

[EERIAN
' Dol Breiein s Teeer b i A0



ih

16.

Wa will pot exercise any rights of recovery against any employee or senlfor executive officer,
urdess this is in respect of any fraudylent or dishonest acts or ornissions as proven by finat
adjudication, arbitral tribunal or written adrmission by vout

Any recoveries will be applied in proportion to the amaounts paid by you and us.

Prior subsidiaries

Should an entity cease to be a subsidiary after the Inception data, cover in respect of the
entity will continue as If it was still 2 subsidiary during the period of the policy, but only in
respect of an act, error, arnission or avent occutring prior to the date that it ceassd to be a

subsidiary.

4. Process for adjustrment of business intarruption |osses

in order to determine the amount of loss following an interruption to your business
oparations covered under INSURING CLAUSE 3 [SECTIONS 8, C, D and E only), the cyber
incidant manager will appaint an indepandent expert agreed between you and uws which will
b paid for by us in accordance with INSURING CLAUSE 3 (SECTIOM F oniy).

If an independept expert cannotl be agreed upon, one will be sppointed by an arbitrator
rmutually agreed between you and us whose decision will e final and binding,

Once an indepandent expert has been appointad, their calculation of loss will be final and

inding.

Process for paying privacy breach notification costs

Any privacy breach notification transmitied by you or on your behalf muost be dong with our
prior written consent. We will ensure that notification iz cornplient with any legal or
reguatory requirernents and contractual obligaticns, No offer must be made for financial
incentives, gifts, coupens, credits or services unless with our prior written consent which will
only ba provided if the offer is cormmensurate with the risk of harm.

We will not be liabie for any portion of the costs you iheudr under INSURING CLAUSE 1
[SECTION E only) that exceed the costs that you would have incurred had you gained our
prior written consent. in the absence of our prior written consent we will only be llable to pay
you the egquivaient cost of a notification made using the most cost effective means
permissible under the governing law.

Supply chaltn interruption events

In respect of INSURING CLAUSE 3 {SECTION D only), it is & condition precedent to liability
under this Policy that you submit 10 us 3 written report from the supply chain partner

confirming the root cause and lengih of the outage.

o et it S,
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7. Choice of law and service of sulit
in the event of a disputa between you and us regarding this Palicy, the dispute will be
governed by the laws of the State of the United States of Amaerica shown as the choice of law
stated in the Declarations page. We agree, at your request, to subrnit to the jurisdiction of a
court of competent jurisdiction within the United States of America,

Nothing i this Condition constitimes or should be understood to constitute a walver of our
rights to cormmence an action in any court of competent jurisdiction in the United States of
America, to move an action to a United Statas District Court, of to seek a transfer of a case to
another court as perritied by the laws of the United States of America aor the laws of any

State of the United States of America,

it is further agreed that service of process in such suit may be mache upon the law finm statgd
in the Declarations page and that in any swit instituted against us, we will abide by the final
decision of such court or of any appellate court in the evant of an appeal. The law firm stated
in the Declarations pags is autherized and directed to accept service of process on our behaif
in any such suir and, at your request, to give a writien undertaking to you that they will enter

ageneral appearancs on ol behaif in the event such SUit is instineted.

additionally, in accordange with the statute of any siate, territory or district of the United
States which makes such a provision, we bBereby designate the  Superintendent,
Carmmissionar or Director of Insurance or other officer specified for that purposs in the
sars in office, as our trus and lawful attarney upon whom

statute, Or Mg SUCCRSS0N O SUCCes
rray b servad any lawfuf process In any action, suit or proceeding mstituted by you arising
aut of this Palicy. The law firrm statad in the Declarations page is hereby designated as the
firery to whiorn the above mentioned officer 5 authorized to mail such process or & coply

thereof,
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