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Assessment Overview

At Integris, we require all our incoming Empower clients to let us conduct a paid
assessment before we start. Why? Because we believe it is the best way to ensure
that the work that we do for you is focused, economical, and effective. With a single,

comprehensive examination, you will ensure our engagement with you gets off to the
right start, helping you:

e Spend wisely, eliminating errors and waste

e Reduce onboarding time

 Identify gaps and inefficiencies in your operations, before we begin
o Create a predictable infrastructure development timeline and budget
e Establish KPIs for your systems, to monitor its health and security

This ensures your systems are aligned with our Responsible IT Architecture.

Responsible IT Architecture

Responsible IT Architecture is our own term. But the idea behind it is simple. We
believe that every Empower client should have a baseline of products that keeps their
cybersecurity covered, and their productivity assured. Integris can deliver on that
promise. The bottom line, however, is this—we will not work with clients unless we are

working on a solid IT foundation. With our Responsible IT Architecture program, we
strive to:

» Create a network of defense that catches hacks outside and inside your
systems

e Create a platform that protects you against outages, disasters, and data loss

e Continuously patch, monitor, and remediate vulnerabilities in your system

e Qualify for cyber risk insurance

e Have proper authentications & access protocols

e Secure all your endpoints

e Install tools that filter and quarantine content

e Calibrate your backups to match your usage and data needs

Our assessment identifies the gaps in your systems and provides the solutions needed
to bring your company into alignment.
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The Assessment Process

Our assessment has covered all areas of your IT infrastructure, from your physical
network, through your software/hardware assets, to your policies and partnerships.
This document includes a gap analysis, a remediation plan, and an infrastructure
roadmap and budget. We will help you set goals, and achieve them, so you can take
your business to the next level.

What Our Assessments Cover

1. Onsite evaluation of inventory, secure configuration, and access of hardware
devices on the network. To include, but not limited to:

2. Laptops, workstations, switches, firewalls, servers

3. Remote evaluation of inventory, secure configuration, and access of software
on the network. To include, but not limited to:

4. Operating systems, line of business application, software licenses, remote
access, backup & disaster recovery

5. Security software analysis to include, but not limited to, security information and
event management (SIEM), internet content filtering, email security gateway,
antivirus, multi-factor authentication (MFA), mobile device management (MDM),
wireless access control
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6. Dark Web Scan - provides organization with a report of your digital credentials
on the dark web

7. Executive Summary Report with a list of gaps, risks, best practices, and
solutions ranked by business impact (high, medium, and low) associated with
each finding, using gap assessment methodology supported by N.I.S.T.
framework

8. Vulnerability Assessment Reports including a Security Posture Assessment and
Snapshot of Critical Information Security Risks.
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Empower Assessment Findings

Our expert engineers have taken a thorough assessment of your entire environment.
Feel free to review this document with your current IT provider or IT team and if you
would like to take a deep dive into the technical pieces, we are more than happy to
schedule a follow up call.

The following technology deficiencies have been discovered during our technology audit:

Business Impact — HIGH

Finding 1. Outdated Server Infrastructure

At the time of assessment, the organization’s primary server experienced drive
failures. An IT provider was able to recover the server using a secondary server that
was already in hand. The secondary server is a Supermicro device that is antiquated
and not under warranty.

It is highly recommended that the organization migrate the server’s data and services
to a new server that is under warranty.

Executive Summary: Mission critical systems and services should be running on
platforms that are supported by manufacturer and have valid warranty, so in the event
of failure organization has quick access to parts and services needed to bring failed

system up.

Finding 2. Incomplete Backup and Disaster Recovery Strategy

At the time of assessment, the server was not being backed up. This puts the
organization’s critical data at risk. There were also no backups of M365.

As a short-term solution, it is recommended that we implement Integris backups for
the server and for M365.

In the long term, the following should be considered:

o Review where critical data resides, what the backup strategy around it is, and
how quickly data can be recovered and accessed in the event of disaster

e Ensure each critical data set is backed up and then replicated off-site

e Document recovery process along with RTO and RPO and communicate those
metrics to stakeholders
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e Create a process around testing existing backup strategy on regular basis and
reporting on lessons learned
* Review existing backup retention and confirm if sufficient

Executive Summary: Recovery Point Objective (RPO) and Recovery Time Objective
(RTO) are two of the most important parameters of a disaster recovery or data
protection plan. These objectives guide enterprises to choose an optimal data backup
plan for their business. Recovery Point Objective (RPO) describes the interval of time
that might pass during a disruption before the quantity of data lost during that period
exceeds the Business Continuity Plan’s maximum allowable threshold or “tolerance.”
The Recovery Time Objective (RTO) is the duration of time and a service level within
which a business process must be restored after a disaster to avoid unacceptable
consequences associated with a break in continuity. In other words, the RTO is the
answer to the question: “How much time did it take to recover after notification of
business process disruption?”

Finding 3. Next-Gen Firewall Requires Follow-up

The FortiGate 30E is not the default gateway for the network. The Frontier modem is
plugged straight to the switch and is acting as the default gateway, effectively nullifying
the FortiGate’s function as a gateway security device. Additionally, the 30E is 1
generation behind and possibly over 5 years of age.

It is recommended that an Integris next-generation firewall with gateway antivirus,
content filtering and intrusion prevention/detection features be put in place to protect
the organization’s LAN.

Executive Summary: Next-generation firewalls have developed out of necessity in
today’s computing environments, where malware attacks have grown in sophistication
and intensity and have found ways of exploiting weaknesses in traditional firewalls.
Because the firewall is the first line of defense against such attacks, and protection of
the corporate network is of the utmost importance, firewalls have evolved as well to
meet modern day threats. Where traditional firewalls have failed is in their inability to
inspect the data payload of network packets and their lack of granular intelligence in
distinguishing various kinds of web traffic.

Because most network traffic uses web protocols, traditional firewalls cannot
distinguish between legitimate business applications and attacks, so they must either
allow all or reject all. As a result, next-gen firewalls have been developed to carry out
advanced security functions without impacting the latency of the network. Next-gen
firewalls can detect and analyze suspicious network patterns as well as decrypt
HTTPS/SSL network traffic (approx. 70% of Internet traffic).
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Finding 4. Missing Antivirus on Endpoints

Some of the endpoints had Comodo AV installed but there were a few that did not
have any.

It is recommended that all endpoints have Integris’ EDR solution in place.

Executive Summary: For desktops and laptops, where new viruses and virus
outbreaks are most common, one of the main advantages of an enterprise AV system
is the ability to manage the software and monitor from a central server. This allows for
real-time alerting, updates, and the ability to apply the same configuration to all
systems. Standalone systems can be highly effective in searching for and finding
vulnerabilities. However, because of the lack of attention from IT administrators, this
system may fail very quickly and lead to a compromised network.

Finding 5. Endpoints are not Protected by Internet Content
Filtering System

Internet access is currently unrestricted and not monitored, which exposes end users to
a wide variety of risks. It is recommended to deploy an intelligent Internet security and
content filtering system to provide another layer of protection for all users in the office.

It is recommended to deploy an intelligent Internet security and content filtering system
to provide another layer of protection for all users in the office and while outside the

office.

Executive Summary: An Internet security and content filtering system enables the
users of the network to enjoy the benefits of the Internet while remaining protected from
inappropriate or harmful content. It also ensures productivity and maintains compliance
for applicable business and regulatory requirements. The system allows for creating and
deploying user specific policies, which will not only eliminate access to commonly
restricted timewasters, but more importantly, protect users from malicious websites by
blocking access to them.

Finding 6. Insufficient Email Continuity and Security

Organization uses M365 for its email needs and its built-in antispam system to ensure
that no unwanted and vulnerable messages end up going to end user’'s mailboxes.
Those built-in tools are often not sufficient to prevent phishing and other email related
threats. It is recommended to employ a 3rd party email security gateway to inspect
incoming and outgoing email for the organization.
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It is recommended to deploy Integris Email Security for M365. We will also implement
email encryption as this was a desired feature.

Executive Summary: Email remains the number one method of communication for
most organizations. It is also the number one method used by cybercriminals to
infiltrate your network, steal, or corrupt your data and damage your reputation.
Methods of attacking email are growing more targeted, more sophisticated, and more
dangerous. A secure email gateway is essential to protecting your business from
malicious content contained within emails by preventing them from reaching their
intended recipient. By placing malicious emails into quarantine or blocking the sender,
a secure email gateway significantly reduces the number of successful compromises
of user credentials, email hosts and sensitive company data. A secure email gateway
offers a robust framework of technologies that protect against these email-borne
threats. It is effectively a firewall for your email, and scans both outbound and inbound
email for any malicious content. At a minimum, most secure gateways offer a minimum
of four security features: virus and malware blocking, spam filtering, content filtering
and email archiving.

Finding 7. Multifactor Authentication for M365 not Enforced

The organization’s M365 environment is not enforced with multifactor authentication.
This puts the organization’s data at elevated risk.

It is recommended that MFA be enforced for all accounts.

Executive Summary: Multi-factor authentication is a security system that requires
more than one method of authentication from independent categories of credentials to
verify the user’s identity for a login or other transaction. Multi-factor authentication
combines two or more independent credentials: what the user knows (password), what
the user has (security token) and/or what the user is (biometric verification). The goal
of multi-factor authentication is to create a layered defense and make it more difficult
for an unauthorized person to access a target such as a physical location, computing
device, network, or database. If one factor is compromised or broken, the attacker still
has at least one more barrier to breach before successfully breaking into the target.

Finding 8. Regular User Accounts with Administrative Rights

The PCs that were assessed did not have regular accounts as local admins. However,
we found that a daily use M365 account is a global admin.

It is recommended that global admin accounts be separate accounts to mitigate
security risks.
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Executive Summary: An account with administrative access has the power to make
changes to a system. Those changes may be for good, such as updates, or for bad,
such as opening a backdoor for an attacker to access the system. While an
administrator would hopefully not do anything nefarious to his/her company’s systems
purposefully, the act of using administrative accounts for daily activities can lead to just

that.

Allowing a systems administrator, especially one with Domain Administrator privileges,
to access his/her e-mail and the Internet via their administrative account makes it
easier for attackers to introduce malware via a phishing attack or gain those
credentials by using impersonation, which is a common attack in the Microsoft
Windows environment.

Finding 9. Weak Patch Management Strategy

All Windows endpoints are configured with native Windows patch management.
Patches are not tested before being deployed and there is no process in place. It is
also clear that no other applications beyond the Windows operating systems are being
patched on a regular basis (Java, Adobe, etc.), which could open serious security
holes for the network.

It is recommended to implement Integris Patch Management to ensure endpoints are
updated and secure.

Executive Summary: Patch management is a strategy for managing patches or
upgrades for software applications and technologies. A patch management plan can
help a business or organization handle these changes efficiently. Software patches are
often necessary to fix existing problems with software that are noticed after the initial
release. Many of these patches have to do with security. Others may have to do with
specific functionality for programs. Proper patch management strategy includes all
applications deployed in production environment and allows for deploying only patches
that have been tested and approved by administrators.

Finding 10. Weak Password Management Strategy

Passwords for critical systems are kept in a binder.

It is recommended that passwords be kept in a proper password management system
like LastPass or 1Password.

Executive Summary: A password management system is essential for both personal
and business use. It is a software application designed to store and manage

©
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passwords securely, eliminating the need for users to remember multiple complex
passwords.

Business Impact —

Finding 11. PC Life Cycle Management/Lack of
Standardization

The organization has a mix of Asus and custom-built PCs. They are all running Windows
11 Pro and are domain joined. The warranty and age of these PCs are unknown.

It is recommended that critical PCs be under warranty and within 5 years of age to
mitigate downtime.

Executive Summary: Standardizing PCs is crucial for businesses and organizations to
ensure efficiency, cost-effectiveness, and compatibility. By establishing a standard
hardware and software configuration, organizations can streamline their IT processes,
reduce downtime, and minimize compatibility issues.

Standardization also simplifies IT management by allowing administrators to manage a
consistent set of hardware and software across the organization. It facilitates software
updates and maintenance, enabling administrators to apply updates across the
organization simultaneously. Standardization also provides better security by ensuring
that all systems have the latest security updates and patches.

In addition, standardizing PCs can result in cost savings due to bulk purchasing of
standardized hardware and software. It can also reduce training costs for employees,
as they only need to be trained on a single standard system, rather than multiple
variations.

Finding 12. M365 Deployment Requires Follow-Up

Certain M365 hardening features are not in place. We recommend reviewing and
remediating any discrepancies of the following items:

* External Banners

* Retention Policies

* Data loss prevention (DLP) policies

+ Unified Audit Logging

* Mailbox Audit Logging

* Secure accounts not accessed in last 30 days
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It is recommended that the existing configuration be reviewed and remediated to
ensure it aligns with industry best practices and/or any compliance requirements that
the organization may have.

Executive Summary: In Microsoft 365, there are currently close to 1000 security
options and switches that should be reviewed at the time of implementation and then
on a regular basis to ensure compliance with organizations policies and desired
security posture. It is often assumed that security is enabled by default with cloud
applications, but that is unfortunately an incorrect assumption.

Finding 13. Network Infrastructure Requires Follow-Up

The Netgear GS724T switch is end of life as of 9/2023. The Unifi wireless access points
are installed behind a printer and low to the ground which is not optimal.

It is recommended that the switch be replaced to ensure uptime. The Unifi access
points should be mounted up high and not behind objects that can obstruct wireless
signals. Consider replacing the Unifi APs as well as the age of the existing ones is
unknown.

Executive Summary: Business-class switches and wireless access points offer distinct
advantages for organizations seeking robust and efficient network solutions. Business
switches excel in reliability, scalability, and advanced management, supporting features
like VLANSs, QoS, redundancy, and heightened security measures. They are tailored for
demanding network environments, ensuring consistent performance, and
accommodating expansion needs. In contrast, business-class wireless access points
provide superior coverage and capacity, accommodating a larger number of concurrent
users and offering dual or tri-band support for reduced interference. These access points
often come with centralized management capabilities, advanced security features, and
seamless roaming to enhance network efficiency and security. Overall, business-class
switches and wireless access points are essential for organizations requiring high-
performance, scalable, and secure networking solutions.

Businesses opting for these solutions benefit from enhanced network performance and
reliability, enabling efficient data handling and minimizing downtime. Moreover, the
advanced management features empower administrators to configure and monitor
networks effectively, while the robust security measures protect against unauthorized
access and threats. With a focus on scalability and seamless integration, business-class
switches and wireless access points are ideal choices for organizations seeking resilient,
high-performing networking infrastructure to support their growing needs and ensure
uninterrupted operation.
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Finding 14. Information Security Officer

The organization does not have a clearly defined responsibility for information security.
Depending on the firm’s long-term strategy and resources, it is recommended to either
bring Chief Information Security Offices on staff or engage with consulting firm to
provide ongoing oversight and leadership for information security.

Executive Summary: In the rapidly evolving world of cybersecurity, installing a firewall
and having a staff meeting about phishing emails isn’t going to cut it anymore. Federal
regulations like HIPAA, EU GDPR, NYDFS clearly outline the minimum-security
requirements all businesses need to comply with to be considered secure. To remain
compliant, your business needs policies and procedures in place that go way beyond a
firewall. A Chief Information Security Officer (CISO) understands these regulations and
how they apply to your business and technology infrastructure.

Business Impact — LOW

Finding 15. Internet Redundancy

The organization has 1 cable internet circuit from Frontier. It is recommended that
redundant Internet connections be put in place to mitigate downtime.

Executive Summary: Due to the ever-increasing reliance on the internet, many
businesses have implemented or are considering a secondary, redundant internet
connection. Having a failover is particularly important if your voice traffic flows through
your internet connection and if most of your mission critical business applications are
cloud-based. Internet service is less expensive than ever. A second internet
connection, a router with the right capabilities and some configuration time is
inexpensive insurance against an event that could bring the productivity of your
employees to a grinding halt.

Finding 16. Information Technology Governance Needs Follow-
Up

It has been noted that the organization does not have policies or may have policies
that are out of date that define processes and procedures around IT management, i.e.,
change management policy, user account management policy, incident response
policy, remote access policy, etc. This could create confusion and inconsistent results
across the organization, but also puts the organization in a potentially non-compliant

Integris City of Eden 12



position with certain regulations. Your assigned Integris vCIO can work with the
organization to create or update these policies.

Executive Summary: IT governance provides a structure for aligning IT strategy with
business strategy. By following a formal framework, organizations can produce
measurable results toward achieving their strategies and goals. A formal program also
takes stakeholders' interests into account, as well as the needs of staff and the
processes they follow. In the big picture, IT governance is an integral part of overall
enterprise governance.

Finding 17. End User Education Program — Human Firewall

Organization does not have a program or process to educate its users about existing
and upcoming cybersecurity threats.

It is recommended to engage an automated system to train users via a series of
mandatory videos and randomized follow up exercises, i.e., phishing campaigns.

Executive Summary: The definition of a human firewall is straightforward. It is a
commitment of a group of employees to follow best practices to prevent as well as
report any data breaches or suspicious activity. The more employees you have
committed to being a part of the firewall, the stronger it gets. The importance of this
added human layer of protection lies in the fact that many breaches are due to
employee error. Software, too, makes mistakes, i.e., sometimes allowing phishing
messages through or red-flagging real communications. Therefore, it is felt that the
vigilant human can see potential hazards software misses and can prevent errors from
being made. However, to have your firewall be as successful as possible, it is
important to ensure there is a system in place to support it.
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Empower your team with the right
technology.

To provide a complete and effective IT team for our clients, Integris has developed a
unique approach that gives our Clients the best possible experience — the Empowered
Approach.

Integris' Empowered Approach is a great fit for any
client without IT staff, who is looking for a mature and
reliable IT support partner, so the organization can
stay focused on running a successful business. When
engaged, Integris proactively manages client’s IT
infrastructure, supports all end users, and prevents
downtime that can impact Client's business and
productivity.

The Empowered Approach is divided into four service
areas: Service Desk, IT Systems, IT Consulting, and a
Dedicated IT Team, overseen by an Integris virtual
Chief Information Officer (vCIO), who provides advice
on best practices and strategy.

Service Desk

Our Service Desk is responsible for providing network, server and computer support to
our clients and their end users. This includes unlimited phone and remote support.
Onsite support is available for any issues that cannot be resolved remotely. Options to
extend coverage for companies in multiple time zones and specialized use cases are
available.

In addition, Service Desk includes:

¢ Incident Tracking & Ticketing — each service request is logged and tracked in
our ticketing system
e Technology Vendor Management:
o Internet service provider
o Phones
o Printers
o Line of business applications
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IT Systems

IT Systems is responsible for keeping the entire Information Technology environment
up and running, secure, and backed up. All of that is being monitored 24x7x365 and

includes:

e Network and system monitoring
¢ Patch management
e Backup management (for Integris backup systems)

Dedicated IT Team

Your Dedicated IT Team is focused on proactive maintenance of your environments.
They complete proactive network maintenance and regular inspections of your
technology environment to verify its stability, security, and performance as well as
alignment with industry best practices. That also includes:

e Thorough documentation of environment

e Confirm Integris’ standards across all systems

e Deep understanding of line of business applications

e Understanding of company, users, and technology goals

IT Consulting

In a competitive business environment, organizations that take a strategic approach to
technology are best able to overcome competitive pressures, surmount technology
challenges, and foster lasting success.

We provide technical leadership and direction for operational improvements to
streamline your business and fuel growth. Our team will assist with purchasing, the
creation and review of annual IT budgets, sharing thought leadership, and so much
more. Integris’s vCIO service will be led by a Senior Engineer with the business
acumen to lead your company’s long-term technology initiatives. Your vCIO will
proactively work with the point of contact to assess security, risk, and productivity so
your organization is getting the most out of every dollar spent on IT.

e Formulate strategic IT goals

e Plan the IT budget

e Plan disaster recovery and business continuity

¢ 3rd party technology research and software evaluations and consultation
e Analyze, and rework business processes related to IT

¢ Facilitate technology change

e Regularly schedule technology business reviews
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Monthly Managed IT Service Solutions

Summary:

Empower+ Managed IT Services with Responsible IT Architecture Remediation
Project

Total Monthly Fee: $2,828.83 Total One-Time Investment: $18,074.00

Empower Managed IT Services with Responsible IT Architecture Remediation Project

Total Monthly Fee: $2,313.83 Total One-Time Investment: $18,074.00

*Financing options are available for the one-time investment over 36 months. Please let us
know if you would like more information.

Option #1: Empower+

Empower+ combines the local presence and expertise of our engineers and vCIOs
with our always-on help desk and ticketing system. Our team truly becomes a part of
your team. You can review our full service schedule here.

e New user setup as per Integris defined checklist/process

* Departing user termination as per Integris defined checklist/process

e New desktop/laptop computer setup (if hardware purchased from Integris as
per Integris defined new computer setup checklist/process)

e Technology vendor management (copier company, ISP, etc.)

¢ Integris’ standard network documentation

e Access to on-call team outside of business hours (after hours support billed on
hourly basis)

Up to 13 computers included
o Each additional computer - $155.00
o Desktop related issues are covered M-F between 8:00 AM to 6:00 PM
o Guaranteed critical system down event response time — 4 hours

Up to 1 network included
o Each additional network - $475.00
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Regularly scheduled proactive on-site visits

Access to on-call team for after-hours support - $195/hour x 1.5, upon receiving

approval from client

36 — month commitment

Option #2: Empower

Empower includes all the expert monitoring, strategic management, and services you
need, without the onsite services you may not need. It is a perfect solution for
companies that are remote, or whose physical infrastructure footprint is minimal. You
can review our full service schedule here.

e New user setup as per Integris defined checklist/process

e Departing user termination as per Integris defined checklist/process

¢ New desktop/laptop computer setup (if hardware purchased from Integris as
per Integris defined new computer setup checklist/process)

e Technology vendor management (copier company, ISP, etc.)

e Integris’ standard network documentation

e Access to on-call team outside of business hours

Up to 13 computers included
o [Each additional computer - $115.00
o Desktop related issues are covered M-F between 8:00 AM to 6:00 PM

o Guaranteed critical system down event response time — 4 hours

Up to 1 network included
o [Each additional network - $475.00

On-site support billed on hourly basis at reduced rate — $195/hour, upon
receiving approval from client

Access to on-call team for after-hours support — $195/hour x 1.5, upon
receiving approval from client

36 — month commitment
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Responsible IT Architecture Remediation Plan. The following
includes the Business Impact High Findings that require
immediate attention.

o Finding 1 — Server Upgrade

) Finding 2 — Backup and Disaster Recovery
° Finding 3 — Next Generation Firewall

o Finding 4 — Integris EDR

® Finding 5 — Integris Internet Security

o Finding 6 — Integris Email Security

o Finding 7 — Integris MFA

o Finding 8 — Admin Rights Remediation

o Finding 9 — Patch Management

° Finding 10 — Password Management

Finding Monthly Subscriptions License/hardware

1 S0 $10,300 $6,084
2 $593 S0 $1,900

3 $84.33 $150 $950
4 $38.50 S0 $1,950
5 $21 S0 $1,950

6 $56 S0 $950
7 S21 S0 $1,950

8 S0 S0 $780

9 $0 $0 $780

10%* S0 S0 $780
Remediation Subtotal $813.83 $10,450 $18,074
TOTAL $2,313.83 $10,450 $18,074

(o]
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IT Assessment Solutions

Please note that the following is a line-item breakdown of projected costs for each of
the 17 findings. The applicable costs for Findings 1-10 (Business Impact High) are
reflected in the total monthly and total one-time costs listed on page 18.

1. Build new server and migrate data and services. (Finding 1)
o Estimated costs
o $10,300 in server hardware, UPS, and Windows licensing
o $6,084 for installation and configuration
2. Implement backups for servers and M365 (Finding 2)
o Estimated costs
o $565/month for Integris BDR Platform
o $28/month for Integris M365 Backups
o $1,900 in labor to deploy
3. Install and configure Integris Empower Firewall (Finding 3)
o Estimated costs
o $84.33/month for Integris Empower Firewall
o $150 for rack mount kit
o $950 to install and configure
4. Install and configure Integris EDR (Finding 4)
o Estimated costs
o $38.50/month for Integris EDR
o $1,950 in labor to deploy
5. Implement cloud hosted Internet Security and Content Filter (Finding 5)
o Estimated costs
o $21/month for 7 endpoints
o $1,950 installation and configuration
6. Configure and deploy Integris Email Security (Advanced) (Finding 6)
o Estimated costs
o $56/month for 7 M365 accounts
o $950 in labor to deploy Email Security and Encryption
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7. Deploy Integris MFA (Finding 7)
e Estimated costs
o $21/month for 7 accounts
o $1,950 in labor
8. Review and remediate local admin rights (Finding 8)
¢ Estimated costs
o $780 in labor
9. Implement managed Windows and other 3™ party software updating strategy for all
desktops, laptops, and servers. (Finding 9)
e Estimated costs
o $780 installation and configuration
Note: Patch management is included in Empower solution at no additional charge
(installation and configuration charge still applicable)
10. Implement password management system (Finding 10)
o Estimated costs:
o $780 to assist with implementing password management system
Note: Cost of Password Management app not included.
11. Phased replacement of PCs (Finding 11)
e Estimated costs
o $1,500 average cost of PCs
12. M365 Hardening (Finding 12)
e Estimated costs
o $780in labor
13. Replace switch and replace/mount APs in ideal locations (Finding 12)
e Estimated costs
o $1,400 in switch and AP hardware costs (1 each)
o $780 installation and configuration
Note: May need assistance from low voltage vendor to install new AP drops
14. Deploy Integris vCISO services (Finding 14)
¢ Estimated costs
o $3,450/month
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15. Configure secondary Internet connection (Finding 15)
o Estimated costs
o $300-$500/site for extra Internet connection
o $1,170 in labor to configure and test failover/failback
16. Engage vCIO to assess vendors (Finding 16)

o Estimated costs
o Included with Empower agreement
17. Configure and deploy Security Awareness Training (Finding 17)

e Estimated Costs
o $350/month for up to 25 users

o $1,450 in labor to deploy

Onboarding

S

4

Onboarding
Documentation

3

2

Onboarding
Planning

1

Onboarding
Closure

Onboarding
Execution

Onboarding
Kickoff

The transition period is typically 30 days and includes collaboration with your current
provider for the knowledge transfer of all IT systems details and credentials.

We recommend you continue service with your current provider during this time. This
overlapping approach makes the transition more seamless.

Plus, the incumbent IT provider will be more likely to cooperate with account transfer
details if your account is still active.

Key onboarding details cover:

e Introduction to your vCIO, Technical Operations Manager, and Project Manager
at the Client Kick-off Meeting.

¢ Review contracted services and transition details.

e Deploy Integris remote monitoring and management tools.

e Explain how to contact Integris’ support team
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Swiftly remove the highest priority risks and create a future-focused technology
roadmap.

Review and schedule remediation project to implement Responsible IT
Architecture controls and address other findings highlighted in the assessment
report.

Document all critical systems, including new user setup checklist and new
computer setup process

Secure the environment and ensure that only Integris has access to the
network after all systems have been documented.

Our top-notch project coordination ensures that your team knows exactly when to

expect

down time, transition day-to-day end user support, the impact on the business

while the onboarding is being implemented and what the overall timeline is for each
step of the project.

Exclusions

Integris

Parts, equipment, or software not covered by vendor or manufacturer warranty
or support.

Costs to bring the Client’s environment into compliance with Client
Infrastructure Standards

Costs of any parts, equipment, shipping, or courier charges

The cost of any software, licensing, software renewal, or upgrade fees

The cost of any 3rd Party Vendor or Manufacturer Support or Incident Fees
Services and Repairs made necessary by the alteration or modification of
equipment other than authorized by Service Provider including hardware or
software installations or configuration changes made by Client or Client
authorized third party

Failures due to acts of God, building modifications, power events (outage,
surge, brownout), or other adverse environmental conditions

Programming (modification of software code) or troubleshooting of 3rd party
addon applications and/or plug-ins

Support and maintenance of proprietary and custom software applications
Website, software, SharePoint design, development, and hosting services
Costs related to any audit or legal proceedings including discovery, subpoenas,
court ordered actions

Employee-owned laptops and PCs or any device not explicitly covered under
an Integris’ agreement

Incident Response and remediation for cyber security/data breach and/or a
major system vulnerability (which would not be addressed by regular patching
process)

Requests for training outside of those services explicitly offered by Integris
Security cameras/CCTYV installation or maintenance
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¢ Environmental moves (building moves, remodels, internal relocations)
e Travel time and costs outside of 50-mile radius from Integris’ office assigned to
support the client.

Term, Service Pricing, and Billing Summary

e The term for the service is 36 months unless otherwise specified in the Service
Order.

e The term will automatically renew for a 12-month term thereafter.

e Minimum pricing and baseline quantities are defined on the initial service order

e [Empower or Empower+] is billed monthly per endpoint (desktop, laptop, or
server - physical or virtual) and per network (physical or virtual)

e [Empower or Empower +] is audited monthly. Endpoints and networks outside
of quantities defined in initial service order will be billed in addition to baseline
monthly fee at specified price (per endpoint and per network) and billing will
align with counts at the time of the audit.

e [Empower or Empower +] is billed a month in advance and payment is
expected within 15 days from the invoice date (NET15)

e The first invoice covers two (2) billing periods — the first month of service and
second month billed in advance.

e First month is billed depending on actual day when services started:

o 1 - 8th day of the month — Integris will invoice for a 100% of
monthly fee

o 9-23rd day of the month — Integris will invoice for 50% of the
monthly fee

o 24th — last day of the month — Integris will not invoice for services
rendered that month

e Monthly charges begin the day after initial implementation is completed (the
minimum required for Integris to effectively provide support to and monitor
client’'s environment). Initial implementation is completed at the time Integris
deploys support agents to at least 75% of client’s endpoints.

e Invoices are processed and delivered on or about the 1st of each month.

e Empower is a subject to annual price increase of CPI (Consumer Price Index) +

2%

Integris Master Service Agreement and Integris Full Terms and Conditions
Should you decide to become a client, these two documents will be reviewed in

detail.

N
w
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Our Team is Your Team

At Integris, we are on a mission to bring together the personal service of local IT
providers with the power of a national network.

We believe that is simpler than it sounds. Our offices offer high-touch IT services that
clients love from highly experienced local team members. Our national network allows
us to offer best-in-class services like dedicated vCIOs, specialized security and
compliance advisory services, and more.

Our name, “Integris,” stands for integrity. And it is something we aim to deliver, every
day.

Our values

People first

Integris is powered by people, so it is important we do not get wrapped up
in the wires. Our people always come first.

Do the right thing
Our name is rooted in integrity. It is the heart of how we run the business
and guides everything we do.

Get it done right
A single checkbox can make or break our business. No detail is too small.
We want to make it right.

Own it
Every team member owns their part. We take responsibility for our clients
and hold each other accountable. Success is in the numbers.
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Your Local Integris Leadership

Our local leadership team of managing director, strategic operations manager and
technical operations manager focus on building long-lasting, trustworthy partnerships
with our clients. Check out your local team’s page on our website:
https://integrisit.com/locations/

N

Mark Blalack Amy Calcich Holly Connor
Managing Director Strategic Operations Manager ~ Technical Operations Manager

Integris in Your Community

Girl Scouts of Texas

Austin, TX
girl scouts‘ Girl Scouting builds girls of courage, confidence, and
of central texas character, who make the world a better place.

Any Baby Can
Austin, TX

any babycan We are a proud sponsor of Any Baby Can. Their
mission is to build, develop and nurture families to
unlock each child's full potential. They are a non-profit
organization in Austin we have sponsored and
supported.
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References

Gunze Electronics

JD Morgan

Phone: 512-413-6991

Email: Jmorgan@gunzeusa.com
Website: https://www.gunzeusa.com/

Watkins Insurance Group

Herschel Cone
Office: (512) 452-8877
Email: hcone@watkinsinsurancegroup.com

Website: https://watkinsinsurancegroup.com/

Any Baby Can

Albert Ruiz

Phone: 973-665-9100

Email: Albert.ruiz@anybabycan.org
Website: https://anybabycan.org/

Claire Reiswerg

Sand ‘N Sea Properties
Phone: 409-7975501
E-Mail: clairea@sandnsea.com

Website: https://www.sandnsea.com/

Integris City of Eden
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Testimonials

Visit Clutch for detailed, multi-faceted reviews, conducted by analysts who personally
interview Integris clients by phone.

Clutch’s formal process includes business entity verification, payments and legal
filings, and financial verification.

Clutch analysts solicit highly structured feedback by asking each Integris client the
same five questions:

e What evidence can you share that demonstrates the impact of the
engagement?

e How did Integris perform from a project management standpoint?

e What did you find most impressive about them?

e Are there any areas they could improve?

e Do you have any advice for potential customers?

“I have been a customer for more than a decade. Integris is an example of the way
Managed Services should be done. We will continue to be a customer for years to
come.”

Chris Ragland

Partner & CEO

Ragland Realty & Management
AUS

Integris' biggest impact for CentraSol is they give us peace of mind! If something goes
wrong, we have someone knowledgeable in all aspects of IT. The amount of work they
put in to make sure their clients are not left behind, no matter how big or small, is
something not all IT services do.

Mike Johnson
President
CentraSol
FTW

Integris City of Eden 27






€207 ‘¥1 AON W09"seXajuapag 10} pasedaid

14043
1SINOY4dINO
diM YYvd

@ gamMuva






mC_LO_._COZ 0_0; v_hmo BAYL Q| ‘SS9I28 BIPAW |RI20S ‘NND ‘dyT dIOA

‘Bunjueq ‘sdopsap a1owal ‘sNdA ‘So21A1as jjoshed ‘sog asulO se

:_ “UO__._—.LmU Y2ns so21au0s 21elodiod nek asicliduod 01 pasn si uonEwIciul siy |

03S0dX3 AQVIYTY SI NOILYINHOANI 4NOA

s}1aujon +0000r9 *

SAYS JaNIRI YIRlE -

sunojeld ejpaw 21203 »

s[auueyd (1eya fejal jausayul) 9y| «
sylomyan aad-oyaaag «

SALISOIM DAL » Q z W@ >
‘Anep sjrewa pasjwosdinoy SLIODS JEYD UAPPIH » <= -
+000'08 GOE/LIVE

HOLINOW 3m ssoeid wued asuodsas
yoe=2uqg eep wegdwos g saey noA og

JINVITdN0I MYT ADVAIYd B HOVIYE ViV

140438 IM

ON Sa\

JSsausng anod yojdxa 0] pasn a0 ued

Hu=< md<- eyl eep pasiwoadwos 1o Bunoluow noA s
\ uu> J’g 2} Blep pasiuolduwo: (Ble}]¥]e oA a1y
4 ALTL JONI9ITILNI Lv34HL TYNEILX (@D

S3IASINOHUJINOD q M

AILNION M ANVAWNO0I ¥N0A Y04

@ 93Mdva STVILN3Q3YI 43S0dX3 40 #






ol'vppAxopun(pd)sqg

Z Dpioopajdoadwoljuonpuiiojuajiiold

€ gLozAInf-orojjodn

€ gLozAInf-orojjodo

z gLozAInf-orojjodo
QUON paso|2si] 10N
pasojosid 10N
pesojasid 10N
Paso|asig 10N
pPasojosi( 10N
pasojosiC 10N
pPaso|asid 1ON
SUON paso|2si] 10N
S pasojosig 10N

14 pasojosig 10N
QUON pasol2sI] 10N
pasojasi 10N
pasolasig 1o0N
pPasojosi( 10N
pPasojosig 10N
paso|dsig 10N
pPasojosi 10N
woo pnpake

<t T OO

OWWWOWULm

¥H lid uibuo

L}

@ gamMyva

yonalig 01
yopalg pIpQ
yopaig bing
yonaJg pI(g

1slloquiod
yonalig bId(g
yonaig b
pPaso[osi(] 10N
paso|osid 10N
paso|asid 10N
pasoasid 10N
1slloquwiod

Paso}osiq 10N

pPaso[asiq 10N

1sljloquiod
paso|asiq 10N

Paso|asi( 10N

pasojosic] 10N

pasojosi 10N

Pas0[2sId 10N

paso|asiq 10N
yonalg p(g

adA )

wnJioy yayj p! Wod spxajuspa@ialpAin 6L/ST/LL
wnJoJ yaul pt WOJ'SDX3USPI@ASPUOID 0Z/62/L0
wnJoy Yyayy pl WO SDX3IUSPIBUILIPDAYD 02/62/L0
wnJIoj Yoyl p! WO SDX3IUSPa@UILLPDAYD 0¢/62/L0
wnJo) Yyayl pi pddad WO SDX3NUIPI@ADPUOID L2/2L/z0
wnJoj Yyauyi pt W0J'SDXSIUSPIWASPUOID LZ/vL/LO
WNIo} Yayy pI W02 SDX2IUBPI@NIRANIIN \Z/PLILO
winJoy yauy p! WOod"SDXSUBPA@SWOPDApPUID 1Z/80/LL
wnJioy Yaui p! WO SDXSIUSPa@SWOPD APUID LZ/LL/LL
wnJioy yayy p! WOD'SDX81USPIBUILPDALD LZ/EL/LL
winioy Yauy p! WO SDX3IUSPa@SWOPDAPUID LZ/SLzL
wnioj yauya pi w0998 Wod'spXajuspa@ng|op|je1se 2¢/L0/¥0
winioy} Yayj p! W02 spxajuspa@job TZ/90/S0
WNJoj Youy pi W oo spxajuspa@iob T2/L0/S0
winioj yayl pi sorrors O woo'spxajuspa@nq|pp||R1se £2/S0/10
wnJoj yay) p! WO SDXIUBSPIBASPUOID €2/90/10
wnioy yauyi p wod'sbxajuapa@iob €2/82/20
wnJioj yayi pl Wod'spXauspa@swopy Apuld €¢/8¢/20
wnJoy yayi p! WO SDXSIUBPOI@SWOPDAPUID £2/90/80
wnJioy yau p WO SDXUSPa@SWDPDAPUID £2//0/80
WwinJIoj Yauyy pi Woo'spxajudpa®@y|ob €2/L0/80
wnJoy yayy pl WOD'SDX8IUBPIBUIWPDALD €2/12/60

92In0S§ }H plomssbd iowg puno4 a1bq

sasiwoldwoy ¢ 1uaaay 1SoN






SUON
SUON
SUON

SUON
SUON

SUON
SUON

4

HH lid

woo'aqopn
woo uipaxul|

woD uipaxulj

woo9opdsAw

Pasojosi 10N

pPasojosig 10N

wo2'adun|e

Paso|asig 10N

pasojosig 10N

W02 DAUDD
suibnjdiuawabpupwiualuod
-Wo2'sIY1aIDys
or'pippAxopun(jpd)sq

p|p1Rpajdoadwoluopwioiud|old

uibuo

@ gamMuva

1sljoquwod
1slloqwod
1sljoqwiod
yonaig binQg
1slloquiod
1sljoquiod
yonaig b
1slloquwiod
1slloqwod
yonaig 0

yonaig bIn(

yopalig mpg

adA )

SUS gaM MIDQ sesdNAD
DlpsW [DIDOS rssx8CO0O
DIpaW |DIDOS k890G
pIpaW |DID0S wxrrs18X0
wn.ioy yaui pl wrrsr SOl
wnJoy yauy p! ares OISO
wnJioy} yay p! s 0GO8
wn.ioj yauyi pt s DHON
winJoy yayi p! sasnnddlod

winio Yay p
LwinJoy Yau pi

winioy yauyy pI

92IN0S§ HH PloMssbd

WO 'SDX3IUSPIDASPUOID
WOD SDX3IUBPI@NIB2ANIN
WO SDX3IUDPIBASPUOISD
W02 SPX21U2PadDJ|DD||91S
Woo'spxauapa@IadAlin
W02 'SPXdU2PaBDJ|DD|[21S
W02 'SDX3IUDPOBDJ|DD||81SS
WO 'SPDX3IUBPIBAIPUOID
WO 'SDX3IUDPIBAIPUOIS
WO SDXBIUDPRBUILLPDAYD

WOD'SDXIIUDPIDASPUOID

WO 'SDX3IUDPIBASPUOID

EL/LL/LL
91/60/90
91/60/90
91/62/90

ol/LZreL
LULZNO0
LL/¥0/20
8L/€Z/€0
6L/¢Z/60
6L/82/0L

6L/62/0L

6L/SC/1L

w3 punod a1pq






"gam Haep ay Jo spaad ayl woay ssaursng ey paoad suoneziuesio
ued - s1ayio pue Funuien ssauaieme LHLmoss sadojdws ‘vonelnumpne
aopepninu ‘vonuaaaad yeap mep Bunouow Burpnpou sjoo jo

anns v fupuawaidun &g Ljuo -seafojdurs atemeun pue suiasss
payoredun ‘SanjIgeRIaunA WMOWY SE oINS SI0109A U0 nojdxs
SAIBAIY RIVP ISOW ‘Syoee pasueape ySnong swaisds s Auedwoo

B asiuroaduiod [Jim sIaqoene 181l Y511 B sARME ST alal ajiym

S{enuapat
pastu0duI0d [epiApj
10§ afues aopl jeagds)

8S- 1

SIANIRIE JO SPAIpUny Uaaa 10
SUBZOP Woaj Jnesse [endip epun ag AJISes Rl sjRRUIpPaI
30 yowaaq v asuartadxs ey suoneziuedio ‘siadng
ardumur o1 spenuapasd asoyl Suigas Aq puy sjEnUapaId
Furseyoand ur pajsasaiul sIaAng VIO SIV[OP JO SPUBRSTION]
JO SU1 APUT URD STRNUSPAI) ualols ul Sureap [RunuLD v

fnedwod paseq s
ISINOYA 0D TYILNIA3YI LSNIVIY INILIIL0dd 1o syeyuapa. ugpnio
"L B IR S[EIIUSPaID JO SPUESTIOY] Uaas Jo .mﬁkﬁ.» 2]ep payaea)
spaipuny jeals Ajrsea ues sasuagap s Auedwon v aaeseuad o1 10 Jequiny afesany
uaul Amua MOY MO OUM SIRUTWIL) “SIaXIRIE SNOew 10f wiopSupy i
JoUL Al Pl ayy o sAay e 1uasaadas spromssed pue saweu Jasn
(yoeraag eieQ) BRI SANISUIS JIBII[YXT
S[enUapal) awes ayl FuIsn sHUN0NDY Iayl() astuworduro)
SBIIAIES Bufj
swalsAs pastwoadwio) uo axemie [[RISU] sy 1oy spromssed
ejus K124 1o sures .
1UaIu0) snoPIEW 1s0H pue santadoid qap adejaqg oy Buisn 5’7 oy 1 PuE S3J18 3DIUIUIOD-D ‘SIS BIPAW [R1I0S ‘syjiomiau ayeiodion
synpe 7 Byl ) Furpnpur saotazes ojuo Surdfo] 0] poyaw UOLIWIOD 1S0W )
SIUNO020Y [Tewrg pasturorduro) woiy ureds puag *d {i1s aae spiomssed pue ssureu Jasn ‘K@ieuniiogun uiajgoad
App-uIapowl B 01 UOPN[os LMV 1[1aluaml € a8 SPIOMSSE]
(STYIINIQIYI QISINOYAINOD HLIM 00 ¥INIVLLY NV NV IVHM %
RSN
SIRTIUSPAID J3A0ISTP 0] IoMIBU ay] ydnony Ajjesaie] aAo (
PIMpooj e ysigeisa o) sanifigeauma PaIaaodsp ZOEN.W .

sanfqesuma 1oj siasse Auedurod Supeg-eutaiug ueas .

S[ETIUSPaAI 53ande 1) SI0)ISIA 01 AIEM[PWI JIATIRC  »
sHIoMIU SUISIAAPE SUTIU0 SIEUITEa] 01T aaempeur 1afag

S[RNUSPaID BUTSOISIP 01UT S195N ¥oL1],
safessaur aRuImda) se pasmIsip sjreur-a puas

SNV 6N @O

%
INISILYIATYI _Mnl_‘

S[ENUapaI? saimded 18y S1I01S1A 0] ATEMIEW J8ATRC
AEgam aRuItHal ap Jo apod ay on arempeut ey . w —.— zm.—.
1puenur sesodios ‘erpaur feraos sais semndod v ialey . un— c wz — <;
spEnuapar saamided 181 atemieur Jaanag . Y3

INIHSIHd
¢AISINOYdIN0I STYILNIQIYI T4V MOH

@ gaMmMuva

INV140dWI SI STYILNIQ34D 03S0dX3 404 INIYOLINOIW AHM






