CITY COMMISSION

- ORDINANCE/RESOLUTION
Cooper City
Someplace Special
TITLE: Resolution 23-30 (Finance/IT Technology)
DATE: December 12, 2023

DESCRIPTION: A RESOLUTION OF THE CITY COMMISSION OF THE CITY OF COOPER CITY,
FLORIDA, ADOPTING CYBERSECURITY STANDARDS IN COMPLIANCE WITH
SECTION 282.3185(4)(A), F.S.; DELEGATING ALL CYBERSECURITY AUTHORITY TO
THE CITY MANAGER, AND AUTHORIZING THE CITY MANAGER TO RESPOND TO
CYBER THREATS AND TAKE APPROPRIATE ACTION AS NEEDED; PROVIDING FOR
CONFLICTS; FURTHER, PROVIDING FOR AN EFFECTIVE DATE.

CITY MANAGER RECOMMENDATION:

The City Manager recommends approval of the adoption of cybersecurity standards, delegating
all cybersecurity authority to the City Manager, and authorizing the City Manager to respond to
cyber threats and take appropriate action as needed.

BACKGROUND OF ITEM:

The City's IT Department is responsible for the City's networking infrastructure and cyber-related
threats. Section 282.3185(4)(a), Florida Statutes, requires that each local government adopt
cybersecurity standards that safeguard its data, information technology, and information
technology resources to ensure availability, confidentiality, and integrity.

Section 119.0725(2), Florida Statutes, provides that the City's cybersecurity strategy and defense
posture are exempt from public record. Therefore, we do not have to specify which framework
the City adopts.

The City Manager is directed to create and adopt all administrative policies related to
cybersecurity and maintain adequate measures to ensure the City’s technology infrastructure is
safeguarded. It is essential not to give potential hackers any information regarding our
cybersecurity-related posture as it may provide them with the necessary information to attack
and infiltrate our network infrastructure and related systems.

FISCAL IMPACT:
TBD — This is the initial framework adoption/attestation of cyber security standards.

ATTACHMENTS:
1. Resolution 23-30 — Cyber Security Framework



2. Chapter 282 Section 3185 — 2023 F.S. — The Florida Senate
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