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Burnet Police Department
Digital Forensics Proposal

Burnet Police Department is experiencing an increased amount of digital evidence during
investigations and, despite current investments, does not have tools to unlock, extract, nor analyze
these devices. As of today, BPD is collecting only 10-15 phones per year, but hundreds of mobile
devices are turned away from investigations. Of those devices, about 50% come in locked. Without the
proper extraction tools, BPD is either turning away evidence. When a device has been deemed
necessary to extract, investigators are outsourcing to different agencies based on availability. It takes
over a year for that evidence to be returned to Burnet PD. These devices contain pertinent evidence
in cases involving ICAC, drug trafficking, assault, and more. Because of this, BPD will continue to not
meet requirements for case closure, conviction rate, and public trust until an at-home solution is put
in place.

How Cellebrite Can Help

90% of evidence comes from digital sources. The digital sophistication of bad actors is outpacing
majority of teams. As a society, we see the heavy reliance of phones perform even the most mundane,
day-to-day tasks. The phone is a digital witness, and it is imperative we collect as much evidence as
possible; these solutions will do that with BPD. Cellebrite Inseyets allows agencies to lawfully unlock,
decrypt, and extract critical digital evidence from the widest range of i0S and Android devices.
Inseyets allows BPD investigators to unlock mobile devices anywhere from the lab to the crime scene.
To collect the most evidence possible, users will be able to unlock phones via Supersonic Brute Force,
as well as in AFU and BFU status. This means BPD does not need to waste valuable time or risk devices
being remotely wiped while transporting them back to the lab.

: ))

e Perform Full File System Extractions to find
deleted information, even more locations,
and other evidence not collected by other

! extraction types
e i ﬂ; 3 - f' o e Extract messages, media, account
- L7 information, locations, and more from over
100 social media and third-party applications
e Eliminate manual processes by using
automation to identify, unlock, extract, and
decode mobile devices all with one click
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Burnet Proposed Solution

Solution Description

Cellebrite InsEYEts Allows BPD unlimited extractions, review, and
analysis of the evidence found on mobile
devices as well as the social media and third-
party applications. Includes Physical Analyzer.

Unlocks 40 Mobile Device Unlocks
Training 1x CCPO (Cellebrite Certified Premium
Operator)

Pricing Summary

Cellebrite Proposed Solution S 23,950 | S 21,000
1x Cellebrite CCPO S 1,750

Total BPD Pricing S 25,700 | S 21,000
2x Complimentary Unlocks S - S -
Approved Discounting (exp. June 30) S 2,600 |S -
Final BPD Pricing S 23,100 | $ 21,000

*Approximate renewal based on 5-8% annual increase
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