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USE OF CITY COMPUTERS AND CELL PHONES and related technology items devices 
such as IPads, laptops etc. 

Computers, phones and related items furnished by the Town of Ashland City are city 
property, intended for use by employees for city business only.  Computers, phones, and 
related items include, but are not limited to, hardware, software, (including e-mail and 
internet software), computer files, documents and cell phones.  The city has the right, but 
not the duty, to monitor any and all of its computers, cell phones, and related items, 
included but not limited to:  monitoring employee’s visits on the Internet, reviewing 
material downloaded or uploaded by employees, reviewing e-mail sent and received by 
employees, and cell phone messages and usage. 
 
Waiver of Privacy: 
 
Employees have no expectation of privacy in e-mail or cell phone messages, data accessed 
through the internet, or any other data or information created or stored on city computers 
or cell phones, nor does the use of passwords by employees create any privacy rights in 
this information.  The city may access, monitor, or reproduce these messages and data, 
without the consent of the employees, when it is deemed necessary in the sole discretion 
of the city.  All passwords must be provided to the department head upon request.  The use 
of undisclosed passwords is prohibited. 
 
Prohibited Uses: 
 
The sending, displaying, disseminating or storing inappropriate or sexually explicit 
material is prohibited, unless the employee can demonstrate a legitimate city interest in 
such conduct (such as a police investigation of criminal activity).  “Sexually explicit 
material” means any printed or written material or any audio, film, video recording or 
pictorial representation of graphic depiction, produced in any medium, which depicts or 
describes nudity, including sexual or excretory activities or organs, in a manner which is 
lewd and intended to elicit a sexual response.  No city employee shall use city computers 
in a manner that is disruptive or offensive to others or in violation of any provision of the 
city’s personnel policy.  Other prohibited uses include but are not limited to any material 
containing ethnic slurs, racial comments, off-color jokes or material that may be construed 
as sexual, racial, or other harassment, or the showing of disrespect for others.  The use of 
social media is discouraged while on shift unless the employee can demonstrate a 
legitimate city interest. 
 
No software, hardware, applications or devices may be installed, downloaded or placed on 
the city network or any city owned technology without the written permission of the IT 
Committee and approval of the Mayor.   
 
The e-mail system or cell phone should not be used to solicit or to conduct personal 
business ventures. 
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Personal email access is prohibited on any city device.  Personal email should not be linked 
to any city device (ex. auto forwarding) Any information on city property should have no 
expectation of privacy, and is subject to audit at any time. 
 
City phones, I-pads, laptops, any city device should be returned to the Department Head or 
City Recorder when an employee is terminated, receives an updated phone or device or 
changes position where a phone or device is no longer required. 

 
All passwords should be changed every 6 months.  A list of passwords should be 
maintained by a designated person within the department. 
 
Any suspicious emails should not be opened.  If employees are unsure, they should contact 
their department head immediately who in turn may contact IT for further investigation. 
  
While operating a moving vehicle, cell phone conversations should be kept to an absolute 
minimum.  No cell phone usage, even with a headset, is allowable for any off-road 
(maintenance/construction type) equipment.  No texting while driving or operating any city 
vehicle on or off the road. Personal cell phones will not be used while operating a city 
vehicle. 
 
Personal phone calls should be kept to a minimum and may be restricted by an employee’s 
supervisor in such situations that use may present a safety hazard.  

 
 
COMPLIANCE WITH APPLICABLE LAWS AND LICENSES: 
Employees must comply with all software licenses, copyrights and all other state and federal 
laws governing intellectual property and online activity.  No city employee may duplicate 
such software without the written permission of IT. 

 
VIOLATIONS – DISCIPLINARY ACTION: 
Employees who violate this policy shall be subject to legal and/or disciplinary actions, up 
to and including termination of employment.  Employees should notify their immediate 
supervisor or department head upon receiving any inappropriate or sexually explicit 
material or upon learning of violations of this policy. 

 

USE OF MUNICIPAL TIME, FACILITES, ETC. 
No employee of the Town of Ashland City shall use or authorize the use of municipal time, 
facilities, equipment or supplies for private gain or advantage to oneself or any other private 
person or group without prior approval of the Det. Head and/or Mayor.  No city employee 
shall have in his/her possession tools or equipment that should obviously belong on city 
property (i.e. bulldozers, truck, etc.) unless acting in his/her capacity as a city employee. 

 

DRIVING RECORDS 
Any employee who is required as an employment condition to possess and maintain a valid 
Tennessee driver’s license or commercial driver’s license must immediately, before 


